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Outline
• Evidence Based Cybersecurity 

• Relevance to Certificate Authorities 
• TLS Certificate sells over underground 

platforms 
• Website defacement  



Evidence Based Cybersecurity Research Group 



Evidence-Based 
Cybersecurity  
(EBCS)

• Stresses moving beyond 
decision makers’ 
political, financial, 
social background and 
personal experience 
when making security 
decision to a model in 
which tools’ adoption 
and policy 
enforcements decisions 
are made based on 
scientific studies 
findings. 
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Rigorous Scientific Research Designs 



Key 
Principals 
of the 
Approach 

Generate and employ empirical 
evidence to:  

- Identify online threats and 
vulnerabilities and educate targets 
of cybercrime 

- Support policy development and 
guardians’ efforts  to secure 
cyberspace

- Guide the design and 
configuration of computing   
environments that can mitigate 
effectively the 
consequences cybercrime events 



• The translation of 
research findings into a 
format that is 
accessible and easy to 
digest for cybersecurity 
professionals in the field



Identify 
Threats 
Trends



Collecting, Sorting and Analyzing



Market Trends – New Products



Mentions Count of Search Performed 
on December 3rd

Web Name SSL Certificates TLS Certificates
Dream Market 2912 64

Wall Street 10 4
BlockBooth 3 1
Nightmare 2 0

Galaxy3 16 7



TLS Certificates Sold along with Web 
Design Services (Bitify)

TLS Certificates Sold along with Web 
Design Services (Dream Market)



EV Certificates of USA Companies- NO Doc or 
verification required



Transport Layer Security (TLS)Certificates 

• Security functions: 
• Authenticating and 

verifying the identity 
of a host, client or 
application. 

• Enable the 
encryption of 
information of data 
exchanged 
between a client 
and a server



EV SSL CERT 
ADVERTISED AS 
PART OF WEB 
DESIGN 
SERVICE 



Approaching a 
Vendor over 
Telegram 



Website 
Designed by 
Darknet Vendor 
and Delivered to 
Research Team



DV Certificate Installed on the Website Designed 
by a Darknet Vendor



EV SSL Cert 
Advertised as a  
Standalone  
Service



Financial Institution





Certificates of Incorporation and Registration Documents for a UK Based Financial Institution 



Registration of UK Based Financial Institution on Dun and Bradstreet’s Website

24



Conformation Email from CA for the Receival of an EV Certificate 
Request to be Installed on a UK Based Financial Institution 





UK Based Financial Institution Website Appearance after the Installation of an EV Certificate



Details of EV 
Certificate as 

Appeared on UK 
Based Financial 

Institution 
Website



Street View from 
UK Based Financial 
Institutions’ 
Address Submitted 
to CA by Vendor



Recent Trend 



Dedicated 
Channels 





Translation 

• OV certificate with Microsoft SmartScreen 
trust is available. Those. certificates fulfill 
one of the main features of an EV certificate 
(bypassing SmartScreen by default). Before 
AB and all sorts of services, the certificate is 
clean. Price - $ 1500. Since this is still an OV 
certificate, the price is lower than for EV, 
but more than for a regular OV. I still do the 
usual OV certificates, it's up to date. Prices 
are lower than those of competitors. Jabber 
receives a lot of spam, so only Telegram: 
@ildmitriy



Customers’ Reviews 



Guide 
Policy 



Guide Policy Development and Guardians’ Efforts

• A more proactive approach for cyber-security is 
desired by defenders 
• Prevent novice hackers’ initiation into a criminal life course 

trajectory 
• Collection and production of strategic cyber-intelligence, 

which could lead to termination of cyber-attacks before 
they occur 







Collection of OSINT from Social Media 
Platforms



Intelligence and Disruption
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Month Before Week Before Week After Month After

Control Treatment

Proportion of Hackers Reporting Website Defacement the Week and 
Month Before and After the Administration of Gossip Message over a 

Private Facebook Channel 



Average Number of Website Defacement Attacks Reported One 
Month Before and One Month After the Administration of Gossip 

Message over a Private Facebook Channel 

3.83
3

7.3
6

6.9

3.8

6.8

3.8

1.87 2.3

6.2 6.7

3.6 3.6
4.3

3.4

4 Weeks
Before

3 Weeks
Before

2 Weeks
Before

1 Week
Before

1 Week
After

2 Weeks
After

3 Weeks
After

4 Weeks
After

Control Treatment



In conclusion,

We recommend certificate 
authorities to embrace an 

Evidence-Based approach in 
their effort to deploy security 

tools and policies in the context 
of their important work
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