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My recent work (for context)
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Everyone does. 
• 2+ billion smart phones 
• 170m web sites 
• 10s of millions of 

developers and IT 
professionals

Who uses SSL/TLS and PKI?



• IETF TLS Working Group 
• Library developers 
• Operating systems 
• Vendors 

• Server vendors 
• Browser vendors 

• Certification authorities, 
partners and resellers
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SSL/TLS and PKI ecosystem
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Deploying TLS securely is 
getting more complicated, 
not less.
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SSL Labs

2009

2016



Back in the day, all 
you needed was a 

valid certificate.

Today, the 
certificate comes 
with a 550-page 

manual.
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TLS 1.2  1. Released in 2008 
2. Browsers started 

supporting in 2013/2014, 
after 5 years 

3. Only 76% of servers 
support today 
(SSL Pulse, May 2016)
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PCI Security Standards Council
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“SSL 3 and TLS 1.0 
are not secure…”

“Upgrade now, or 
by June 30 2018 at 
the latest.”



HTTP/2 (RFC 7540)
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Apple
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US Government
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US Government
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https://pulse.cio.gov



Google
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Facebook
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SSL Pulse
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SSL Pulse: Protocols
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In the meantime, 
TLS 1.3 is getting a 
complete overhaul 
 
Work began in 2013
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Current 
Status

Enable TLS 1.2 
Use AEAD cipher suites 
Disable SSL 3 and 
(if you can) TLS 1.0 
Stop using RC4 
Stop using SHA1 certs
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What is your 
threat model?
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My 2009 Model
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About 170m active sites. Probably less than 5% encrypted.



Lack of Encryption

25

May 20162014

30%

30%



Certificate Warnings
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Click-through rate: 30-70% 
Depends on browser/message style



Fraudulent Certificates
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The Fall of DigiNotar, 2011 
Approx. 300,000 users affected.



TLS Maturity Model
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Zero 
Chaos
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Level 1 
Visibility
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Level 2 
Encryption

Protocols 
Cipher Suites 
Key 
Certificate
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Level 3 
Application 
security

All traffic encrypted 
Secure cookies 
No mixed content
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Level 4 
Commitment 
HTTP Strict Transport Security
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Strict Transport Security (HSTS)
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HSTS Preloading
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Level 5 
Robust Security 
Public Key Pinning?
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Public Key Pinning (HPKP)
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ICSI Tree of Trust 

https://notary.icsi.berkeley.edu/trust-tree/



TLS Maturity Model in Practice

39

1 2 3 4 5LEVEL 0 LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4 LEVEL 5

CHAOS VISIBILITY ENCRYPTION APPLICATION 
SECURITY

COMMIT- 
MENT

ROBUST 
SECURITY



Horizontal vs Vertical Improvement
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1. First, achieve Visibility (1) 
2. Triage 
3. Move important sites as fast as 

possible to Commitment (4) or 
even Robust Security (5)

4. Move all sites to Encryption (2) 
5. Continue bringing the bottom up

TLS 
Maturity 
Model



Key problems we 
seemingly solved  
(or will probably solve)



1 Lack of interest for 
security until ~2008
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2 Lack of motivation: 
cost, resources, 
performance
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3 Conflicting browser 
vendor goals: be secure 
but don’t break anything
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4 Virtual secure server 
hosting not feasible
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5 Manual key and 
certificate management
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6 Too many protocol 
options; sad defaults
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SSL Pulse: Forward Secrecy



Positives
▪ Security became important 
▪ Opt-in mechanisms 
▪ HTTP/2, TLS 1.3, DANE 
▪ Low-cost or free DV certificates 
▪ Automated certificate issuance 
▪ Virtual secure hosting (SNI)
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Some remaining 
rough edges



Public Key Pinning
▪ HPKP unlikely to be widely adopted 

▪ Difficult and tricky 
▪ Very dangerous 
▪ Requires time, effort, skills
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HSTS Preload Scaling

HSTS preload is taking off, 
but how to scale it?
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Revocation Doesn’t Work
▪ Must-staple to the rescue! 
▪ OCSP client implementations not good enough 
▪ Minimising damage of fraudulent certificates? 

▪ CAA + must-staple? 
▪ HSTS + must-staple? 

▪ Can must-staple be a lightweight 
alternative to HPKP?
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Ecosystem 
Monitoring



SSL Pulse
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SSL Pulse: Grades
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Censys
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censys.io



crt.sh
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crt.sh



SSL/TLS and PKI Timeline
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www.feistyduck.com/ssl-tls-and-pki-timeline/



Thank you! 
 

ivanr@feistyduck.com 
@ivanristic




