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Removal of root from the Certificate Trust List (CTL). All certificates no longer trusted

Introduced in Windows10RS1. Disables all certificates issued by the root certificate 
except for Code Signing and Time Stamping. Code Signing and Time Stamping 
certificates will continue to be trusted if the certificate was issued prior to the Disable 
date

Introduced in Windows10RS2. Allows granular disabling of a root certificate or 
specified EKU capabilities of a root certificate. The NotBefore property distrusts the 
certificate or specified EKU if it was issued after the NotBefore date. Certificates issued 
prior to the NotBefore date will not be impacted
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LINK

https://cloudblogs.microsoft.com/microsoftsecure/2018/10/04/microsoft-partners-with-digicert-to-begin-deprecating-symantec-tls-certificates/


https://blogs.technet.microsoft.com/pki/2018/03/12/how-will-certificate-
transparency-affect-existing-active-directory-certificate-services-environments/

https://support.microsoft.com/en-us/help/4093260/introduction-of-ad-cs-
certificate-transparency

https://blogs.technet.microsoft.com/pki/2018/03/12/how-will-certificate-transparency-affect-existing-active-directory-certificate-services-environments/
https://support.microsoft.com/en-us/help/4093260/introduction-of-ad-cs-certificate-transparency

	Microsoft Trusted Root Program Update
	Agenda
	Program Reminders
	Microsoft Root Change Terminology
	Program Updates
	Program Updates - Continued
	Plan for Updating Program Audit Requirements
	Symantec Roots
	Certificate Transparency

