RS R - N ez iR ERm AR S M A

Dr. Liu Quan XIJf{ Researcher
Director of Cyberspace Security Institute of China
Secretary General, China CA Industry Alliance

October 17, 2018



CONTENTS:

G Status of Commercial Cipher in China
R ERAZERBNAEIRA

@) Requirements of Commercial Cipher
Application for Browser

pULAE {2 A B IA 2L = e SR

@ Future plan for the Commercial Cipher
Application in Browser

Nasar AEBMNAT—58E

[
iz
i

02 =i


http://xiayingppt.yanj.cn/goods-14971.html

(1) Status of Commercial Cipher Application in China
HR[E 5 3568 e IR

By the end of 2017,the quantity of commercial cipher sales companies and
manufacturers have reached 976 and 737 respectively in China. The industrial
scale has reached 23.941 billion which has increase 57.9% compared with 2016.
In the past 3 years, the average growth rate of industrial scale was 35%, and the
iIndustrial scale of 2018 is expected to exceed 32 billion.
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(1) Status of Commercial Cipher Application in China
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45 companies have obtained the “CA License Using Commercial Cryptographic
Algorithm” issued by SCA, 44 companies are listed In the “Catalogue of CAs for
Electronic Government Affairs” _ .

43 companies have obtained “CA License” issued by MIIT o
The number of issued digital certificates (Client Certificate) reaches 341 million,
which can provide electronic authentication services for government to carry out
social management, public services and other government activities.

. Lr]”_2017, the industrial scale of electronic authentication service reached 5.7
illion.
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(2) Requirements of Commercial Cipher Application

for Browser LS s 29 M R Sk

€ "Cyber Security Law” which is formal implemented in June 2017 set that "Network
and critical information infrastructure operators shall fulfill security protection duties,
adopt measures such as data classification, backup of important data, and
encryption to ensure the network avoids interference, damage or unauthorized visits,
and to guard against network data leaks, theft or falsification. Network operators
shall safeguarding the integrity, secrecy and usability of online data”.
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(2) Requirements of Commercial Cipher Application

for Browser LS s 29 M R Sk

€ "Notice on strengthening the commercial cipher application of infrastructure
Information network” issued by General Office of MIIT ask that "Establish and
Improve the commercial cryptographic system in the infrastructure information
network, guide and standardize the application of commercial cryptography in the
Infrastructure information network, and promote the application of commercial

cryptography solidly”.
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(2) Requirements of Commercial Cipher Application

for Browser LS s 29 M R Sk

€ “Notice on promoting the application of SM series cryptographic
algorithm in foreign funded banks” announced that “promote the full
application of commercial cipher application in foreign investment banks”.
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(2) Requirements of Commercial Cipher Application

for Browser FUbAE G R v s P

€ “State administration informatization project construction plan during
The 13th Five-year” clearly announced that, The construction of
government information project should comprehensively promote the
application of secure and reliable products and commercial cipher,
iImprove the ability of self-protection, and ensure the security and
reliable operation of government information system.
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(2) Requirements of Commercial Cipher Application

for Browser FUbAE G R v s P

€ “’Interim Measures for procurement of government information system?”
formulate that ‘““the procurement requirements shall implement the
requirements of relevant laws, regulations, policies and standards and
norms of the SCA. At the same time, relevant organizations should

plan, build and operate commercial cipher supported system and
evaluate the system periodically”.
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(2) Requirements of Commercial Cipher Application

for Browser FUbAE G R v s P

€ “Guidelines for government websites” requires relevant organization to
classify and manage important and sensitive data, complete encrypted
storage and transmission, use cryptographic algorithms and products
that conform to SCA policies and standards. Thus, a cryptographic-
based trusted network, security support and operation supervision
mechanism will be gradually established.
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(3) Future plan for the Commercial Cipher Application

in Browser WSS B IBMNET—58E

€ At present, foreign brand SSL certificates have monopoly status in

China, and the SSL certificates issued by China CA need to do the
WebTrust audit, but the current CAB Forum standard don’t support
SM2 algorithm.

According to the relevant requirements of commercial cipher
application in China, foreign CA issued SSL certificate will encounter
obstacles Iin government information systems and infrastructure

system If it doesn’t support China Commercial Cryptography
Algorithm — SM2.
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(3) Future plan for the Commercial Cipher Application

in Browser WSS B IBMNET—58E

€ To meet the requirements of commercial cipher application in China,
the Alllance is taking the lead Iin formulating browser security
standards for SM2 support, and related standard for CA that issue
SM2 SSL certificate. On this basis, we are preparing to build a
forums for CA, browsers, operating systems (CCABO, China CA/

Browser/0S Forum,).
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€ It is hoped that the relevant organizations will support the CCABO

Forum, and CCABO like to cooperate with CA/B Forum.

R AR AATAETISCCABOISER, FNCA/B Forum7ErREHE S

ﬁ?@ __1’I5°

B

12






	Slide Number 1
	Slide Number 2
	（1）Status of Commercial Cipher Application in China�         中国商用密码应用现状
	Slide Number 4
	（2）Requirements of Commercial Cipher Application    �          for Browser               浏览器商用密码应用相关要求
	（2）Requirements of Commercial Cipher Application    �          for Browser               浏览器商用密码应用相关要求
	（2）Requirements of Commercial Cipher Application    �          for Browser               浏览器商用密码应用相关要求
	Slide Number 8
	Slide Number 9
	Slide Number 10
	（3）Future plan for the Commercial Cipher Application �         in Browser                  浏览器商用密码应用下一步设想
	（3）Future plan for the Commercial Cipher Application �         in Browser                  浏览器商用密码应用下一步设想
	Slide Number 13

