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ISO/IEC 17065 
- ETSI EN 319 401 
- ETSI EN 319 411-1 
- ETSI EN 310 411-2 
Assessments based upon  
ETSI EN 319 403 
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ETSI AUDIT FREQUENCY AND COVERAGE 
ETSI EN 319 403 

7.4.6 Audit Frequency 

 There shall be a period of no greater than two years for a full (re-)assessment audit unless otherwise 
required by the […] commercial scheme applying the present document. 

7.9 Surveillance 

 […] It is recommended that at least one surveillance audit per year is performed in between full  
(re-)assessment audits. 

7.10 Changes affecting certification 

 Changes, like  

a) major changes in the CA (TSP) documentation; 

b) changes in CA (TSP) policies, objectives or procedures affecting the trust service; or 

c) security relevant changes 
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…will result in an audit either of the change or even of the full scope  
   before implementation! 
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ETSI AUDIT FREQUENCY AND COVERAGE 
RESULT 
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The CA (TSP) current operations  
is covered by an audit at any time! 
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AUDIT PROCESS 
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Document Assessment 
(Stage 1) 

On Site Assessment / Audit 
(Stage 2) 

Certification / 
CAR / AA 

Technical Processes 
 

IT Network 
 

Trustworthy Systems 
 

Organisation & 
organisational Procedures 

Security Concept, CP, 
CPS,… 
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PRINCIPLE ELEMENTS OF CONFORMITY ASSESSMENT - ETSI TS / EN 

1. Document assessment (security concept / operations) - Stage 1 

 all necessary technical, functional and organisational security measures and  

 their appropriateness for fulfilment of eIDAS requirements 
 

2. On-Site assessment - Stage 2 

 verify implementation of security measures 

 including technical and penetration testing 
 

3. Results documenation 

 scope: identification of the TSP, service and policy 

 content and summary of conformity assessment activities 

 audit results 

 additional content as required by third parties like browsers, supervisory body,… 
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CA ASSESSMENT AND AUDIT PROCESS 

Document assessment - Stage 1 

 remote check CA set of policy and operational 
documents   

 find an appropriate measure described for every 
single ETSI requirement 

 auditor judges measure for appropriateness and 
completeness 
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Document Assessment 
(Stage 1) 

Security Concept, CP, CPS, 
… 
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CA ASSESSMENT AND AUDIT PROCESS 

On-Site assessment - Stage 2 

Technical Processes: Spot check of technical security 
functions 

 Cryptographic algorithms 

 Trusted channels 

 etc. 
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On Site Assessment / Audit 
(Stage 2) 

Technical Processes 
 

IT Network 
 

Trustworthy Systems 
 

Organisation & 
organisational Procedures 
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CA ASSESSMENT AND AUDIT PROCESS 

On-Site assessment - Stage 2 

IT Network: Check of relevant CA network  

 Management 

 Penetration testing 

 Vulnerability analysis 

Oriented on CA/B-Forum Network security 
requirements. 
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Technical Processes 
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organisational Procedures 



19 

CA ASSESSMENT AND AUDIT PROCESS 

On-Site assessment - Stage 2 

Trustworthy Systems: 

 Check of HSM identification, certification and 
mode of operation 

 etc. 
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On Site Assessment / Audit 
(Stage 2) 

Technical Processes 
 

IT Network 
 

Trustworthy Systems 
 

Organisation & 
organisational Procedures 
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CA ASSESSMENT AND AUDIT PROCESS 

On-Site assessment - Stage 2 

Organization: Evidence check for 

 IT Security Management  

 CA operations (incident and risk mgmt. 
including follow-up, etc.) 

 Personnel security 

  etc. 
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On Site Assessment / Audit 
(Stage 2) 

Technical Processes 
 

IT Network 
 

Trustworthy Systems 
 

Organisation & 
organisational Procedures 
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CERTIFICATION 
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CA 
CAR / AA 
(+Cert) 

Third parties: 
- Supervisory Body 
- Browsers 
- … 

Qualified TSP included in 
Trust Service Status List 

(TSL) 



22 

CONTENTS 

ETSI CA Assessment 
 

 Assessment results 

 Behind the scenes 

 Audit Frequency and Coverage 

 Audit Process 

 Audit Documentation 

 

5/25/2016 



23 

AUDIT DOCUMENTATION 

General Structure 
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ETSI Reports 
ETSI EN 319 401 / 411-1 / 411-2… 

Audit Attestation 
ETSI Certificate 
(ISO/IEC 17065) 
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Audit Attestation 
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Audit Attestation for CA <<CA name> 
 
To whom it may concern, 
 
This is to confirm, that <<Auditor company name>> has successfully audited the <<names of the CAs>> 
operated by 

<<name and address of the company operating the CA>> 
registered under <<unique company ID>> 

on behalf of  
<<name and address of the CA’s company> 
registered under <<unique company ID>> 

[…] 

Audit Attestation 
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ASSESSMENT RESULTS 

Audit Attestation 
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[…] 
The audit took place from <<audit period>> according to the appropriate ETSI Technical Specifications. 
<<Name of Conformity Assessment Body >> is accredited to perform such audits by <<name of national 
accreditation body>> under registration ID <<ID>>. The audit was performed as full audit and will be 
documented and referred to in the according certificates, which will be issued in <<date of certificate 
issuance>>: 
<<unique IDs of certificate, ETSI specifications, policies>> 
… 
[…] 

Audit Attestation 
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ASSESSMENT RESULTS 

Audit Attestation 
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[…] 
 
The CAs had been issued under the following Root CAs which had been covered and successfully audited 
according to <<ETSI specification and policy>>: 

Root 1, Friendly Name: "abcd for Data Protection ZZZZZZZZ 2015 Certification Service", audited for 
policy LCP, 
 CN:    ZZZZZZZZ 2015 
Thumb Print (SHA-1): 46 5b … 
Certificate Serial #:  00 

 
[…] 

Audit Attestation 
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ASSESSMENT RESULTS 

Audit Attestation 
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[…] 
The assessment covered the period <<start date and end date of audit period>>.  
The next assessment has to be successfully finalized before <<date>> in order to maintain the certificate 
validity as stated in the corresponding certificates issued by <<Conformity Assessment Body>>. 
 
The assessment performed covered all relevant CAs, including their roots as described in the aforementioned 
certificates that will be issued to <<name of CA operator>> The full PKI hierarchy has been documented 
during the audited - see Appendix I to this audit attestation. 
 
<<name of CA operator>> may publish this audit attestation in a publicly-accessible location, as required.  
 
In case of any question, please contact <<contact of the conformity assessment body: name, email, 
phone>> 

Audit Attestation 
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ETSI Certificate under EA Accreditation 
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ETSI Certificate 
(ISO/IEC 17065) 
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