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Independent Service Auditor’s Report

Independent Service Auditor's Report!

To the Management of ABC Certification Authority, Inc.

Scope Q
We have examined ABC Certification Authority, Inc.’s (“ABC-CA”) accog description
e a

in section 3 titled " ABC Certification Authority, Inc.’s Description of its C tion Authority
System" throughout the period January 1, 20XX, to December 31, 20XXN(description)2 based
on the CA Description Requirements for a description of a certificati ority system set out
in WebTrust for Certification Authorities 2019 Description Reéqui ts for a Description of a
Certification Authorities System (CPA Canada, CA Descriptio quirements), (description
requirements) and the suitability of the design and operati ctiveness of controls stated in
the description throughout the period January 1, 20X cember 31, 20XX, to provide
reasonable assurance that ABC-CA’s of meeting th%la set forth in the WebTrust Principles
and Criteria for Certification Authorities Vs2.x3 ﬂt WebTrust Principles and Criteria for

Certification Authorities — SSL Baseline .wit@‘ rk Security v2.x (applicable WebTrust

criteria).
The information included in sectio et Information Provided by ABC-CA That Is Not
Covered by the Service Auditor's Re is presented by ABC-CA management to provide

additional information and is ngf®a part of the description. Information about ABC-CA’s
[describe the nature of the i ion, for example, responses to identified exceptions] has not
been subjected to the p e@ applied in the examination of the description, the suitability of
the design of controls, anththe operating effectiveness of the controls to achieve the applicable

WebTrust criterid. &

Certification Au ity’s Responsibilities
r

ABC-CAx4 onsible for designing, implementing, and operating effective controls within the
Systé achieve the applicable WebTrust criteria. In section 2, ABC-CA has provided its
assey itled "Assertion of ABC Certification Authority Management" (assertion) about the

ption and the suitability of design and operating effectiveness of controls stated therein.
ABC-CA is also responsible for preparing the description and assertion, including the

! The report may also be titled "Report of Independent Service Auditors."

2 The title of the description of the service organization's system in the service auditor's report should be the same as the title used by service organization management
in its description of the service organization's system.
3 Include applicable version number and hyperlink to the criteria document
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completeness, accuracy, and method of presentation of the description and assertion; providing
the services covered by the description; selecting the applicable achieve the applicable WebTrust
criteria and stating the related controls in the description; and identifying the risks that threaten
the achievement of ABC-CA ’s applicable WebTrust criteria.

Service Auditor's Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of desigrjand
operating effectiveness of controls stated in the description based on our examination/
examination was conducted in accordance with attestation standards established by n&er an
Institute of Certified Public Accountants. Those standards require that we pla
examination to obtain reasonable assurance about whether, in all material re$ Syt
description is presented in accordance with the description requirements and ontrols stated
therein were suitably designed and operated effectively to provide reasonable assurance that
14‘[ t’&'

CT our

ABC-CA’s applicable WebTrust criteria were achieved. We believe t evidence we
obtained is sufficient and appropriate to provide a reasonable bas1 otlr opinion.

An examination of the description of ABC-CA’s system and tablllty of the design and
operating effectiveness of controls involves the followm

¢ Obtaining an understanding of the system and A’s applicable WebTrust criteria

o Assessing the risks that the description is @nted in accordance with the description
requirements and that controls were not stitably designed or did not operate effectively

e Performing procedures to obtaineevi about whether the description is presented in
accordance with the description icefhents

e Performing procedures to ¢ idence about whether controls stated in the description
were suitably designed to preyide reasonable assurance that the applicable WebTrust
criteria were achieved

e Testing the operaz@c‘ ctiveness of controls stated in the description to provide

reasonable assu ABC-CA’s applicable WebTrust criteria were achieved
e Evaluating the ovégall presentation of the description

Our examinatio &wluded performing such other procedures as we considered necessary in

the circumst%

Inh itations

h iption is prepared to meet the common needs of a broad range of report users and may
not, therefore, include every aspect of the system that individual users may consider important to
meet their informational needs.

There are inherent limitations in the effectiveness of any system of internal control, including the
possibility of human error and the circumvention of controls.
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Because of their nature, controls may not always operate effectively to provide reasonable
assurance that the registration authority’s service commitments and system requirements are
achieved based on the applicable WebTrust criteria. Also, the projection to the future of any
conclusions about the suitability of the design and operating effectiveness of controls is subject
to the risk that controls may become inadequate because of changes in conditions or that the
degree of compliance with policies or procedures may deteriorate.

Description of Tests of Controls

section 4, " WebTrust Principles and Criteria for Certification Authorities, Rel

The specific controls we tested and the nature, timing, and results of those tests are pxes
d@ols and
Tests of Controls."

Opinion
In our opinion, in all material respects,

a. the description presents ABC-CA's certification authérijt em that was designed and
implemented throughout the period January 1, 20XX, to Dec &31 20XX, in accordance with
the description requirements. %

b. the controls stated in the description were suitably designed throughout the period January
1, 20XX, to December 31, 20XX, to provide re assurance that ABC-CA's the applicable
WebTrust criteria would be achieved, if 1ts C n’: perated effectively throughout that period.

c. the controls stated in the de @ operated effectively throughout the period January 1,
20XX, to December 31, 20XX, toWprevide reasonable assurance that ABC-CA's applicable
WebTrust criteria were achlev

O

This report, inc t e description of tests of controls and results thereof in section 4, is
intended solel e information and use of ABC-CA, subscribers of ABC-CA's certification
né

Restricted Use

authority ring some or all of the period January 1, 20XX, to December 31, 20XX,

business % s that include internet browsers whose Trust Programs are members of, and

pr. ers’ providing services to such subscribers and, prospective subscribers and business
ers,/and regulators who have sufficient knowledge and understanding of the following:

e The nature of the service provided by the certification authority

e How the certification authority’s system interacts with subscriber, business partners,
subservice organizations, and other parties

¢ Internal control and its limitations

e Subscriber responsibilities and how they may affect the user entity's ability to effectively
use the certification authority’s services

Insert report restriction

Page | 7



e The applicable criteria for certification authorities

e The risks that may threaten the achievement of the certification authority’s service
commitments and system requirements and how controls address those risks

This report is not intended to be, and should not be, used by anyone other than these specified
parties.

[Service auditor's signature]
[Service auditor's city and state] \
[Date of the service auditor's report] Q

&

o
&
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Section 2 - lllustrative Assertion by Certification Authority Management

[ABC Certification Authority, Inc. Letterhead]

Assertion of ABC Certification Authority, Inc. Management

We have prepared the accompanying description of ABC Certification Authority, I NA -
CA”) titled "ABC Certification Authority, Inc.’s Description of its Certificationed ty
System" throughout the period January 1, 20XX, to December 31, 20XX, (d @ ion)* based on
the criteria for a description of a certification authority system set out in Weblhzust for
Certification Authorities 2019 Description Requirements for a Descriptiqn of a Certification
Authorities System (CPA Canada, CA Description Criteria), (descrip pequirements) and the
suitability of the design and operating effectiveness of controls n@' the description
throughout the period January 1, 20XX, to December 31, 20X X§to Provide reasonable assurance
that ABC-CA’s of meeting the criteria set forth in the Web rinciples and Criteria for
Certification Authorities Vs2.x> and WebTrust Principle riteria for Certification
Authorities — SSL Baseline with Network Security v2. icable WebTrust criteria).

The management of ABC-CA is responsible for ¢stablishing and maintaining effective controls
over its CA operations, including its CA busi% actices disclosure on its website [or other
repository location]®, CA business practic gement, CA environmental controls, CA key
lifecycle management controls, subg€ribe lifecycle management controls, certificate
lifecycle management controls, and inate CA certificate lifecycle management controls.
These controls contain monitoriﬁme anisms, and actions are taken to correct deficiencies

1dentified.

CA services. Based on ssessment, in ABC-CA management’s opinion, in providing its CA
services, throughoufthe period January 1, 20XX, to December 31, 20XX, ABC-CA confirms, to
the best of its edge and belief, that:

ABC-CA management %Qsed its disclosures of its certificate practices and controls over its
th

a) th tion presents ABC-CA's certification authority system that was designed and
100 ented throughout the period January 1, 20XX, to December 31, 20XX, in
’@ ordance with the description requirements.

4 The title of the description of the service organization's system in the service auditor's report should be the same as the title
used by service organization management in its description of the service organization's system.

3 Include applicable version number and hyperlink to the criteria document

¢ Link to business practices repository location and describe location if not website (i.e. intranet)
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b) the controls stated in the description were suitably designed throughout the period January
1, 20XX, to December 31, 20XX, to provide reasonable assurance that ABC-CA's would
achieve the applicable WebTrust criteria, if its controls operated effectively throughout
that period.

c) the controls stated in the description operated effectively throughout the period January 1,
20XX, to December 31, 20XX, to provide reasonable assurance that ABC-&e the

applicable WebTrust criteria.

O
O

00%
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&
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Section 3

ABC Certification Authority, Inc.’s Description of its Certification
Authority System

Scope and Boundaries of the System

ABC-CA is a Certification Authority (CA) based in the United States that provide@i tal

certificate services with the support of its corporate subsidiaries, (collectively, as
“ABC-CA”), based in the United States, Japan and Canada. ABC-CA offe d identity and
secure transaction technologies that provide digital identity solutions for bu s of all sizes —

certificate authority with over 200 million TLS/SSL certificates issuedyortdwide, ABC-CA has
over 20 years of experience and performance to meet the groying @ 0 secure transactions
and create online trust.

protecting employees, customers, intellectual property and overall br@ a commercial

ABC-CA's team addresses the digital security challenge 1V1duals e-merchants, small to
medium businesses, and large enterprises. ABC-CA's re and services do this by
authenticating individuals, devices and business and securing information through
strong public key encryption. @

o %
This report addresses the following crite a& e period Month XX, 20XX to Month XX, 20XX:
e WebTrust Principles and C @ Certification Authorities, Version 2.X

e WebTrust Principles and Criterigrfor Certification Authorities - SSL Baseline with Network
Security, Version 2.X

Repository O

ABC-CA maintains a R&ﬂtory which comprises its root certificates, its current Certificate
Policy (“CP”), Certification Practice Statement (“CPS”), Subscriber Agreements, Relying Party
Agreements, an: most recent revocation information for certificates it has issued.

Additig & C-CA publishes all non-constrained Subordinate CA certificates and its
ent to adherence to the latest version of the policy documents published on its
. The Repository can be accessed at http://abc-ca.repository.xx.

Services Provided

ABC-CA’s Digital Certificate Solutions offer a wide range of hosted products with the flexibility
and technical capability to meet customized Customer PKI needs. The following are offered
through this product line:
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e TLS (Transport Layer Security)/SSL (Secure Socket Layer) encryption using SHA-256
and 2048-bit RSA keys as standard.
e Extended Validation (EV) SSL
o Multi-Domain EV SSL
o Wildcard SSL
e ABC Advanced

o General Purpose SSL
Secure E-mail — S/MIME
Client Authentication \
Code Signing

EV Code Signing OQ

O O O O O

Personal Authentication

ABC-CA provides the following CA services: 0

CA Business Practices Disclosure o
e Certificate Practice Statement (CPS) x
e C(Certificate Policy (CP)

CA Business Practices Management ‘0%
e Certificate Policy Management
e Certification Practice Statement M ent
e CP and CPS Consistency @
CA Environmental Controls \
Security Management
Asset Classification,#hd Management
Personnel Securi ‘&

Physical an % mental Security
Operations ement

Syst ccess’Management
Systea Dévelopment, Maintenance, and Change Management
Djsastet’Recovery, Backups, and Business Continuity Management

oring and Compliance
dit Logging

ifecycle Management Controls
CA Key Generation
CA Key Storage, Backup, and Recovery
CA Public Key Distribution
CA Key Usage
CA Key Archival
CA Key Destruction
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CA Key Compromise

CA Cryptographic Hardware Lifecycle Management
CA Key Transportation

CA Key Migration

Subscriber Key Lifecycle Management Controls
e Requirements for Subscriber Key Management

Certificate Lifecycle Management Controls \
e Subscriber Registration

e C(Certificate Renewal OQ

e Certificate Rekey
¢ Certificate Issuance

e Certificate Distribution

e C(Certificate Revocation 0

* Certificate Validation ° O
Subscriber Key Lifecycle Management x

e CA-Provided Subscriber Key Generation Se

e CA-Provided Subscriber Key Storage and Recaqyery Services
e Integrated Circuit Card (ICC) Lifecycle ement

e Requirements for Subscriber Key Ma@g}men‘[

Subordinate CA Certificate Lifec c. gement Controls
e Subordinate CA Certificg ecycle Management

Accordingly, this system descrigtion does not extend to controls that would address those

criteria.’ &O
Detailed Audit o tificaté System - Coverage

The CAs in sg@pe ap¢ set out in Attachment 1 at the end of the Description along with relevant
CA Identifyi ormation. Changes to the list of in scope CAs that were made during the

i eriod (set out information as to additions, retirements etc.) are also enumerated in
ent.

ABC-CA does not escrow its (:f&keys ahd does not provide certificate suspension services.

The following CAs that form part of the ABC-CA hierarchy are not in scope for this examination
as they are operated by a third party and audited and reported under a separate cover:

(list CAS that are not in scope and reason thereof- can be done in tabular format).

7 All services not provided should be listed here and removed from the list above.
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ABC-CA operates under a publicly available combined CP/CPS that was developed under RFC
3647. It is available at www. ABC.com/pki/cps. The version(s) applicable to the examination
were Version 7.0 (to June 30) and Version 7.1 (from July 1 to end of period) (also can be
displayed in tabular format). These should be referred to as they form an integral part of this
system description.

Scope of the Description »\A

The scope of this Description has been prepared to provide information on speci @:esses
and controls of ABC-CA, based on the CPA Canada Disclosure Requireme PKI. The
Scope of this Description includes the production systems of ABC-CA's Digital Certificate
Solutions that are hosted within the following San Francisco, Toronto ag Tokyo locations. All

CA and RA services are provided under a dual primary model from th&Sa Francisco and
Toronto locations. The Tokyo location provides RA services, as osting cold storage for
key materials and additional online services providing certiﬁc dation status.

System Incidents %a

In order to ensure that incidents are being recorded,a the procedure and that investigation
and resolution are completed in a reasonable ti rgviews of incident reports are carried out by

the Compliancy Team on a quarterly basss. view takes a sample of reports and analyzes
them for completeness. Any findings a o the incident handler, asset owner and/or senior
management.

In addition to system incidents, ,ABC-CA monitors and tracks compliance related events.
Compliance incidents can 1 y of the following requirements:

e Internally defin ms and procedures

e CP/CPS procedurc§yand legal requirements

e CA BrowsgRForum Baseline requirements
e Third-patty trusted root program requirements

Complianﬁ‘rt&lients follow the same processes as above, with the exception of evaluation for
exte eporting. Compliance incidents for an external facing requirement, are reported to the
% hority based on that authority’s reporting requirements. The following compliance
events’occurred during the period.
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Mozilla Bug # Link Description Date Reported Date Resolved

Components of the CA System Used to Provide the Services

Infrastructure \

Systems providing online certificate issuance (e.g. Issuer CAs) are located rate data
centers that are located in San Francisco and Toronto. The San Francisco datagenter is operated
by QRS Data Storage, Inc. and the Toronto location is operated by XY ZData Centers, Inc.
ABC-CA has implemented controls in addition to those provided by l’@a center to protect
online equipment (including certificate status servers and CMS eq @ t) from unauthorized
access and implements physical controls to reduce the risk of equipffient tampering. These
controls include physical barriers, such as a dedicated cage%i onment, with two person and
two factor access controls. ABC-CA has also implemen id€o surveillance monitoring in
addition to the services provided by the third-party % er. The data centers provide various
layers of external security barriers, security persoase duty full time (24 hours per day, 365
days per year), and environmental controls. %G

Software \'

ABC-CA’s Certificate Manager
ABC-CA'’s Certificate CM) is an internally developed solution that offers customers:

e Centralized adnligistration of digital certificates.

e Secure, multi-tiere@Wweb interface for administering digital certificates.

e Certific very that scans the network to pinpoint and record certificate deployments.
J Securz§¢ d across multiple co location data centers thus providing high availability &

dis overy features.
o %g rable email alerts for pending administrative tasks.
e-cycle administration for ABC-CA's portfolio of certificates.
stomer key escrow that enables a protected recovery of user encrypted data.

SCM is hosted in the third-party data centers described in the prior section.

ABC-CA uses a combination of industry standard and proprietary software (i.e., applications) to
support the SCM systems. Software includes the following:
e Linux based systems
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e Name of network operating system

e Windows Domain servers

e Databases: Oracle and LIST OTHER DATABASES

e Applications for the lifecycle issuance and management of certificates:
o Name of system - order management of certificates

o Name of system - validation of certificates

o ABC-CA Certificate Manager - The certificate life cycle management
o Others — list
enalto

e PKI management offerings from leading industry providers (for example n(@

etc)

Access to and use of this software and utilities are restricted to appropriate @A Personnel.

People OQ

Organizational Structure — General and Trusted Roles ¢ x

ABC-CA's organizational structure provides a framewor,
business operations. ABC-CA's personnel and busine
departments according to product & operational re
and lines of authority for reporting & communication.

nning, directing, & controlling
ions are segregated into specific
ilities, with defined job responsibilities

ABC-CA's business operations are dirg

% e executive management team (Chief Executive
Officer (CEO), Chief Financial Of; , Chief Information Officer (CIO), Chief
Compliance Officer (CCO) & Chief fgchhology Officer (CTO)). This cross functional
management team provides overall executive guidance and support for the planning and
execution of the day to day gp ns of ABC-CA, supporting the Compliancy and
Infrastructure teams thdt deyelop, monitor and manage ABC-CA's overall control objectives and
control activities, and thefgommunicating and monitoring ABC-CA's internal control policies

and procedures. &

The Compli %ﬁ\ (inclusive of the ‘Policy Authority’) is responsible for the effective
develop :%mplementation of ABC-CA's Information Security Policy & supporting

doc ‘T%ﬂ, including the CP/CPS. The team communicates the Information Security Policy
t A's employee's, and monitors the effectiveness of ABC-CA's controls as well as
employ€e and system compliance to documented policies.

The Infrastructure team is responsible for providing core IT support services throughout the
ABC-CA group of companies. The protection of IT systems and the information they store,
technical evaluation of systems, access administration, access control, desktop support and
hosting support is provided by the Infrastructure team.
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Trusted Roles

Personnel acting in trusted roles include CA and RA system administration personnel and
personnel involved with identity vetting and the issuance and revocation of Certificates. The
functions and duties performed by persons in trusted roles are distributed so that one person
alone cannot circumvent security measures or subvert the security and trustworthiness of the PKI

or TSA operations. 1
All Personnel \
Back office processing for ABC-CA’s Digital Certificate Solutions and SCsiness

development and management functions operate from ABC-CA’s office lo ! All personnel
are recruited as per ABC-CA’s HR procedures.

Procedures OQ

ABC-CA has documented policies, procedures, and suppor% uments that support the
operations and controls over its systems in support of th% Certificate Solutions and SCM
systems. ABC-CA further publishes these policies an dures through the use of an internal
repository, making them available to ABC-CA e . The public CP/CPS should also be
referred to. c
Procedures, as discussed in this report, ceve 1

e Policy development and manag ~- e

e Physical and environmenta @

e Logical security

e Network security

¢ (Change manage r&

OWlIlg arcas:

Data

Customer data ied to ABC-CA in support of their account or certificate order(s) is treated
as confidenti ith access to data throughout its lifecycle appropriately restricted. Data received
is stored dlgctrénically by the applicable system/application in the corresponding database. ABC-

app default deny policy to all information it holds with access limited to a 'need to
knois following controlled processes for granting, removing, and renewing access. FIPS
approved encryption algorithms is utilized to protect data in transit and when stored on backup
media. Any hardcopy data is stored in secure cabinets and routinely destroyed when no longer
required.

Description of the Controls Relevant to WebTrust Principles
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Principle 1 — CA Business Practices Disclosure

Certification Practice Statement (CPS) and Certificate Policy (CP)
[Insert client specific information]

Principle 2 — CA Business Practices Management

CPS Management, CP Management, and CP and CPS Consistency
[Insert client specific information]

Principle 3 - CA Environmental Controls OQ

Security Management

ABC-CA has developed and implemented a formal security agchi %ed on industry
standard security practices. ABC-CA's security architecture is ed by formal policies &
procedures and backed by senior management’s commitme information security. Policies,
procedures and supporting documentation are updated r by their document owners based
on business and technological challenges posed wit al from members of the ABC-CA
management team.

ABC-CA’s information security policies@ % all ABC-CA personnel (whether full time or
part time, permanent, and probationag &act) who use ABC-CA information or business
systems, irrespective of geographie @ n or department. Third parties accessing ABC-CA
information or systems are required to%adhere to the general principles of this policy, and other
security responsibilities and Ob&:ions with which they must comply. ABC-CA's Information
Security Policy covers t @ g control objectives:

e Information Se
e Physical %iro mental Security
e Logical ACce
e Chan amagement
e Incide anagement
jeation/System Development & Maintenance
man Resource Security

) alicious Code Protection & Vulnerability Management
e Logging & System Monitoring
e ETC

Risk Assessment
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ABC-CA has adopted a risk assessment process to pro-actively identify, monitor and manage
business and operational risks. The risk assessment process focuses on identifying, assessing and
mitigating identified risks to ABC-CA's assets. The Compliancy Team oversees and monitors
ABC-CA's risk assessment activities, including management's actions to address any identified
significant risks. The risk management process consists of the following activities:

* Risk Assessment

+ Asset Register, Business Impact Assessment

+ Threat & Vulnerability Assessment
+ Likelihood Assessment \

» Risk Measure

* Risk Treatment OQ

* Risk Measure Review
* Risk Treatment Decision
* Control Selection & Implementation and Residual Ris@

Vendor (Third-Party) On-boarding & Risk Management Progarro

ABC-CA maintains a third-party vetting program for all \@1 existing vendors. Vendors are
required to sign contractual agreements which outlij6h%\ or’s security and availability

commitments and responsibilities.

At point of vendor creation (after vendor accgptahes’), each vendor is categorized by vendor risk
profile and classified into Critical, High,m&‘J or Low risk categories. All third parties are
monitored on an ongoing basis as p e Yuarterly internal audit process (compliancy checks
once ABC-CA has business requi o maintain its vendors). The level of Supplier service
monitoring is based on the suppljers' claSsification. All Critical & High classified suppliers are
monitored internally through dﬁand/or indirect means. Vendor Service Level Agreements
(SLA)s, along with seryiee ance levels, are reviewed by the Compliance Team on a
regular basis through setgiceweports and records to ensure SLAs are defined and that they are
being adhered to, y&gs from the review are highlighted back to management/Asset
Owner through | reporting process.

[Insert client specific information]

Asset Classification and Management
[Insert client specific information]

Personnel Security
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Formal hiring procedures are employed to ensure all new employees are qualified for their
assigned duties. The recruiting process is the joint responsibility of the Human Resource (HR)
department and the relevant business department managers. Hiring decisions are based on
various factors including educational background, prior experience, and past accomplishments.

All candidates must undergo background checks in line with local employment law and
practices. In addition to the above, all persons filling trusted roles shall be selected ot is
of loyalty, trustworthiness and integrity.

All employment offers are conditional on the candidate agreeing to, and signi S s and
conditions detailed in their employment contract, including confidentiality & -disclosure
agreements, as well as the employee handbook and ABC-CA's internal policies=tt is required

that all personnel understand their role within ABC-CA and that they @table for the role

assigned.

. . . o . . .
Line managers/senior management are responsible to ensure p@ under their supervision
apply all necessary security requirements in accordance wit%a ished policies and procedures.
I

termination of employment, must be advised to the 'Systems Administrators' to ensure

Terminations of employment follow ABC-CA’s 'Discipl ocedure.' Any changes to, or
gqoy
the correct access rights are granted, modified or, d as necessary.

All ABC-CA personnel, regardless of their p
work in a manner that safeguards the pigtécti

ion or role, are responsible for conducting their
of information (internal and external) within
ABC-CA. All employees are advisg heir responsibility for adhering to the Information
Security Policy. The Information Secugity Policy sets out the means of protecting, preserving and
managing the confidentiality, int€grity’and availability of not only information but also all
supported business systemsG es and applications.

Supporting documentatiofyis made available to all ABC-CA employees on the Company Intranet
site. Each empl@equired to understand the policies and procedures relevant to their job
th

function as part ongoing information security training.

Physical rronmental Security

S roviding online certificate issuance (e.g. Issuer CAs) are located in corporate data
centerthat are located in San Francisco and Toronto. The San Francisco data center is operated
by QRS Data Storage, Inc. and the Toronto location is operated by XYZ Data Centers, Inc.
ABC-CA has implemented controls in addition to those provided by the data center to protect
online equipment (including certificate status servers and CMS equipment) from unauthorized
access and implements physical controls to reduce the risk of equipment tampering. These
controls include physical barriers, such as a dedicated caged environment, with two person and
two factor access controls. ABC-CA has also implemented video surveillance monitoring in
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addition to the services provided by the third-party data center. The data centers provide various
layers of external security barriers, security personnel on duty full time (24 hours per day, 365
days per year), and environmental controls.

The data centers that house the production environment (including supporting infrastructure) are
equipped with the following environmental safeguard: Fire detection and suppression devices, air
conditioning system for temperature and humidity control, Uninterruptible Power Supply (WPS)
devices and backup generators to provide additional time to resolve power outages. ,\

The ABC-CA data centers are continuously attended. However, if ABC-CA eve @es
aware that a data center is to be left unattended or has been left unattended xtended
period of time, ABC-CA personnel will perform a security check of the data to verify that:

o ABC-CA’s equipment is in a state appropriate to the current mode of operation,

e Any security containers are properly secured,

e Physical security systems (e.g., door locks) are functionin y, and

o The area is secured against unauthorized access. @D

ABC-CA’s administrators are responsible for making these checks and must sign off that all
necessary physical protection mechanisms are in plac @tivated. The identity of the
individual making the check is logged.

ABC-CA’s RA operations are protected ysin al access controls making them accessible
only to appropriately authorized individual»' ess to secure areas of buildings requires the use
of an "access" or "pass" card. Access s€’1s logged by the building security system. The
exterior and internal passageways o dings are equipped with motion detecting sensors and
video cameras. Access to ABC&Z’S cure cage required two trusted roles to present access

cards and finger prints. Access logs and video records are reviewed on a regular basis.

ABC-CA securely stor aovable media and paper containing sensitive plain-text
information related to 1 A"Bperations in secure containers.

Dedicated RA c&ace is provided in San Francisco, Toronto, and Tokyo. RA office space
requires accessycar@s to enter and is equipped with motion-activated video surveillance cameras.
The secure %space includes fire rated file cabinets to retain all hard copies of sensitive
mates Qwell as, secure shredding equipment. RA office spaces included dedicated secure

) @ﬁﬁc s'to the CA services in the third-party data centers.

Operations Management

ABC-CA defines a system incident as a significant incident that impact security or service
integrity issues, such as any breach of information security; that is, any event that compromises
the integrity, confidentiality and availability information stored in ABC-CA’s systems. All
incidents are evaluated and managed based on the ABC-CA Incident Response and Compliance
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Policy. During the period January 1, 20XX to December 31, 20XX, ABC-CA did not identify
any system events that met the definitions as described above.

System Incidents can be identified through a manual notification or through automated alerts.
Monitoring over ABC-CA's production systems (e.g., operating systems, applications, database
and networks) is the responsibility of the Infrastructure Team who utilizes various tools such as
Cacti, Xymon, and/or Big Brother for internal monitoring. External monitoring is also perfofmed
through independent third parties such as PeriscopelT and Securityspace.com. Notifidati d
alerts are automatically presented to the Infrastructure Team through the use of web pag
graphical interfaces, emails, and SMS alerts and then escalated to core System A d»@ators
and applicable members of Senior Management, as necessary. Q
All incidents, or suspected incidents, are also reported to the appropriate ass der, or ABC-
CA's Management team for investigation. As an incident could come from any area of the
company, third party, or even from an automated system, an initial as@ent of the incident is
performed to determine the validity of the request. . O

Incidents are then escalated to an Incident Handler/Investig }(o is responsible for
conducting a detailed investigation of the incident throu %ﬁon. The investigation
encompasses a detailed study of all events relating to the igeident, from initial warnings received,
personnel on call to systems/applications/processes affected. Details of incidents are then
documented within an ‘Incident Management an@ndling Report’ which contains the

following relevant information: ® %

ime, incident handler/investigators name, asset

e Incident Details: Inciden
owner/delegate;

e Executive Summary of tile Inctdent: How the incident was detected and raised along with
step by step details o was performed in the initial investigation;

e Summary of K @ ummary of the key events that occurred during the investigation

and resolution e incident;

e Impact cident on Business Operations: Details of the impact of the incident on
business%perations; and

e Root @ausdPAnalysis: Details of the root cause of the incident and how this effected
busi @perations.

elevant information has been gathered, it is the duty of the Incident
Handlgw/Investigator and the relevant asset owner to produce a detailed post-incident review.
This includes details of any solutions and/or preventative measures required to avoid any further
incidents of this nature along with any changes to ABC-CA's business processes as required.

Where an incident involves a breach of any ABC-CA policy, whether it has directly or indirectly
led to any actual compromised data or not, the review contains details of such breaches and any
recommendations for educational or disciplinary measures.
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In cases where data loss, or probable data loss, may directly impact Customers and/or partners, a
suitable report is generated and distributed. This explains the source, & scale, of any data loss,
any risks to data security, and, where suitable, a suggestion of steps to perform to limit potential
damage. This may include advice to reset passwords, or cancel credit/debit cards etc.

&

Logical Access

User access requests to the production environment (including network, ope s,
applications and databases) are formally submitted through the use of a ‘Systems Access Request
Form’ and approved by the appropriate line manager/senior management prior to access being
granted. Users are granted privileges on systems according to their asgigndg roles and duties.

System Access Management

The Systems Administration Team or Application Owner creat Qodiﬁes accounts only upon
receipt of a fully authorized 'Systems Access Request Form; %‘i new users are created, the
System Administrator ensures that User IDs are unique.

When an employee leaves ABC-CA, the Systems iffstration Team; disables all assigned
accounts (across all systems), changes the user’sfpasgwords, and revokes the user’s
keys/certificates, as required within 24 hgurs event of an employee being suspended, all

user accounts will be disabled within % d remain disabled until the outcome of any
investigations is complete.

Privileged access to the productien environment (including network, operating system,
applications and database layg & limited to authorized administrators based on current roles
and responsibilities. T @ for granting and removing privileged access follows ABC-CA’s
user administration pro nd requires approval from the administrator’s manager.

Password conﬁ%rj rules have been implemented across all layers of technology (where
technology pemaitsybased on ABC-CA’s logical access policies. These configuration rules
include for e%gsword change upon initial log-on, maximum password age, minimum

successful and unsuccessful log-on attempts are recorded and maintained for a minimum of 30
days.

In order to confirm ABC-CA’s systems are being used by authorized employees and access
restrictions are appropriately assigned, reviews of user access are carried out on a quarterly basis.
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Network Security

Access to ABC-CA's network and the related network devices (e.g., routers, switches, etc.) is
restricted to employees whose job responsibilities require them to have such access. User access
requests to the network and related assets are formally submitted and approved by an ABC-CA
manager prior to access being granted.

There is no remote access permitted to the air gapped network in the secure zone. Re ss
to the remaining ABC-CA network is protected and secured through encrypted VPN tunhgls
from ABC-CA's locations. HTTPS authentication to the network requires a variatién ofpvalid
User IDs, passwords, certificates, and/or USB token/smart cards. Encrypted
available to users on a “needs” basis and is protected by USB token certifica oherated for that

purpose.

Firewall devices are installed within ABC-CA’s network to filter me egate internal and
external network traffic. ABC-CA’s network is segregated bagx e information services

they support. q :

Windows desktops have Anti-Virus products installedshat afe monitored by the Infrastructure
Team for virus attacks. Desktops with Linux-based’@ing systems have various methods of
mitigating virus/malware threats, such as root kif detgction software, hardened tool chains and
hardened kernels. In addition, email servgrs nti-Virus software installed to prevent
infection from email. These signature ¢ wpdated on a regular basis (every 2 hours). Emails
are scanned as mail passes throug 1 servers, i.e., scanning is applied during ingress and
egress processes. All desktops are loGated behind firewalls that block ports that are known
vectors of attack. Servers havingsLinux based operating systems also have methods for
mitigating virus/malware thrg &zt include, but are not limited to, installation of root kit

& %; chains, and hardened kernels.

detection software, harde

Physical Access &

General

Access to the -CA data centers as well as business offices (located in the same locations as
datz &is protected through physical security barriers that require a variation of biometric,
ke @- bb and key card access for entry. In addition to these access control mechanisms, video
camer@s have been deployed in strategic locations inside and outside each of the data centers and
security guards are present at the main building entrances for further protection.

Access to the ABC-CA data centers is restricted to authorized employees and other approved
individuals (e.g., visitors) who require this level of access to perform their job responsibilities.
Access is recorded from electronic badging or, for visitors, filling in information on a visitor log
that is maintained in the secure zone.
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Requests for access to the data centers require completion of a ‘Data Center Access Request
form’ and approval from relevant IT Management. Visitors gaining access to the data centers
must wear a badge and are also required to be escorted by at least one ABC-CA employee at all
times.

When an employee leaves ABC-CA, the CIO, or delegate, will advise access revocation within
24 hours. In the event of an employee being suspended, the employee’s data center a ill be
disabled within 24 hours and remain disabled until the outcome of any investigation x
complete. b

Secure Zone

All ABC-CA PKI equipment located at the data centers is housed in secure locked cabinets in the
secure zone. Access to these cabinets is only available to authorized A&A personnel under
dual custody access, or authorized data center staff that provide su@*t. ideo cameras monitor
activity in PKI cages on 24 by 7 basis. ¢ x

The biometric authentication access systems log each use”f the’access card. Activation data
must either be memorized or recorded and stored in a % commensurate with the security
afforded the cryptographic module. Activation da‘m@rer stored with the cryptographic
module or removable hardware. Cryptographic hardyvare includes a mechanism to lock the
hardware after a certain number of failedgogt pts.

Cryptomodule activation keys (opes ds and PED keys) are either sealed in tamper-evident
bags and placed in safe deposit box ored in the two-person safe in the secure zone when
not in use. Access to the safe is ;anua y logged. Access card logs and the manual logs of

access to the safe are reviewf regular basis.

o
&
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Systems Development, Maintenance, and Change Management

Changes to the production environment within ABC-CA originate from a variety of sources,
including information owners, system owners, project/Infrastructure teams, and Customers and
are categorized into one of the following:
F
e Implementation of a New System or Business Process — A new release of an infornfation
system or the implementation of a new business process that provides new or/ ced
functionality (project driven). ax
e Problem with an IT System/Business Process or a Security Inciden —@g a user
identified system defect that is impacting service delivery or patching a sy§temi to address
a newly identified security vulnerability (incident driven). g
e Preventative Maintenance — Applying routine system patches and standard upgrades.

e Application Development — includes development of a newglapplication or significant
changes to an existing code base and follows a formal pro@ esting and approvals.
[

Change requests are documented using a ‘Change Request E \hat contains all required
details of the change and is used from initial request to fipal uction deployment. Changes are
classified as Normal, Pre-Approved or Emergency. T %rity of changes fall into the Normal
classification. The Emergency classification is only4ased¥or an incident driven problem to fix a
critical issue in a critical business system. Pre-approyed changes consist of standardized, low
risk, or routine related changes such as sgrve s and routine server restarts.

Change requests are submitted to the }\?ner, who assess the request by capturing the
necessary requirements and the pos pact on ABC-CA's business/systems. Asset
Owner/Project Managers are them responsible for reviewing and authorizing change requests and
assigning a developer. {

Once the development e;aange is complete, testing is performed dependent on the nature of
the change to co the ¢hanges align with the request and the change does not have a negative
impact on the o &écurity within the systems. Testing may be performed against data within

the develop efivironment, System Administrators and, in some cases business users, may be
asked to p

ser acceptance testing within the test environment. If testing is successful, the
ter provides a sign-off that testing is complete and changes are ready to be
o production. If testing is un-successful, the change is re-developed until corrected.

Change requests ready for production migration undergo pre-deployment verification and a risk
assessment to determine the impact of the change on the production environment which is
completed by the Asset Owner/Project Manager. The risk assessment decision will be made
based on the category to which the change is classified. All changes must have fully documented
development, pre-deployment testing, and defined regression plans before being deployed to the
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production environment. Once completed, changes are then approved by the Asset
Owner/Management for migration to production.

Approved change requests are then scheduled for deployment to the production environment by
a segregated group of individuals from the development team and based on their business
requirements and impact by the Asset Owner and/or Project Manager.

Post deployment testing is performed to determine if the change was successful and meets
expectations. Should any of the tests fail, the change may either remain in place withAur
rework or undergo the regression plan to be rolled back.

Responsibilities of personnel within ABC-CA are organized so that it is not gone
person to develop, test, authorize and migrate a change to the production en pent,
infrastructure or data. Personnel in systems development may not authorize code changes to the
production environment or sign-off testing. b

. . . . [
Disaster Recovery, Backups, and Business Continuity Managemeo

Disaster Recovery and Business Continuity %

ABC-CA has robust, regularly tested Business Continuity.aid Disaster Recovery Plans, to help
ensure the timely resumption of business activities a&tical business processes from the
effects of major failures of information systems @asters.

much dependent on the design of the processes
and systems running business critica ations and services. As a result, ABC-CA operates a
'Preventative Policy' for business cot y in that all primary business critical processes,
systems, applications and operat#ons are designed in such a way as to prevent predictable, and

ABC-CA accepts that business continui

minimize the impact of unpr le events. Access to said systems and applications is also
governed by the princigle,t l access is denied unless explicitly authorized by management.
ABC-CA attem reduce the risk of a major event compromising business operations by

defining four leyils oBtedundancy as detailed below:

Device L%ib

are resources required for machines are configured in 'fault tolerant mode'. Single

Machine Level

Machines providing Critical services at the data center sites are replicated and configured as
master and slave, thereby providing fail-over in case a machine providing a service becomes
inoperable.
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City Level

Critical services are replicated across multiple data center sites that are available in
geographically separate locations but in the same country. If one of the sites becomes
unreachable due to a natural or man-made disaster, business can be continued from the alternate
site(s).

Country Level
At least one of the data center sites is geographically located in another country. If't to
be a country-wide disaster affecting all of the data center sites in one country, busin}u%,b
continued from an alternative data center site located in another country. 6
The minimum hardware redundancy standard is as follows: O

* Redundant Power supplies to a minimum level of N+1

* Redundant Network Connections

« Hard Drive Redundancy (RAID) Q

* Infrastructure Redundancy to a level of N+1 O

[

The offices in which ABC-CA operates its business are critigal tOypusiness operations for back
office processing, product & business development and management. To guard against
the loss of office operations, whether this is caused by, ey failure, natural disaster, fire, theft
etc., ABC-CA operates offices based across multip@and geographical locations. All office
locations operated by ABC-CA are 'fit for purpo@ comply with ABC-CA's requirements for

physical security. . %

The back-office processing activity e carried out from anywhere with Internet
connectivity, since the interface is a'f ly available web interface. The security of this
interface is ensured by having it :nly available over SSL and requiring identification by means

of an SSL Client certificate and“authentication by means of username and password.

In the normal course of@yents, “back office processing” is carried out from ABC-CA’s San
Francisco and T o offiCes. It is conceivable that any of those offices could lose Internet
connectivity or ower, rendering the normal back office processing facility from that

—

location inopg#ativerIn the event of a loss of an office location, local management personnel will
inform AB % Operations Managers (or delegates) of the event along with all relevant
detasme.gN\cause, estimated time for resumption, systems and operations effected etc. From

Backups

Servers within the production system are backed-up according to a predefined schedule. The
schedule performs a daily local backup of all running servers (physical and virtual) that is stored,
via an encrypted network connection, on a server located in the local data center. On a weekly
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basis, the local backup servers execute a sync that pushes the backups from the local backup
server to an encrypted file system on a backup server located at the Bradford data center using
Secure Shell (SSH) over an encrypted network connection (VPN/GRE). The encrypted file
system at the Bradford location employs a block device-layer disk encryption system
specification.

In addition to local & off-site backups, the servers themselves form high availability pairs. Fhat
is, complete duplicates of servers that become active if its partner suffers failure. Th h%
conventional backup in the classical sense, it represents another copy of a given hosx e
used to restore any failed hosts. High availability is configured through DRBD Di@ed
Replicated Block Device) and Heartbeat.

Database backups are continuously replayed to the standby server at the live site and also to
servers at the standby sites after allowing a time delay for corruption @Aion. Off-site
backups are also pushed to the backup server located at the Brgdfo@t center.
System/Database Administrators at each ABC-CA data cen ion are responsible for
carrying out and maintaining scheduled backup activities#Scheduled backups are automated
using approved backup tools and transferred using se %thods. ABC-CA utilizes a number
of different types of backup media, including com cs, digital versatile disks and hard disk
drives, to best suit the backup application.

Unscheduled backups of pertinent data ogcu@ carrying out major changes to business-
critical systems. Unscheduled backup i% re coordinated between information owners and
the System Administrators.

The scheduled backup process of business-critical systems and applications is monitored using
automated tools. In the even ckup failing, an alert is emailed to the Infrastructure Team or
the Database Administiat se alerts are then investigated and resolved as a matter of high
priority. Only System inistrators have the ability to make changes to the back-up scheduling

tool. %&{J
Monitoring Compliance

dits
ent specific information]

Access Reviews
[Insert client specific information]

Compliance Reviews
[Insert client specific information]
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System Monitoring
[Insert client specific information]

Audit Logging

Logging
[Insert client specific information]

Retention \

[Insert client specific information]

Principle 4 — CA Key Lifecycle Management Controls O
CA Key Generation Q

CA key generation and signing occurs either in the secure stor. or in a room of
commensurate security in close proximity thereto. ABC-C@Administrators retrieve
cryptographic materials necessary to perform key genera% d certificate signing. At no time
are cryptographic materials left unattended by fewe@ 0 persons serving in trusted roles.

In the Secure Zone the following equipment is u@discuss as appropriate, whether air gapped

etc.): o %
e Type of computer/servers \,

e Locked cabinets — dual cu
e (Cameras

e Type of HSMs
e Safe O
CA Key Storage, Backu&nd Recovery

ABC-CA secur%&:s the cryptomodules used to generate and store offline CA Private Keys
in the San Frgn@isco and Toronto offices. Access to the rooms used for key storage is controlled
and log QQ/ e building access card system. When not in use during a key ceremony, CA
duJes are locked in a safe that provides two-person physical access control.
ddule activation keys (operator cards and PED keys) are either sealed in tamper-evident
bags afid placed in safe deposit boxes or stored in the two-person safe when not in use. Access to
the safe is manually logged. Access card logs and the manual logs of access to the safe are
reviewed on a regular basis.

g

CA Key Public Distribution
[Insert client specific information]
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CA Key Usage
[Insert client specific information]

CA Key Archival
[Insert client specific information]

CA Key Destruction

[Insert client specific information] \

CA Key Compromise

[Insert client specific information] OQ

CA Cryptographic Hardware Life Cycle Management

[Insert client specific information] Q

CA Key Transportation ¢ x

[Insert client specific information]

[Insert client specific information]

CA Key Migration (if applicable) 0' b

Principle 5 — Subscriber Key Lifecycle Cortrol%

CA-Provided Subscriber Key Geng
[Insert client specific information]

CA-Provided Subscriber
[Insert client specific i

Integrated Circ rd (ICC) Lifecycle Management
[Insert client spe@fic hformation]

Require ts Subscriber Key Management

[In pecific information]

Principle 6 — Certificate Lifecycle Management

Subscriber Registration
[Insert client specific information]

Certificate Renewal
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[Insert client specific information]

Certificate Rekey
[Insert client specific information]

Certificate Issuance
[Insert client specific information]

Certificate Distribution \

[Insert client specific information]

Certificate Revocation O

[Insert client specific information]

[Insert client specific information] ¢ \

Certificate Validation OQ(

Principle 7 — Subordinate CA and Cross Certificate Lifecy agement Controls

Subordinate CA Certificate and Cross Certificate @e Management

[Insert client specific information] U
R

<
KO
&
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Attachment 1 — List of CAs in Scope

S

X
,g‘b’
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C | Cer | Subject | Issuer Serial Not Before Not SKI
A | t# After
#
1 1 C=CA C=CA 6D5A334 | Mar 13 17:13:04 Dec 31 02:AE:95:D6:52:E5:01:87:40:AD:11:AF:DC:CD:01:EE:69:A
O=ABC- | O=ABC- | CIBAF56 | 2017 GMT 17:13:04 | 4:77
CA Inc. CA Inc. 9E 2030
CN=AB | CN=AB GMT
C-CA C-CA \
Root CA | Root CA
-Gl -Gl q
2 1 C=CA C=CA 7DAAAF3 | Mar 14 01:25:41 Mar 14 92:A4:60:D4&457:3D:C2:1B:24:07:0D:AF:AC:DD:F1:
O=ABC- | O=ABC- | CF15F8F4 | 2017 GMT 01:25:41 | 8A:9A
CA Inc. CA Inc. 5 2027
CN=AB | CN=AB GMT
C-CA C-CA PY O
Issuing Root CA
CA-EV | -Gl :x
2 2 C=CA C=CA S8FABAF6 | Apr22 07:41:53 2" | 92:A4:60:D4:ED:AC:57:3D:C2:1B:24:07:0D:AF:AC:DD:F1:
O=ABC- | O=ABC- | CF45F884 | 2017 GMT 153 | 8A9A
CAlInc. | CAlnc. |F w 7
CN=AB | CN=AB GMT
C-CA C-CA O
Issuing Root CA ° %
CA-EV | -Gl




CAs Revoked During the Period

,g‘b’

S
X
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&

O

Subject | Issuer Serial Key Key Digest Algorithm Date SHA256 Fingerprint
Algorithm Size Revoke
d
C=CA C=CA 6D5A334C1BAF56 | rsaEncryption | (4096 | sha256WithRSAEncryptio | Mar 13 DB:AF:00:71:06:47:95:A5:78:]
O=ABC- | O=ABC- | 9E bit) n 17:13:04
CA Inc. CA Inc. 2017
CN=AB | CN=AB GMT
C-CA C-CA
Root CA | Root CA
-Gl -Gl
C=CA C=CA TDAAAF3CFI5F8F | rsaEncryption | (2048 | sha256WithRSAEncryp 14 DF:30:CF:75:83:21:F7:F6:DO:(
O=ABC- | O=ABC- | 45 bit) n :25:41
CA Inc. CA Inc. 2017
CN=AB | CN=AB GMT
C-CA C-CA
Issuing Root CA ) O
CA-EV | -Gl ,\
A



Section 4

Independent WebTrust Practitioner’s Description of Tests of Controls

and Results Thereof

The following has been drafted using the Illustrative controls have been included with each
WebTrust Criterion in WebTrust for CA to provide guidance to CAs and auditors on the types of
controls that should be evaluated to achieve each criterion. In addition, since this re ﬁ
likely only be used by A CA that is part of a trusted root program, the relevant criteri
WebTrust Baseline and Network Security have been included. The sample co \§ >(ded in
those sections are based on either the requirements of the CA Browser Foru 0 sample
controls that were developed by the Task Force. They are not designed to b ¢r complete or

exhaustive in nature. Q

Independent Service Auditor’s Description of Tests of C(.) Qnd Results

This report is intended to provide information to the manag f ABC-CA and user entities
of the ABC-CA Certification Authorities System, who fﬁc1ent understanding to
consider it, along with other information including in on about the controls implemented
by the user entity. This report is intended to provi 'mnation about the suitability of the
design and operating effectiveness of the control§ implemented to meet the WebTrust for
Certification Authorities Criteria, and theW st Principles And Criteria For Certification
Authorities —SSL Baseline With Netwe ity set forth by CPA Canada at [insert current
CPA Canada link] ) (“applicable We st Criteria”), throughout the period January 1, 20XX to
December 31, 20XX.

The examination was performeé@hin accordance with the Description criteria set forth by CPA
Canada in [ insert docuffie ¢ and location]

This description is inten o focus on ABC-CA’s controls surrounding the ABC-CA
Certification A % System throughout the period January 1, 20XX to December 31, 20XX;
it does not enco 11 aspects of the services provided or controls performed by ABC-CAs.
Unique procgs control situations not described in the report are outside the scope of this
report.

and the suitability of the design and operating effectiveness of the controls to achieve the related
control criteria stated in the description involved performing procedures to obtain evidence about
the fairness of the presentation of the description of the system and the suitability of the design
and operating effectiveness of those controls to achieve the related control criteria stated in the
description. Our procedures included assessing the risks that the description is not fairly
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presented and that the controls were not suitably designed or operating effectively to achieve the
related control criteria stated in the description.

Our procedures also included testing the operating effectiveness of those controls that we
consider necessary to provide reasonable assurance that the related control criteria stated in the
description were achieved throughout the period January 1, 20XX to December 31, 20XX.

Our testing of controls was restricted to the controls specified by ABC-CA’s in Section 4, a

was not extended to controls in effect at user locations or other controls which were

documented as tested under each control criteria listed in Section I'V. The descriptio nx« ts
of controls and results of those tests are presented in this section of the report. @é’
the tests of controls and the results of those tests are the responsibility of firi , LL
should be considered information provided by firm name LLP.

sCription of
P and

Type Description

Made inquiries of appropriate personnel and corroborated responses

Inqui .
quiry with management.

Observation Observed the application or existence of the specific control(s) as
represented by management.

Inspection Inspected documents and records indicating performance of the control.
This includes examples such as:

e Inspection of audit evidence that demonstrate the performance of
the control.

e Inspection of systems documentation, for example operations
manuals, flow charts and job descriptions.

o Reading documents such as policies and meeting minutes to
determine appropriate information is included.

Reperformance Reperformed the control or processing application to ensure the
accuracy of its operation. This includes examples such as:

o Obtaining evidence of the arithmetical accuracy and correct
processing of transaction by performing independent
calculations.

e Processing test transactions through application programs in a
test environment.

e Reperforming the matching of various system records by
independently matching the same records and comparing
reconciling items to prepared reconciliations.
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WebTrust Principles, Criteria, Related Controls and Tests of Controls

Criteria Related to CA Business Practices Disclosure

Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

1.1

WebTrust for CA Criteria -
The CA discloses its business
practices including but not
limited to the topics listed in
RFC 3647 or RFC 2527 in its
Certification Practice Statement.

1.2

WebTrust for CA Criteria -
The CA discloses its business
practices including but not
limited to the topics listed in
RFC 3647 or RFC 2527 in its o
Certificate Policy.

*lated to CA Business Practices Management

Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

2.1

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that its Certification Practice
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Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests

Statement (CPS) management processes
are effective.

1) The PA has final authority and

responsibility for approving the CA’s
Certification  Practice  Statement
(CPS). \

2) Responsibilities for maintaining the
CPS have been formally assigned.

3) The CA’s CPS is modified and
approved in accordance with a

defined review process.
4) The CA makes available its
Certification Practice  Statement o O

(CPS) to all appropriate parties. ; x

5) Revisions to the CA’s CPS are made
available to appropriate parties.

6) The CA updates its CPS to reflect 0
changes in the environment as thc)

occur. ;
.

2.2 WebTrust for CA Critepi A
maintains controls to provide rgasonable
assurance that its CertificateJPolicy (CP)
management proces effectlve

1) The Poli ty (PA) has the
responsi % defining  the
bu51 ess requirements and policies

&g digital certificates and
ifying them in a Certificate
(CP) and  supporting

$ reements

2)”The PA has final authority and
responsibility for specifying and
approving Certificate Policy(s).

3) Certificate Policy(s) are approved by
the Policy Authority in accordance
with a defined annual review process,
including responsibilities for
maintaining and tracking changes to
the Certificate Policy(s).
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

4) A defined review process exists to
assess that the Certificate Policy(s)
are capable of support by the controls
specified in the CPS.

5) The PA makes available the
Certificate Policies supported by the
CA to Subscribers and Relying
Parties.

Criteria Related to CP and CPS Consistency (if applicable)

S

Criteria

Controls specified by ABC-CA Tests of Coatro @ ormed

Results of Tests

23

WebTrust for CA Criteria - The
CA maintains controls to provide

reasonable assurance that its
Certification Practice Statement -

addresses the topics included in its
Certificate Policy. ®

x
Ko

S

1) The PA is responsible foi€
that the CA’s controlg Sses, as
stated in a Certificatiog
Statement (CPS)por equivalent,
fully com with the

requiremgnts e CP.
2) The addresses the
eguicements’ of the CP when

T
d &g its CPS.

3) %e A assesses the impact of
that

osed CPS changes to ensure
they are consistent with the
CP.
4) A defined review process exists to
ensure that Certificate Policy(s)
are supported by the CA’s CPS.

Insert report restriction

Page | 39




Criteria Related to CA Environmental Controls

Criteria

Controls specified by ABC-CA

Tests of Controls
Performed

Results of Tests

Security Management

3.1

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that:
» security is planned, managed and
supported within the organisation;
» security risks are identified and
managed;
+ the security of CA facilities,
systems and information assets
accessed by third parties is maintained;

and %
« the security of subscriber anq

relying party information is mainta@
when the responsibility fgr (%
functions has been outsgur
another organisation &

to

O’Q

O
O

R

Information Security Poli
1) An informatio sectirity  policy

document, that Sancludes physical,
personne ural and technical
controls, 1S\approved by management,

published and communicated to all
employegs.

2) Respensible management of the CA
deMonstrates that the information

&security policy is implemented and
adhered to.

3) The information security policy
includes the following:

a) adefinition of information security,
its overall objectives and scope,
and the importance of security as an
enabling mechanism for

information sharing;
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Criteria

Controls specified by ABC-CA

Tests of Controls Results of Tests

Performed

b) a statement of management intent,
supporting the goals and principles
of information security;

an explanation of the security
policies, principles, standards and
compliance  requirements  of
particular importance to the
organisation;

a definition of general and specific
responsibilities for information
security management, including
reporting security incidents; and
references to  documentation,
which supports the policy.

There is a defined review process for
maintaining the information security
policy, including responsibilities and
review dates.

c)

d)

e)

4)

O

N7

O
O

Information Security Infrastrugtur%

5) Senior management an( 1gh-level
management  info security
committee have the responsibility to
ensure there is/Sglear direction and

manage t@ to manage risks
effectivel
6) A nagemfent group or security

C e exists to co-ordinate the
implementation of information security
%rols and the management of risk.

& sponsibilities for the protection of
individual assets and for carrying out
specific security processes are clearly
defined.

8) A management authorisation process
for new information processing
facilities exists and is followed.
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Criteria

Controls specified by ABC-CA

Tests of Controls
Performed

Results of Tests

Security of Third-Party Access

9) Procedures exist and are enforced to
control physical and logical access to
CA facilities and systems by third
parties (e.g., on-site contractors,
trading partners and joint ventures).

10) If there is a business need for the CA to
allow third party access to CA facilities
and systems, a risk assessment is
performed to determine security
implications and specific control
requirements.

11) Arrangements involving third party
access to CA facilities and systems are
based on a formal contract containing
necessary security requirements.

O
O
X

G

Outsourcing

12) If the CA outsources the %ent
and control of all of its
information systems, ks, and/or
desktop environments, Pthe security
requirements of CA are addressed

in a cont ‘ upon between the
parties.

13)Ifth Ach ses to delegate a portion

CA roles and respective
ions to another party, the CA
ains  responsibility for the

ﬁampletion of the outsourced functions

and the definition and maintenance of a
statement of its CPS.

Insert report restriction

Page | 42




Insert report restriction

Page | 43

Criteria | Controls specified by ABC-CA Tests of Controls Performed Results of Tests
Asset Classification and Management
WebTrust for CA Criteria - The CA
maintains controls to provide
reasonable assurance that CA assets 4‘
and subscriber and relying party \
information receive an appropriate Q
level of protection based upon
identified risks and in accordance with O
the CA’s disclosed business practices.
3.2 1) Owners are identified for all CA
assets and assigned responsibility Q
for the protection of the assets. ) O
2) Inventories of CA assets are x
maintained.
3) The CA has implemented %
information  classification and 0
associated protective controls for
information based on busin s@
needs and the business dmg%
associated with such negds
4) Information labellingge ing
are performed in accofdamce with
the CA’s information classification
scheme documented
procedur
-
Criteria Contr&&iﬁed by ABC-CA Tests of Controls Performed Results of Tests
{? el Security
33 WebTrust for CA Criteria - The
CA maintains controls to provide
reasonable assurance that
personnel and employment
practices enhance and support the
trustworthiness of the CA’s
operations.




Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

1)

The CA employs personnel
(i.e., employees and
contractors) who possess the
relevant skills, knowledge and
experience required for the job
function.

2)

Security roles and
responsibilities, as specified in
the organisation’s security
policy, are documented in job
descriptions.

3)

<2,

Trusted Roles, on which the
security of the CA's operation is
dependent, are clearly
identified. Trusted  roles
include, at a minimum, the
following responsibilities:

a) overall responsibility for

administering

the |
implementation of the CA’%

security practices; N
b) approval of the ¢ ‘

revocation and suSpersi

of certlﬁcate

c) 1nsta11at10 ﬁguration
and ce of the CA
syste

d -to-day operation of CA

s and system backup
a recovery,
viewing and maintenance of
CA system archives and

audit logs;

f) cryptographic key life cycle
management functions
(e.g., key  component

custodians); and

g) CA systems development.

T
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

4)

The CA’s policies and
procedures specify the
background checks and
clearance procedures required
for Trusted Roles and non-
trusted roles. As a minimum,
verification checks on
permanent staff are performed
at the time of job application
and periodically for those
individuals undertaking Trusted
Roles.

&

5)

An individual’s trusted status is
approved prior to gaining
access to systems/facilities or
performing actions requiring
trusted status.

6)

CA Employees and Trusted O

Roles sign a confidentiality :\

(non-disclosure) agreemenfas
condition of employment &

7)

Contractors ~ who

Trusted Roles are_subjegt to at

least the sam&ackground

check a@ personnel

manageu& ocedures as
es.

GI’I’EOG

8)

Ax ntract  arrangement
twgen Contractors and CAs
@Ns for the provision of
temporary contract personnel
that explicitly allows the
organisation to take measures
against contract staff who
violate  the  organisation’s
security policies. Protective
measures may include:
a) bonding requirements on
contract personnel;
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

b) indemnification for
damages due to contract
personnel wilful harmful
actions; and

¢) financial penalties.

9) Periodic reviews occur to verify
the continued trustworthiness of
personnel involved in the
activities related to key
management and certificate
management.

T

10) A formal disciplinary process
exists and is followed for
employees who have violated
organisational security policies
and procedures. The CA’s
policies and procedures specify

for  unauthorised acth
unauthorised use of a 0
and unauthorised
systems.

the sanctions against personnel O

11) Physical and 10 al access to
CA facili Qﬂ systems is
disabled rmination of

err}p oymen

12)1 d based on a risk
e ent, duress alarms are
ided for users who might

&be the target of coercion.

13) Al employees  of  the
organisation and, where
relevant, third party contractors,
receive appropriate training in
organisational policies and
procedures. The CA’s policies
and procedures specify the

following:
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

a) The training requirements
and training procedures for
each role; and

b) Any retraining period and
retraining procedures for
each role.

N

Criteria

Controls specified by ABC-CA

Tests of Controls Performe

esults of Tests

Physical and Environmental
Security

CA Facility Physical Security

34

WebTrust For CA Criteria - The
CA maintains controls to provide
reasonable assurance that:

* physical access to CA

|
facilities and equipme i%

limited to

and is operated er multiple
person (at le &1 custody)
control;

« CA facilities and equipment

ar x‘p tected from
emyironmental hazards;

S, damage or
promise of assets and

interruption  to business
activities are prevented; and

+ compromise of information
and information processing
facilities is prevented.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

1) Entry to the building or site
containing the CAs certificate
manufacturing  facility s
achieved only through a limited
number of controlled access
points.

N

2) All critical CA operations take
place within a physically secure
facility with at least four layers

of security to access sensitive

hardware or software. Such
systems are physically
separated from the

organisation’s other systems so
that only authorised employees
of the CA can access them.

3) A manned reception area or
access 1s in place to reStri

access to the building
housing CA op

authorised personnel ot a

to

other means to control physical j O

4)

Physical barrier%rg in place
(e.g., soli at extend
L&

from real eal ceiling) to
prevent unatithorised entry and
env] ental contamination to

th CAs certificate

facturing facility.

Physical barriers are in place
(e.g., Faraday cage) to prevent
electromagnetic radiation
emissions for all Root CA
operations (e.g., key generation
and certification of CA
Certificates) as disclosed in CP
and/or CPS.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

6) Fire doors exist on security
perimeters around CA
operational facilities and are
alarmed and conform to local
fire regulations.

7) Intruder detection systems are
installed and regularly tested to
cover all external doors of the
building housing the CA
operational facilities.

8) CA operational facilities are
physically locked and alarmed
when unoccupied.

>

9) All personnel are required to
wear visible identification.
Employees are encouraged to
challenge anyone not wearing
visible identification.

X

10) Access to CA operation
facilities 1is controllgd
restricted to authori
through the use of mu

&
00

authentication coqls.
11)All  per ering and

leaving operational
facilities ar® logged (i.e., an
ragil of all access is
ly maintained).

, exit, and activities within
A facilities are monitored by
cameras.

13) Visitors to CA facilities are
supervised and their date and
time of entry and departure
recorded.

14) Third party support services
personnel is granted restricted
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

access to secure CA operational
facilities only when required
and such access is authorised
and accompanied.

15) Access rights to CA facilities
are regularly reviewed and
updated.

Equipment Security

16)The CA  maintains  an
equipment inventory.

17) Equipment is sited or protected
such as to reduce the risks from
environmental threats and
hazards, and opportunities for
unauthorised access.

18) Equipment is protected from W/
e; ,

. [ 4
power failures and o
electrical anomalies.

within the facilityphoustng the
CA operation, i i
data or s CA services

is protectedfrom interception or
d

20) Equipment is maintained in

@ ance with the
& nufacturer’s instructions

and/or  other  documented
procedures.

21)All  items of equipment
containing storage media (fixed
and removable disks) are
checked to ensure that they do
not contain sensitive data prior

to their disposal. Storage media
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

containing sensitive data is
physically destroyed or
securely overwritten prior to
disposal or reused.

General Controls

S

22) Sensitive or critical business
information is locked away
when not required and when the
CA facility is vacated.

O

23) Procedures require that
personal computers and
workstations are logged off or
protected by key locks,
passwords or other controls
when not in use.

x

>

24)The movement of materials

to/from the CA facility rquiret‘ O

prior authorisation.

&

Criteria

Controls specifie )SBC-CA

Tests of Controls Performed

Results of Tests

Operations Mahggement

ng&%ﬂ Procedures and

sibilities

'WebTrust for CA Criteria - The
CA maintains controls to provide
reasonable assurance that:
» the secure operation of CA
information processing
facilities is ensured;
+ the risk of CA systems
failure is minimised;
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

+ the integrity of CA systems
and information is protected
against viruses and malicious
software;

+ damage from security
incidents and malfunctions is
minimised through the use of
incident reporting and response
procedures; and media are
securely handled to protect
them from damage, theft and
unauthorised access.

O’Q

&

1) CA operating procedures are
documented and maintained for
each functional area.

2) Formal management
responsibilities and procedures
exist to control all changes to

CA equipment, software and :\ C)

operating procedures. g

3) Duties and arg
responsibility are ségreg

order to reduce gpport¥nities
for unauthoriseag(')ndiﬁcation
f

or misu (0 ation or
services.

4) D
fagi

pme and  testing
it188/ are separated from
ronal facilities.

er

@r to using external facilities
management services, risks and
related controls are identified,
agreed upon  with  the
contractor, and incorporated
into the contract.

System Planning and Acceptance
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed Results of Tests

6) Capacity demands are
monitored and projections of
future capacity requirements
made to ensure that adequate
processing power and storage
are available.

7) Acceptance criteria for new
information systems, upgrades
and new  versions  are
established and suitable tests of
the system carried out prior to
acceptance

Protection Against Viruses and
Malicious Software

8) Detection and  prevention
controls to protect against
viruses and malicious software,
including on offline or air

28
gapped systems o ar%

implemented.
awareness program
place.

n

Incident Reporting a&{esp,onse

9) A formal curity incident

r g procedure  exists
s out the actions to be
t on receipt of an incident

& ort.  This includes a
definition and documentation of
assigned responsibilities and
escalation procedures. Any
incidents are reported to

responsible management as a
matter of urgency.

10)Users of CA systems are
required to note and report
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

observed or suspected security
weaknesses in, or threats to,
systems or services as they are
detected.

11) Procedures exist and are
followed for reporting hardware
and software malfunctions.

12) Procedures exist and are
followed to assess that
corrective action is taken for
reported incidents.

13) A formal problem management
process exists that allows the
types, volumes and impacts of
incidents and malfunctions to
be documented, quantified and
monitored.

Media Handling and Security

14) Procedures for the
of removable comput
require the following:
a) if no longg uired, the
previgu ents of any

reusa edia that are to be

oved from the
%&isaﬁon are erased or
d

agermen
dia

ia is destroyed;
%uthorisation is required for

& all media removed from the
organisation and a record of
all such removals to
maintain an audit trail is
kept; and

c) all media are stored in a
safe, secure environment, in
accordance with

. c*ou
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

manufacturers’
specifications.

15) Equipment containing storage

media (i.e., fixed hard disks) is
checked to determine whether
they contain any sensitive data

prior to disposal or reuse.
Storage devices containing
are

sensitive information
physically destroyed

or

securely overwritten prior to

disposal or reuse.

O’Q

&

16) Procedures for the handling and
storage of information exist and
are followed in order to protect
such information from

unauthorised  disclosure
misuse.

or

O
O

&

17)System  documentation @
protected from una

s

i

C

acCcCess.

ﬂ
Controls spe&@ ABC-CA

CA maintains controls to provide

reasonable assurance that CA
system access is limited to
authorised individuals. Such
controls provide reasonable
assurance that:

Criteria Tests of Controls Performed Results of Tests
Syste@s Management
ser"Access Management
3.6 WebTrust for CA Criteria- The
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

* hypervisor, operating
system, database, and network
device access is limited to
authorised individuals with
predetermined task privileges;

+ access to network segments
housing CA systems is limited
to authorised individuals,
applications and services; and

« CA application use is
limited to authorised
individuals.

1) Business requirements for
access control are defined and
documented in an access
control policy that includes at
least the following:

a) roles and corresponding
access permissions;
b) identification

.an%
authentication process &

each user;
c) segregation of du
d) number of pergons roquired
to perform Agpecific CA
operaft :@., m of n rule
Whez& epresents the
umber Of key shareholders
ired to perform an
ration and n represents

he total number of key
shares).

2) There is a formal wuser
registration and de-registration
procedure for access to CA
information  systems  and
services, including hypervisors,
operating systems, database,

and network devices.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

3) The allocation and use of
privileges is restricted and
controlled.

4) The allocation of passwords and
multi-factor authentication
tokens is controlled through a
formal management process.

5) Access rights for users with
trusted roles are reviewed at
regular intervals and updated.

6) Users are required to follow
defined policies and procedures
in the selection and use of
passwords.

7) Users are required to ensure that
unattended  equipment  has
appropriate protection.

administrative and supe

accounts require thg "L%
multifactor auft
controls.

)

8) Where technically feas.ible; o/

Network Access 6&,

9) C ployed personnel are
proyi direct access only to

e ices that they have been
%iﬁcally authorised to use.
& e path from the user terminal

to computer services is
controlled.

10) Remote access to CA systems,
made by CA employees or
external systems, if permitted,

requires authentication.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

11) Connections made by CA
employees or CA systems to
remote computer systems are
authenticated.

12) Access to diagnostic ports is
securely controlled.

13) Controls (e.g., firewalls) are in
place to protect the CA’s
internal network domain from
any unauthorised access from
any other domain.

14) Controls are in place to limit the
network services (e.g., HTTP,
FTP, etc.) available to
authorised users in accordance
with the CA’s access control
policies. The security attributes
of all network services used by

28
the CA  organisation @ ar%

documented by the CA
15) Routing controls ar lage to
ensure that computer

connections andy, information

flows do the CA’s
access co& icy.

16)T CA 7 maintains local

& components  (e.g.,

s and routers) in a

1cally secure environment

and audits their configurations

periodically for compliance

with the CA’s configuration
requirements.

17) Sensitive data is encrypted
when exchanged over public or
untrusted networks.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

Hypervisor, Operating System,
Database, and Network Device
Access Control

18) Hypervisors, operating
systems, databases, and
network devices are configured
in accordance with the CA’s
system configuration standards
and periodically reviewed and
updated.

19) Hypervisors, operating system,
database, and network device
patches and updates are applied
in a timely manner when
deemed necessary based on a
risk assessment and follow
formal change management
procedures (see § 3.7).

20) Automatic terminal 4 U
identification is used® .t

authenticate connectie N

specific  locations @ to
portable equipment.

21) Access to CA syStems requires

a secure lego cess.
22) AIL CA perspnnel users have a

uni identifier (user ID) for
th rsonal and sole use so

ctivities can be traced to

responsible  individual.
Where shared or group accounts
are required, other monitoring
controls are implemented to
maintain individual
accountability.

23) Uses of system utility programs
are restricted to authorised
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

personnel and tightly

controlled.

24)Inactive terminals serving CA
systems require re-
authentication prior to use.

25)Restrictions on  connection
times are used to provide
additional security for high-risk
applications.

26) Sensitive data is protected
against disclosure to
unauthorised users.

Application Access Control

27)Access to information and
application system functions is
restricted in accordance with

the CA’s access control policy. 4
28) CA personnel are successfi o

te
cal
to

identified and auth€ntiC
before using
applications T
certificate manag

lated
ment.

29) Sensitive( sy @
CA) reQige a

(e.g., Root
dedicated
computing

Cri

(isolated)
e(@!em.

trols specified by ABC-CA

Tests of Controls Performed

Results of Tests

Systems Development,
Maintenance, and Change
Management

3.7

WebTrust for CA Criteria - The
CA maintains controls to provide
reasonable assurance that CA
systems development, maintenance

Insert report restriction

Page | 60




Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

activities, patching, and changes to
CA systems including hypervisors
(where applicable), operating
systems, databases, applications,
network devices, and hardware are
documented, tested, authorised,
and properly implemented to
maintain CA system integrity

1) Business requirements for new
systems, or enhancements to
existing systems specify the
control requirements.

2) Software testing and change
control procedures exist and are
followed for the
implementation of software on
operational systems including
scheduled software releases,
modifications, patches, and

emergency software fixes. " C‘ O

3) Change control proeed
exist and are follo

()
hardware, network cor a orient,

and  system nfigliration
changes.

~

controlle

-
4) Test da& rotected and
d.

5) Cengrol™ is maintained over
to program source
raries.

6) Application  systems are
reviewed and tested when
operating  system  changes
occur.

7) The implementation of changes
is strictly controlled by the use
of formal change control

procedures to minimise the risk
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

of corruption of information
systems.

8) Modifications to  software
packages are discouraged and

all changes are strictly
controlled. \
9) The purchase, wuse and 0

modification of software are
controlled and checked to
protect against possible covert
channels and Trojan code. This
includes the authentication of
the source of the software.
These controls apply equally to
outsourced software
development.

0
¢ O

"

)

Criteria | Controls specified by ABC-CA
Disaster Recovery, Back
Business Continuity Management

3.8 WebTrust for CA iteria - The

CA maintain o (V] prov1de
reasonable a of continuity
of operations in'the event of a
disaster t er type of business
inte ion. Such controls include,

1 um:
the development and testing

&of a CA business continuity

plan that includes a disaster
recovery process for critical
components of the CA system;
+ the storage of required
cryptographic materials (i.e.,
secure cryptographic device
and activation materials) at an
alternate location;
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed Results of Tests

+ creating backups of
systems, data, and
configuration information at
regular intervals in accordance
with the CA’s disclosed
business practices, and storage
of these backups at an alternate
location; and

« the availability of an
alternate site, equipment and
connectivity to enable recovery.

The CA maintains controls to
provide reasonable assurance that
potential disruptions to Subscribers
and Relying Parties are minimised
as a result of the cessation or
degradation of the CA’s services.

1) The CA has a managed process
for developing and maintaining
The CA has a busi
continuity planning
based on an approp
assessment.

its business continuity plans;\ O

2) The CA h 'i business
continuit @ maintain or
restore the'€ A™S operations in a
ti manner  following
in jon to, or failure of,

tidal CA processes. The CA’s
@\ess continuity ~ plan
&a dresses the following:

1
a) the conditions for activating
the plans;
b) emergency procedures;
c) fall-back procedures;
d) resumption procedures;
e) a maintenance schedule for

the plan;
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

f) awareness and education
requirements;

g) the responsibilities of the
individuals;

h) recovery time objective
(RTO) and recovery point
objective (RPO); and

1) regular testing of
contingency plans.

3) The CA’s business continuity
plans include disaster recovery

processes for all critical
components of a CA system,
including the hardware,

software and keys, in the event
of a failure of one or more of
these components. Specifically:
a) cryptographic devices used

for storage of backup CA

private keys are securel%
stored at an off-site locafx
t

in order for t
recover in the ‘e a

disaster at thegprim CA
facility; and {

b) the u@ secret key
share% components,
egded 1§ use and manage

disaster ~ recovery
tographic devices, are

@ecurely stored at an off-site
1

ocation.

4) Backup copies of essential
business  information  are
regularly taken. The security
requirements of these copies are
consistent with the controls for

the information backed up.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

5) The CA identifies and arranges
for an alternate site where core
PKI operations can be restored
in the event of a disaster at the
CA’s primary site. Fall-back
equipment and backup media
are sited at a safe distance to
avoid damage from disaster at
the main site.

6) The CA’s business continuity
plans include procedures for
securing its facility to the extent
possible during the period of
time following a disaster and
prior to restoring a secure
environment either at the
original or a remote site.

7) The CA’s business continuity

plans address the recovery :\ O

procedures used Whe
computing resources, softya

and/or data are co @ or
suspected to be corrupte

8) Business contln plans are

tested re ensure that
they ar o date and

effe tive

9) B% continuity  plans
fing” an acceptable system
@ge time, recovery time, and
the average time between

failures as disclosed in the CP
and/or CPS.

10) Business continuity plans are
maintained by regular reviews
and updates to ensure their

continuing effectiveness.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

11) The CA maintains procedures
for the termination, notification
of affected entities, and for
transferring relevant archived
CA records to a custodian as
disclosed in the CP and/or CPS.

T

Tests of Controls PerformedOResults of Tests

CA maintains controls to provide

+ it conforms Wlth
relevant legal, regu
contractual requireme

+ compliance with the
security 0&
procedur s’

ness of the

process s

d and interference to

om the system audit
ss is minimised; and

& unauthorised CA system
usage is detected.

CA’S

reasonable assurance that: %CJ

Criteria | Controls specified by ABC-CA
Monitoring and Compliance 0
‘AO
Compliance with Legal %&
Requirements ¢ ‘9
3.9 WebTrust for CA Criteria - The 0

1) Relevant statutory, regulatory
and contractual requirements
are explicitly defined and
documented.

2) The CA has implemented
procedures to comply with legal

restrictions on the use of
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

material in  respect  of
intellectual property rights, and
on the use of proprietary
software products.

3) Controls are in place to ensure
compliance ~ with  national
agreements, laws, regulations
or other instruments to control

the access to or use of
cryptographic hardware and
software.

4) Procedures exist to ensure that
personal information is
protected in accordance with
relevant legislation.

5) The information security policy
addresses the following:
a) the information that must be

RA;
b) the information that is

N
considered confiden

c) the policy on release of
information %EO law
enfor fficials;

d) informdti that can be
revealedyas part of civil

oyery;

e e, conditions upon which
information may be

disclosed with the
subscriber’s consent; and

f) any other -circumstances
under which confidential
information may be
disclosed.

kept confidential by C oC‘ O

6) CA records are protected from
loss, unauthorised destruction
and falsification.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

7) Management authorises the use
of information processing
facilities and controls are
applied to prevent the misuse of
such facilities.

Review of Security Policy and
Technical Compliance

8) Managers are responsible for
ensuring that security
procedures within their area of
responsibility are carried out
correctly.

9) The CA’s operations are subject
to regular review to ensure

timely compliance with its CPS.

10) CA systems are periodically
checked for compliance with

security implementatiopf
)

standards.

System Audit Process

o

11) Audits of operatidnal systems
are pla reed such as
to minimise the risk of
di ions to business

s to system audit tools is

tected to prevent possible
misuse or compromise.

Monitoring System Access and
Use
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

13) Procedures for monitoring the
use of CA systems are
established which include the
timely identification and follow
up of unauthorised or
suspicious activity. Alerting
mechanisms are implemented
to detect unauthorised access.

S

Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Audit Logging

3.10

The CA maintains controls to
provide reasonable assurance that:
+ significant CA
environmental, key

management, and certiﬁcate:\ O

management events @ ar
accurately and appr &
logged;
+ the confidentiali and
integrity  of rrent  and
archived _ a '%ogs are
maintaind;

* audit are completely
a nfidentially archived in
a& e with disclosed
Sin€ss practices; and

audit logs are reviewed
periodically by  authorised

personnel.

Results of Tests

AY
&

o

Audit Logs

1) The CA generates automatic
(electronic) and manual audit

logs in accordance with the
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

requirements of the CP and/or
CPS.

2)

All journal entries include the

following elements:

a) date and time of the entry;

b) serial or sequence number
of entry (for automatic
journal entries); c¢) kind of
entry;

c) source of entry (e.g.,
terminal, port, location,
customer, etc.); and

d) identity of the entity making
the journal entry.

Events Logged

3)

The CA logs the following CA

and subscriber (if applicgbleg‘ O

key life cycle managen&
related events:

a) CA key generatio
b) installation anual

f
cryptographi&eﬁ/s and its
outco m e identity

r);

of the
c) CA key Backup;
d key storage;
e ey recovery;
A key escrow activities (if
applicable);
CA key usage;

h) CA key archival;

i) withdrawal of keying
material from service;

j) CA key destruction;

k) CA key transportation;

1) CA key migration
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Criteria

Tests of Controls Performed

Results of Tests

Controls specified by ABC-CA
m) identity of the entity
authorising a key

management operation;

n) identity of the entities
handling any  keying
material (such as key
components or keys stored
in portable devices or
media);

o) custody of keys and of
devices or media holding
keys; and

p) compromise of a private
key.

4) The CA logs the following
cryptographic device life cycle
management related events:
a) device receipt

installation;

and

b) placing into or removing %:

device from storage;
c¢) device activation 3

d) device de-installa

e) designation ofza device for
service and rﬁg; and
t

f) devicegtetireme

5) If the C vides subscriber
an gement services, the
K&Qg he following
key life cycle
agement related events:
) key generation;
) key distribution af
applicable);
c) key backup (if applicable);
d) key escrow (if applicable);
e) key storage;
f) keyrecovery (if applicable);
g) key archival (if applicable);

'&

h) key destruction;
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

i)

J)

identity of the entity
authorising a key
management operation; and
key compromise.

f)

6) The CA records (or requires that
the RA record) the following
certificate
information:
a) the method of identification

b) record of

c) storage location of copigs

e
d) identity of entity ¢

the applicationy
e) method use%) validate

& of the Subscriber
Agreement; and
h) where required under
privacy legislation, the
Subscriber’s consent to

application

applied and information
used to meet subscriber
requirements;

unique
identification data,
numbers, or a combination
thereof (e.g., applicants
drivers license number) of
identification documents, if
applicable;

applications
identification doc

pting

identifita @c cuments, if
any;
ame ofPreceiving CA or
itting RA, if
licable;
he subscriber’s acceptance

allow the CA to keep
records containing personal
data, pass this information

to specified third parties,
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

and publication of
certificates.

7) The CA logs the following

certificate life cycle

management related events:

a) receipt of requests for
certificate(s) — including
initial certificate requests,
renewal requests and rekey
requests;

b) submissions of public keys
for certification;

c) change of affiliation of an
entity;

d) generation of certificates;

e) distribution of the CA’s
public key;

f) certificate
requests;

revocation

h) certificate

N
g) certificate revocation; @ %

reactivation; afid
j) generatio &ssuance of
Certi b Revocation
Lists.

8) The

logs the following
seClgity-sensitive events:
curity-sensitive files or

records read or written
including the audit log
itself;

b) actions  taken  against

security-sensitive data;

c) security profile changes;

d) use of identification and
authentication mechanisms,
both successful and
unsuccessful (including
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

multiple failed
authentication attempts);

e) system crashes, hardware
failures and other
anomalies;

f) actions taken by individuals
in Trusted Roles, computer
operators, system
administrators, and system
security officers;

g) change of affiliation of an
entity;

h) decisions to bypass
encryption/authentication
processes or procedures;
and

1) access to the CA system or
any component thereof.

9) Audit logs do not record the

private keys in any form ‘e.g%

plaintext or enciphered).

10) CA computer syste
synchronised  for

recording as def]ﬁl@in the CP

and/or CPS tha cifies the
accepted ti ce.
Audit Log Protegtion

ll(&%nt and archived audit logs

maintained in a form that

prevents their modification,
substitution, or unauthorised
destruction.

12) Digital signatures are used to
protect the integrity of audit

logs where applicable or
required to satisfy legal
requirements.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

13) The private key used for signing
audit logs is not used for any
other purpose. This applies
equally to a symmetric secret
key used with a symmetric
MAC mechanism.

Audit Log Archival

14) The CA archives audit log data
on a periodic basis as disclosed
in the CP and/or CPS.

15)In  addition to  possible
regulatory stipulation, a risk
assessment is performed to
determine  the  appropriate
length of time for retention of
archived audit logs.

16) The CA maintains archived4 u
audit logs at a secure off-&

location for a prede
period as determiné

assessment and egal
requirements. &
Review of Audit C8gs

fd &
17) Cutgent*dnd archived audit logs

(a? y retrieved by authorised
& 1viduals for valid business or

security reasons.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed Results of Tests

18) Audit logs are reviewed

periodically according to the
practices established in the
CPS. The review of current and
archived audit logs include a
validation of the audit logs’
integrity, and the timely
identification and follow up of
unauthorised or suspicious
activity.
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Criteria related to CA Key Lifecycle Management Controls

Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests

CA Key Generation

4.1 WebTrust for CA Criteria - The CA \ >

maintains controls to provide reasonable

assurance that CA key pairs are OQ

generated in accordance with the CA’s
disclosed business practices and defined
procedures specified within detailed key
generation ceremony Scripts. Q
The CA’s disclosed business practices
include but are not limited to: O
a) generation of CA keys are x
undertaken in a physically secured
environment (see §3.4); %
b) generation of CA keys areo
performed by personnel in trusg)
roles (see §3.3) under the pri
of multiple person controH) l%it
knowledge; &

c) generation of ys occur
within  cryptographi modules

meeting the applﬁle technical and
e

business \@ s as disclosed in
the CA’S%/

enerati of CA keys are
ed by an independent party
videotaped; and e) CA key
ation activities are logged.

%s EA key generation script includes
t

following:

a) definition of roles and participant
responsibilities;

b) approval for conduct of the key
generation ceremony;

c) cryptographic hardware and
activation materials required for the
ceremonyj
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Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests

d) specific steps performed during
the key generation ceremony;

e) physical security requirements
for the ceremony location;

f) procedures for secure storage of

cryptographic hardware and A
activation materials following the \
key generation ceremony;

g) sign-off from participants and OQ

witnesses indicating whether key
generation ceremony was performed

in accordance with the detailed key

generation ceremony script; and

notation of any deviations from the o O
key generation ceremony script. x

A

CA Keys — General Requirements

Generation of CA Keys Including Root 0‘! ,

1) Generation of CA keys ocgur

a cryptographic module me&
applicable require ISO

19790 and ISO 13 S 140-2
(or equivalent)/ANSI X966 and the
business require%hm in accordance
with the PQu cryptographic
devices p%n ey generation using
a ranjio&m’nu er generator (RNG) or

andom number generator

@CA generates its own key pair in

the same cryptographic device in
which it will be used or the key pair
is injected directly from the device
where it was generated into the
device where it will be used.

3) CA key generation generates keys
that:
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

a) use a key generation algorithm as
disclosed within the CA’s CP
and/or CPS;

b) have a key length that is
appropriate for the algorithm and
for the validity period of the CA
certificate as disclosed in the
CA’s CP and/or CPS. The public
key length to be certified by a CA
is less than or equal to that of the
CA’s private signing key; and

c) take into account requirements on
parent and subordinate CA key
sizes and have a key size in
accordance with the CA’s CP
and/or CPS.

O
O

fo

S

independently witnessed by interna
or external auditors.

A,

4) CA key generation ceremonies ar 0' :?

5) Generation of CA keys® h@e
undertaken in a physiee %; red
environment (see §344 e

in trusted roles (see §
principles of muftiple ‘control and

split knowle @
Generation OXIR s Including Root

CA Keys — Script’Requirements

ollows a CA key generation
(ﬁ) for key generation ceremonies

‘ t includes the following:

a) definition and assignment of
participant roles and
responsibilities;

b) management approval for
conduct of the key generation
ceremony;

c) specific cryptographic hardware,
software and other materials
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

including identifying
information, e.g., serial numbers;

d) specific steps performed during
the key generation ceremony,
including;

- Hardware preparation;

- Verification of the integrity of
the operating system and
other software from its source
(e.g. through the use of hash

totals);

- When a previously built
master  operating  system
image is being used,
verification of the integrity of
that image;

- Operating system installation;

- CA application installationo
and configuration;

O

- CA key generation;

- CA key backup;

- CA certificate $i€

- CA system @

- Preparation of materials for
storage.

e) physi requirements
c ony location (e.g.,

for t
barriers,§-access controls and

@g controls);
f)”proctdures for secure storage of
(b'c ptographic  hardware  and
& activation materials following the
key generation ceremony (e.g.,
detailing the allocation of
materials  between storage
locations);

g) sign-off on the script or in a log
from participants and witnesses
indicating whether key
generation ceremony was

performed in accordance with the

&
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

detailed key generation ceremony
script; and

h) notation of any deviations from
the key generation ceremony
script (e.g., documentation of
steps taken to address any
technical issues).

7) The integrity of the
hardware/software used for key
generation and the interfaces to the
hardware/software is tested before
production usage.

CA Key Storage, Backup, and Recovery

4.2

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable

assurance that CA private keys remain 0

confidential and maintain their integrity,

The CA’s private keys are backed u

stored and recovered by authorjsen%
ultiple

personnel in trusted roles, usin x
u

d

A
%%

person control in a physi
(stgning and

environment.

1) The CA’s private
confidentiality !%s{ are stored and
used wﬁ&@ re cryptographic

device i e appropriate ISO

15 rotection profile or FIPS 140-

2 quirement based on a risk

sessment and the  business

%irements of the CA and in

&a cordance with the CA’s CPS and
applicable Certificate Policy(s).

2) If the CA’s private keys are not
exported from a secure cryptographic
module, then the CA private key is
generated, stored and used within the

same cryptographic module.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

3) Ifthe CA’s private keys are exported
from a secure cryptographic module
to secure storage for purposes of
offline processing or backup and
recovery, then they are exported
within a secure key management
scheme that may include any of the
following:

a) as cipher-text using a key which
is appropriately secured;

b) as encrypted key fragments using
multiple  control and  split
knowledge/ownership; or

c) in another secure cryptographic
module such as a key
transportation  device  using
multiple control.

S

4) Backup copies of the CA’s privat
keys are subject to the same or greafer
level of security controlg a
currently in use. The recove& e
CA’s keys is carried s Secure
a manner as the process,
using multi-person,contr@l.

4.3

WebTrust for Criteria - The CA
maintainSicontrols to provide reasonable
assur that the integrity and
auw ty of the CA public keys and
y @ssociated parameters are
mtained during initial and subsequent
distribution.

1) For the Root CA distribution process
(e.g., using a self-signed certificate),
an out-of-band notification
mechanism is employed. Where a
self-signed certificate is used for any
CA, the CA provides a mechanism to
verify the authenticity of the self-
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

signed certificate (e.g., publication of
the certificate’s fingerprint).

For Intermediate, Issuing, and/or
Subordinate CA public keys these
are validated by using a chaining
method or similar process to link
back to the trusted Root
Certificate.

S

2) The initial distribution mechanism
for the CA’s public key is controlled
and initially distributed within a
Certificate using one of the following
methods:

a) machine readable media (e.g.,
smart card, flash drive, CD ROM)

from an authenticated source;
b) embedding in an entity’s‘o

cryptographic module; or
c) other secure means that
authenticity and integrit

3) The CA’s public
(rekeyed) periodically

the requlrement f the CPS with
advance not ided to avoid

disruptio A services.

is Jchanged

4) The quent distribution
i for the CA’s public key is
ed in accordance with the
Js disclosed business practices.

XIf an entity already has an
authenticated copy of the CA’s public
key, a new CA public key is
distributed using one of the following

methods:

a) direct electronic transmission
from the CA;

b) placing into a remote cache or
directory;
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed | Results of Tests

c) loading into a cryptographic
module; or

d) any of the methods used for initial
distribution.

6) The CA provides a mechanism for
validating the authenticity and
integrity of the CA’s public keys.

CA Key Usage

44

WebTrust For CA Criteria - The CA
maintains controls to provide reasonable
assurance that CA keys are used only for
their intended functions in their
predetermined locations.

1) The activation of the CA private
signing key is performed using multi-

than 2 for Root CAs).

party control (i.e., m of n) with a 0
minimum value of m (e.g., m great

AC)

2) If necessary, based on aﬂk
assessment, the activat CA
private key is perfo
factor authentication (e.g)smart card
and passwordAl biometric and
password «etc/).

3) CA i key(s) used for

ge ing certificates and/or issuing
catign status information, are not
% r any other purpose.

CA ceases to use a key pair at the
end of the key pair’s defined
operational lifetime or when the

compromise of the private key is
known or suspected.

5) An annual review is required by the
PA on key lengths to determine the
appropriate key usage period with
recommendations acted upon.
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maintains controls to provide reasonable
assurance that archived CA keys remain
confidential, secured, and are never put
back into production.

Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests
CA Key Archival
4.5 WebTrust for CA Criteria - The CA

S

1) Archived CA keys are subject to the
same or greater level of security
controls as keys currently in use.

2) All archived CA keys are destroyed
at the end of the archive period using
dual control in a physically secure
site.

3) Archived keys are only accessed
where historical evidence requires
validation. Control processes
required to ensure the integrity EJ
CA systems and the key sets.

4) Archived keys are regdve  the
shortest  possible period
technically permissiblg»”” to meet

business requirerfignts.

5) Archive are periodically
verified ensure that they are
pr. y destroyed at the end of the

vaperiod.

arehi
CW estruction

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that:
» copies of CA keys that no longer
serve a valid business purposes are
destroyed in accordance with the
CA’s disclosed business practices;
and
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

+ copies of CA keys are completely
destroyed at the end of the key pair
life cycle in accordance with the
CA’s disclosed business practices.

1) The CA’s private keys are not
destroyed until the business purpose
or application has ceased to have
value or legal obligations have
expired as disclosed within the CA’s
CPS.

S

2) Authorisation to destroy a CA private
key and how the CA’s private key is
destroyed (e.g., token surrender,
token destruction, or key overwrite)
are limited in accordance with the
CA’s CPS.

O
NO
S

3) All copies and fragments of the CA’&Ov

private key are destroyed at the e@

of the key pair life cycle inja
such that the private ke c% e

retrieved.

4) If a secure cryptogra device is
accessible and,fknown to be
permanently e from service,

all CA pifiva l@, s stored within the
device ave ever been or

p fally could be used for any
v &phic purpose are destroyed.

to
5 A cryptographic device is being
anently removed from service,
then any key contained within the
device that has been used for any
cryptographic purpose is erased from
the device.

6) If a CA cryptographic device case is
intended to provide tamper-evident
characteristics and the device is being
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

permanently removed from service,
then the case is destroyed.

7)

Backup or additional copies of CA
keys that no longer serve a valid
business purpose are destroyed in
accordance with the CA’s disclosed
business practices.

8)

'&

The CA follows a CA key destruction
script for key destruction ceremonies
that includes the following:

a) definition and assignment of

participant roles and
responsibilities;

b) management  approval  for

conduct of the key destruction

ceremony;
c) specific cryptographic hardwarelo

software and other materl Is
including ident

information, e.g., serial S,
that contain the C2 yecopies to

be destroyed;

d) specific steps perfotthed during

the key de ction ceremony,

1nc1 gQ
d/or cryptographic
har

r01sat10n/1n1t1ahsat10n
SM and/or cryptographic
hardware physical destruction
ii1) Deletion of any encrypted
files containing the CA key or

fragments thereof

e) physical security requirements

for the ceremony location (e.g.,
barriers, access controls and
logging controls);

procedures for secure storage of
cryptographic hardware and any
associated activation materials

S
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

following the key destruction
ceremony pending their disposal
or additional destruction

g) sign-off on the script or in a log
from participants and witnesses
indicating whether the key
destruction  ceremony = was
performed in accordance with the
detailed key destruction
ceremony script; and

h) notation of any deviations from
the key destruction ceremony
script (e.g., documentation of
steps taken to address any
technical issues).

D

or external auditors.
9

9) CA key destruction ceremonies are o
independently witnessed by internal Q

CA Key Compromise
[ %

4.7

WebTrust for CA Cri
maintains controls to prov
assurance that contim@ of Operations is

maintained in the gyengof the
compromise t s private keys
t

and any certifteates; signed with the

compremised keys, are revoked and
reiss
1) e ’s business continuity plans

ess the compromise or suspected
&compromise of a CA’s private keys
as a disaster.

2) Disaster recovery procedures include
the revocation and reissuance of all
certificates that were signed with that
CA’s private key, in the event of the
compromise or suspected
compromise of a CA’s private

signing key.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

3) The recovery procedures used if the
CA’s private key is compromised
include the following actions:

a) how secure key usage in the
environment is re-established;

b) how the CA’s old public key is
revoked;

c) how affected parties are notified
(e.g., impacted CAs,
Repositories, Subscribers and
i) CVSPs);

d) how the CA’s new public key is
provided to the end entities and
Relying Parties together with the
mechanism for their
authentication; and

e) how the subscriber’s public keys

S

are re-certified. 0

4) Inthe event that the CA has to repldce
its Root CA private key, proc
are in place for the seolie wand
authenticated revoca of” the
following: @

a) the old CA roqg publi€ key;

b) the set all certificates
(incl If-signed) issued
by a t @X or any CA based on

compromised private key; and

c subordinate CA public keys

corresponding certificates
hat require recertification.

The CA’s business continuity plan
for key compromise addresses who is
notified and what actions are taken
with system software and hardware,
symmetric and asymmetric keys,
previously generated signatures and
encrypted data.
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maintains controls to provide reasonable
assurance that:

* devices used for private key
storage and recovery, and the
interfaces to these devices are tested
before usage for integrity;

+ access to CA cryptographic
hardware is limited to authorised
personnel in trusted roles, using
multiple person control; and

« CA cryptographic hardware 1is
functioning correctly.

Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests
CA Cryptographic Hardware Life Cycle
Management

4.8 WebTrust for CA Criteria - The CA

S

O’Q

1)

CA cryptographic hardware which
does not contain CA keys is sent from,o
the manufacturer or alternate CA sﬁ)

via registered mail (or equi

using tamper evident p %
Upon the receipt of C ph1c
hardware from the turer or

alternate  site, _authdrised CA
personnel inspec he tamper evident

packagi 1ne whether the
seal is 1n%

e receipt of CA cryptographic

from the manufacturer,

nce testing and verification of

ware settings is performed. Upon

e receipt of CA cryptographic

hardware that has been serviced or

repaired, acceptance testing and

verification of firmware settings is
performed.

3)

To  prevent  tampering, CA
cryptographic hardware is stored and
used in a secure site, with access
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

limited to authorised personnel,

having the following characteristics:

a) inventory control processes and
procedures to manage the
origination, arrival, condition,
departure and destination of each
device;

b) access control processes and
procedures to limit physical
access to authorised personnel;

c) recording of all successful or
failed access attempts to the CA
facility and device storage
mechanism (e.g., a safe) in audit
logs;

d) incident handling processes and
procedures to handle abnormal

events, security breaches, and 0
investigation and reports; and

€) monitoring processes a@
procedures to verify tH¢ @g

effectiveness of th &

S

4)

When not attached to system,
the CA cryptogghic ardware is

esistant container

5)

& ess than two trusted employees:

stored in a tamp
that is st d y under multiple
controls (M., asafe).

T ndling of CA cryptographic
hardware, including the following
kspis performed in the presence of

a) installation of CA cryptographic
hardware;

b) removal of CA cryptographic
hardware from production;

c) servicing or repair of CA
cryptographic hardware
(including installation of new
hardware, firmware, or software);
and
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

d) disassembly and permanent
removal from use.

6) Devices used for private key storage
and recovery and the interfaces to
these devices are tested before usage
for integrity.

7) Correct  processing of CA
cryptographic hardware is verified on
a periodic basis.

8) Diagnostic support is provided
during troubleshooting of CA
cryptographic hardware in the
presence of no less than two trusted
employees.

CA Key Escrow (if applicable) 0
ad

4.9

WebTrust for CA Criteria - The %\)

assurance that escrowed
signing keys remain co

. . . [ 4
maintains controls to provide re&
gD

1) If a third party provideSpCA private
key escrow servi%a contract exists
that outli e‘Q liabilities and

remedies Bét the parties.

&k ter level of security controls as

2) If rivate signing keys are held in
scrowed copies of the CA

signing keys have the same or

eys currently in use.

CA Key Transportation (if applicable)

4-10

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that:
« CA private keys that are
physically transported from one
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed | Results of Tests

facility to another remain
confidential and maintain their
integrity;

+ CA hardware containing CA
private  keys, and  associated
activation materials, are prepared for
transport in a physically secure
environment (see §3.4) by authorised
personnel in trusted roles, using
multiple person controls, and are
transported within sealed tamper
evident packaging;

+ CA keys and associated
activation materials are transported
in a manner that prevents the key
from being activated or accessed
during the transportation event; and

+ CA key transportation events are 0
logged.

1) CA keys are prepared for tganspox

a physically secure enviromﬁ[{
§3.4) by personnel in d

and under multi-perso

g€

2) CA keys remairf” in a physically
secure enviro see §3.4) until
ready t @nsported by CA

personne mmon carrier.

3) C M are only transported on
hardware devices and in tamper-
ident packaging as disclosed in the

’s business practices.

4) If the hardware device contains the
entire CA key, it is physically
transported by at least two CA
employees and remains under multi-
person control from origin to
destination.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

5) If the CA key is divided into
fragments on multiple hardware
devices:

a) If transported by CA employees,
each fragment is transported
separately using different
transportation routes, methods,
and/or times; or

b) Iftransported by common carrier,
each fragment is sent using a
different common carrier at
different  times.  Shipments
require signature service,
tracking, are insured.

D

6) Activation materials are transported
separately from the CA key (i.e. by a

different method and/or at a different Q

time) in tamper-evident packaging.ﬁ

7) Upon receipt at the destin iu

packaging for CA keys andcti n
materials are reviewed evidence
of tampering.

G
tampering is discovere z e Policy

Authority is no%l of a possible

breach event.

e

o
8) Upon rec&( ¢ destination, CA
keys. and ivation materials are
stQr: in a physically secure
e ment (see §3.4) by personnel

sted Roles and under multi-
rson control.

9) Personnel involved in a CA key
transportation event are in Trusted
Roles and have received training in
their role and responsibilities.

10) A log is maintained of all actions
taken as part of the CA key
transportation event and is retained in
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed | Results of Tests

accordance with the CA’s disclosed
business practices.

11)Internal or external  auditors
accompany CA personnel during CA
key transportation events.

CA Key Migration (if applicable)

4.11

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that:
« CA keys migrated from one
secure cryptographic device to
another, other than for the purposes
of routine backup and restoration

multi-person control;

- hardware and software { @d

during the CA key migf? cess
% to the

are tested by the
migration event; and

* CA key migragion events follow a
documen t and are logged.

(see §4.2), are completed in a
physically secure environment (seeo
§3.4) by those in Trusted Roles un@

1) CA key ration events occur in a
physically s€cure environment (see
§ hose in Trusted Roles under

u

erson control.

%dor-supplied hardware  and
&software tools are tested by the CA
prior the key migration event, and are
operated in accordance with vendor-
supplied documentation and
instructions.

3) In-house developed software tools
are developed and tested by the CA

prior to the key migration event in
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

accordance with its standard software
development process (see §3.7).

a)

b)

d)

f)

g

(D!

4) The CA follows a CA key migration
script for key migration events that
includes the following:

definition and assignment of
participant roles and
responsibilities;

management approval for
conduct of the key migration
event

specific cryptographic hardware,
software and other materials
including identifying
information, e.g., serial numbers,
that contain the CA key copies to
be migrated and new hardware
where the keys are bei
migrated to;

specific steps perforn® @g
the key migrati & ny,
including;
1) Hardware prepatation
i1) Software g6ol installation and
o
i11) C hic hardware
s€ d initialisation
%A ey migration
A key verification
sical security requirements
for the event location (e.g.,
barriers, access controls and
logging controls);
procedures for secure storage of
cryptographic hardware and any
associated activation materials
following the migration event
sign-off on the script or in a log
from participants and witnesses
indicating whether the key

S
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

migration was performed in
accordance with the detailed key
migration script; and

h) notation of any deviations from
the key migration script (e.g.,
documentation of steps taken to
address any technical issues).

5) A log is maintained of all actions
taken as part of the CA key migration
event and is retained in accordance
with the CA’s disclosed business
practices.

6) CA key migration events are
witnessed by internal or external
auditors.

key migration event, remainin
copies of the CA keys, and older
cryptographic hardware _ th

longer serve a business
securely destroyed 4
with the CA’s di

7) Upon successful completion of a CA 0

practices (see §4{

Criteria related to Subs@y Lifecycle Controls

Criteria

Contr@éiﬁed by ABC-CA

Tests of Controls Performed

Results of Tests

@Vided Subscriber Key

eration Services (if supported)

5.1

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that:

e subscriber keys generated by the CA
(or RA or card bureau) are generated
within a secure cryptographic device
based on a risk assessment and the
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

business requirements of the CA in
accordance with the CA’s disclosed
business practices; and

e subscriber keys generated by the CA
(or RA or card bureau) are securely
distributed to the subscriber by the
CA (or RA or card bureau) in
accordance with the CA’s disclosed
business practices.

CA (or RA or Card Bureau) Provided
Subscriber Key Generation

5.1.1

Subscriber key generation is performed
within a secure cryptographic device
meeting the applicable ISO 15782-
1/FIPS 140-2/ANSI x9.66 requirements

subscriber key generation using
random number generator ¢F

pseudo random number§ @
(PRNGQG) as specified in the ANSI X9 or

cryptographic devices perform s‘
)
r

based on a risk assessment and the
business requirements of the CA and in 0
accordance with the applicable CP. Su@

ISO standard ISO/IE%%O.% :

Subscriber keyg n performed by
the CA (or bureau) uses a
key generation rithm as specified in

the CP*

Subs r Key generation performed by

thqa'( r RA) uses a prime number
negdto

r as specified in an ANSI X9 or
standard.

Subscriber key generation performed by
the CA (or RA or card bureau) results in
key sizes in accordance with the CP.

Subscriber key generation performed by
the CA (or RA) is performed by
authorised personnel in accordance with
the CA’s CPS.
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Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests

5.1.6 | When subscriber key generation is
performed by the CA (or RA or card
bureau), the CA (or RA or card bureau)
securely (confidentially) delivers the
subscriber key pair(s) generated by the
CA (or RA or card bureau) to the
subscriber in accordance with the CP.

CA-Provided Subscriber Key

Generation Services (if supported) OQ

5.2 WebTrust for CA Criteria - The CA

maintains controls to provide reasonable
assurance that: :

e subscriber private keys stored by the )
CA remain confidential and maintain x
their integrity;
e subscriber private keys archived and %

escrowed by the CA remain 0
confidential; and

e subscriber private keys stored b
CA are completely destro§ed @e

end of the key pair life

CA-Provided Subscribet rage,
Backup and Recovery

5.2.1 | Subscriber pri at@&tored by the
CA (or RA) a€ s in encrypted form
using a cryptogtaphic algorithm and key

d on a risk assessment and

522 |If
ﬁa{ bscriber, the CA (or RA) ensures
that the subscriber’s private keys are not
disclosed to any entity other than the
owner (i.e., the subscriber) of the keys.

5.2.3 | Ifthe CA (or RA) generates
public/private signing key pair(s), it
does not maintain a copy of any private
signing key, once the subscriber
confirms receipt of that key.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

524

If the CA (or RA) provides subscriber
(confidentiality) key storage, backup
and recovery, subscriber private
(confidentiality) key backup and
recovery services are only performed by
authorised personnel.

525

If the CA (or RA) provides subscriber
key storage, backup and recovery,
controls exist to ensure that the integrity
of the subscriber’s private
(confidentiality) key is maintained
throughout its life cycle.

CA-Provided Subscriber Key Archival

70'ey

5.2.6

Subscriber private (confidentiality) keys
archived by the CA are stored in
encrypted form using a cryptographic
algorithm and key length based on a ris
assessment and the requirements of th

Ay
%
R

5.2.7

CP. o
If the CA provides subscribgi v

(confidentiality) key arch @
dTE€ (£

archived Subscriber keys

at the end of the archiye period.
CA-Provided Sub &Key

5.2.8

Destruction %é
If the mvi es subscriber

(confidéntiality) key storage,

auth@risagion to destroy a subscriber's
ey and the means to destroy the
%)(scriber’s private (confidentiality) key
(e’g., key overwrite) is limited in
accordance with the CP.

5.2.

If the CA provides subscriber
(confidentiality) key storage, all copies
and fragments of the subscriber's private
key are destroyed at the end of the key

pair life cycle.
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Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests

CA-Provided Subscriber Key Escrow

5.2.10 | Subscriber private (confidentiality) keys

escrowed by the CA are stored in

encrypted form using a cryptographic

algorithm and key length based on a risk \
assessment and the requirements of the

CP.

Integrated Circuit Card (ICC) Lifecycle
Management (if supported)

5.3 WebTrust for CA Criteria - The CA :0

maintains controls to provide reasonable )
assurance that:

e ICC procurement, preparation and %&

personalisation are securely

controlled by the CA (or RA or card 0

bureau);
e [ICC Application Data File (2[@

preparation is securely comtrol y

the CA (or RA);
e [CC usage is enable A (or
RA or card bureau) r to ICC

1ssuance;
e ICC deactiyati &'reactiva‘[ion are
securely (con d by the CA (or
RA);
I xare securely stored and
d%; d by the CA (or RA or card
@s are securely replaced by the CA

(or RA or card bureau); and
e [CCs returned to the CA (or RA or
card bureau) are securely terminated.

ICC Procurement

5.3.1 |Ifthe CA or RA engages a card bureau
then a formal contract exists between the
relevant parties. While card issuing
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

functions may be delegated to third
parties the CA retains responsibility and
liability for the ICCs.

532

ICCs are logically protected during
transport between the card manufacturer
and the card issuer through the use of a
secret transport key or pass phrase.

533

ICCs issued to subscribers meet the
appropriate ISO 15408 protection
profile, ISO card standard (e.g., ISO
7810, 7811 parts 1-5, 7813, 7816,
10202) or FIPS 140-2 level requirement
based on a risk assessment and the
requirements of the CP.

O

534

The card bureau verifies the physical
integrity of ICCs upon receipt from the
card manufacturer.

N

535

ICCs are securely stored and under 0‘/
inventory control while under the Q

control of the card issuer. A

Card Preparation and Personah‘s@

5.3.6

The CA (or RA), as the cardyissuer,
controls ICC personalisation (the
loading of Co File (CDF)
data and its rglat ptographic keys).

5.3.7

Common data identify the ICC, the
card 1 smnd the cardholder are
store th€ card issuer in the ICC

C ata File (CDF). Common
&at'l ile (CDF) activation is performed

he CA (or RA), as the card issuer,
using a securely controlled process.

5.3.

ICC preparation processes and

procedures, including the following,

exist and are followed:

a) loading of the card operating system;

b) creation of logical data structures
(card file system and card security
domains);
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

c) loading of applications; and

d) logically protecting the ICC to
prevent unauthorised modification of
the card operating system, card file
system, card security domains, and
applications.

539

ICC personalisation processes and

procedures, including the following,

exist and are followed:

a) the loading of  identifying
information onto the card;

b) generation of subscriber key pair(s)
in accordance with the CP;

c) loading subscriber private key(s)
onto the ICC (if generated outside the
card) in encrypted form;

the ICC;
e) loading the CA and other Certificates
for the contractual env1ronme
the ICC; and ‘@
f) logically protecting e rom
unauthorised access:

d) loading subscriber Certificate(s) onto 0

5.3.10

The card bureau or CA2 (or RA) logs
ICC preparation a onalisation in
an audit log.

5.3.11

An ICC 1s no ed unless the card has

5.3.12

been red and personalised by the
card % he CA or the RA.
unusable unless in an
d or reactivated state.

ICC Storage and Distribution

5.3.13

ICCs are securely stored prior to
distribution.

5.3.14

Processes and procedures exist and are
followed for the distribution, tracking
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

and accounting for the safe receipt of
Subscriber ICCs to subscribers.

5.3.15

ICC initial activation data (initialising
PIN) is securely communicated to the
subscriber or where applicable the
Subscriber using an out-of-band method.
The subscriber is encouraged to change
the initial activation data upon receipt to
make the card active.

S

5.3.16

ICC distribution is logged by the card
bureau or CA (or RA) in an audit log.

Subscriber ICC Usage

5.3.17

The subscriber is provided with a
mechanism that protects the access to
the card data including the private keys

stored on the ICC during use by the ‘ )

Subscriber (i.e., PIN access contro
mechanism Cardholder Veri
Method).

5.3.18

The subscriber private ke
are not exported to anappli
undertake cryptographi
functions.

5.3.19

5.3.20

scriber is required to use an
1cation that displays the message or

the message’s digest to the subscriber
prior to signing message (or transaction)
data. The subscriber ICC application
produces audit logs of all uses of the
ICC. This also includes all attempts in
the private key owner verification

process.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

5.3.21

The ICC is used by the subscriber or
where applicable the Subscriber in
accordance within the terms of the CP.

ICC Deactivation and Reactivation

53.22

Application Data File (ADF)
deactivation can be performed only by
the CA, as the application supplier.

3

5.3.23

Common Data File (CDF) deactivation
can be performed only by the CA, as the
card issuer.

53.24

CDF reactivation is conducted under the
control of the CA, as the card issuer.

O
2O

5.3.25

ADF reactivation is conducted under the
control of the CA, as the application
supplier.

5.3.26

ADF deactivation, CDF deactivation
CDF reactivation, and ADF reactl
are logged. %

GO
R

ICC Replacement

5.3.27

Processes and proce%e: exist and are
followed for repl ofa
subscriber’s maged ICC.

5.3.28

In the event of Card loss or damage,
subs ertificates are renewed or
rekey€dyin accordance with the CP (see
cl ror! Reference source not

ﬂ . and Error! Reference source

found.).

ICC replacement is logged by the card
bureau or CA (or RA) in an audit log.

ICC Termination
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

5.3.30

All ICCs returned to the ICC or CA (or
RA) are deactivated or securely
destroyed to prevent unauthorised use.

5.3.31

Common Data File (CDF) termination is
controlled by the CA, as the card issuer.

5.3.32

ICC termination is logged by the card
bureau or CA (or RA) in an audit log.

3

5.4

Requirements for Subscriber Key
Management

WebTrust for CA Criteria - The CA

maintains controls to provide reasonable

assurance that:

e requirements for protection of
subscriber keys are communicated to

subscribers; and 03

e any subscriber key management to

practices disclosure.

provided by the CA suppo t)
requirements of the CA’Q@S

O
O

Subscriber Key Generati

54.1

The CP speci s@&ropriate ISO

19790/FIPS - el requirement for
cryptographic ules used for
subscf1 ey generation.

542

% neration
The CP specifies the acceptable key
sizes for subscriber key generation.

Subscriber Key Storage, Backup and
Recovery

544

The CA or RA provides or makes
available the mechanisms to allow the

Subscriber to access (i.e., private key
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

owner verification method), manage and
control the usage of their private keys.

545

The CP specifies the private key
protection requirements for stored
subscriber private keys.

54.6

The CP states the circumstances and
authority of when the subscriber’s
private key will be restored and the
control processes.

3

5.4.7

The CP specifies the private key
protection requirements for backup
copies of subscriber private keys stored
by the subscriber.

Subscriber Key Usage

5438

Subscriber Agreements describe the
required processes to be followed by t

cryptographic mechanism (e.g9
ICC and software applicati

Subscriber of any use of the E b

549

The CP specifies the ac
subscriber key pairs.

5.4.10

subscriber k

The CP specifi irements for

Subs:@ey rchival

5.4.11

gbspeciﬁes the private key

ection requirements for archived
subscriber private keys.

5.4.

The CP specifies the requirements for
destruction of archived subscriber keys
at the end of the archive period.

Subscriber Key Destruction
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

5.4.13

The CP specifies the means through
which subscriber key destruction is
performed.

54.14

The CP or CPS specifies the
requirements for destruction of all
copies and fragments of the subscriber's
private key at the end of the key pair life
cycle.

S

Subscriber Cryptographic Hardware
Life Cycle Management

54.15

If required, the CP specifies the
requirements for use and handling of
cryptographic hardware and subscriber
authentication processes (and
subsequent actions) where the
cryptographic hardware is in other

physical locations (i.e., an HSM 0:1

server).

2

>
O

attached to a mainframe or remote O

Subscriber Key Compromise @ %

5.4.16

The CP specifies the requi ts for
notification of the C n the

Criteria related to Certific

Lifecycle Management

Criteria

C pecified by ABC-CA

Tests of Controls Performed

Results of Tests

scriber Registration

6.1

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that:

For authenticated certificates
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verifies or requires that the JRe
the credentials presented @ bscriber

a) For individudl end entity certificates,
the CAo verifies the identity of
rson hose name is to be
& subscriber

d st1 1shed name ﬁeld of the

@ ficate. An  unauthenticated

&mdlwdual name is not included in the
subscriber distinguished name.

b) For  organisational  certificates
(including role based, server,
network resource, code signing, etc.),
the CA or RA verifies the legal
existence of the organisation’s name
and the authority of the requesting

party to be included in the

Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests
e subscribers are accurately identified
in accordance with the CA’s
disclosed business practices;
e subscribers’ domain names and [P
addresses are accurately validated in
accordance with the CA’s disclosed
business practices; and \
e subscribers’ certificate requests are Q
accurate, authorised and complete. O
For domain validated certificates
e Subscribers’ domain names are
accurately validated in accordance 0
with the CA’s disclosed business N O
practices; and
e Subscriber’s certificate requests are %&
accurate and complete. Q
Identification and Authentication ~
6.1.1 For authenticated certificates, th O
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’s public key contained in the
requesting entity’s Certificate Request to
verify signature on the Certificate
Request submission.

Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests
organisation  attribute in  the
subscriber distinguished name field
of the certificate. An unauthenticated
organisation name is not included in
a certificate.
c) For  organisational  certificates
containing a domain name of an \
organisation, the CA or RA verifies
the organisation’s ownership,
control, or right to use the domain
name and the authority of the
requesting party included in the
common name attribute of the
subscriber distinguished name field o O
of the certificate. An unauthenticated x
domain name is not included in a %
certificate. %
6.1.2 | For domain and/or IP address validated -
certificates, the CA validates or requirgs
that the RA validate (as detemﬁne%
the CP) the organisation’s ownegghi
control, or right to use thedo &me
and/or IP address.
6.1.3 | The CA or RA verifieg, the agCuracy of
the information incl d in the
requesting 1cate request in
accordance %
6.1.4 | The CA or RA checks the Certificate
Requ rrors or omissions in
accor with the CP.
6.1.5 entity certificates, the CA uses

The CA verifies the uniqueness of the
subscriber’s distinguished name within
the boundaries or community defined by
the CP.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

6.1.7

Encryption and access controls are used
to protect the confidentiality and
integrity of registration data in transit
and in storage.

At the point of registration (before
certificate issuance) the RA or CA
informs the Subscriber of the terms and
conditions regarding use of the
certificate.

S

Before certificate issuance, the CA
informs the Subscriber of the terms and
conditions regarding use of the
certificate.

Certificate Request

oy

6.1.10

The CA requires that an entity
requesting a certificate must prepare and

data (Registration Request) to an
the CA) as specified in the CP®

submit the appropriate certificate requ@

>

6.1.11

v
1
self-

The CA requires that the roem
entity submit its public @
signed message to the CA T¢

certification. The CA,fequires that the

requesting entity digitably sign the
Registration Req @ sing the private
key that relat e public key

contai in the Registration Request in
order t¢t
lo

a) @ he detection of errors in the
depificate application process; and

&prove possession of the companion
private key for the public key being
registered.

6.1.12

The certificate request is treated as
acceptance of the terms of conditions by
the requesting entity to use that
certificate as described in the Subscriber

Agreement.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

6.1.13

The CA validates the identity of the RA
authorised to issue registration requests
under a specific CP.

6.1.14

The CA requires that RAs submit the
requesting entity’s certificate request
data to the CA in a message (Certificate
Request) signed by the RA. The CA
verifies the RA’s signature on the
Certificate Request.

S

6.1.15

The CA requires that the RA secure that
part of the certificate application process
for which it (the RA) assumes
responsibility in accordance with the
CA’s CPS.

O

6.1.16

The CA requires that RAs record their
actions in an audit log.

S

6.1.17

The CA verifies the authenticity of the

with the CA’s CPS.

:0“
submission by the RA in accordance

6.2

Certificate Renewal (if supporﬂ:&‘o

WebTrust for CA Criteri he CA
maintains controls to;providé reasonable

assurance that certi renewal
requests are % authorised and

complete.

Ceﬁi@enewal Request

6.2.1

%’tiﬁcate Renewal Request

udes at least the subscriber’s
Distinguished Name, the Serial Number
of the certificate (or other information
thO at identifies the certificate), and the
requested validity period. (The CA will
only renew certificates that were issued
by itself.)

6.2.2

The CA requires that the requesting
entity digitally sign the Certificate
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

Renewal Request using the private key
that relates to the public key contained
in the requesting entity’s existing public
key certificate.

6.2.3

The CA issues a new certificate using
the subscriber’s previously certified
public key, only if its cryptographic
security is still sufficient for the new
certificate’s intended lifetime and no
indications exist that the subscriber’s
private key has been compromised.

S

6.2.4

For renewal of authenticated certificates,

the CA or the RA process the certificate
renewal data to verify the identity of the
requesting entity and to identify the
certificate to be renewed.

6.2.5

For domain validated certificates, the
CA or the RA process the certificate
renewal data to re-validate the domain 4
accordance with the requ1rements &
CP.

&“

6.2.6

6.2.7

have been revoked explred or

6.2.8

suspepd&

The (&/ e RA verifies that the

re cluding the extension of the
2 period, meets the requirements
gfined in the CP.

The CA requires that RAs submit the
Certificate Renewal Data to the CA in a
message (Certificate Renewal Request)
signed by the RA.

6.2.10

The CA requires that the RA secures
that part of the certificate renewal
process for which it (the RA) assumes
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

responsibility in accordance with the
CP.

6.2.11

The CA requires that RAs record their
actions in an audit log.

6.2.12

The CA verifies the authenticity of the
submission by the RA.

6.2.13

The CA verifies the RA’s signature on
the Certificate Renewal Request.

6.2.14

The CA checks the Certificate Renewal
Request for errors or omissions. This

function may be delegated explicitly to
the RA.

6.2.15

The CA or RA notifies Subscribers prior
to the expiration of their certificate of

the need for renewal in accordance wit
the CP. .

6.2.16

The CA issues a signed notiﬁoﬁtio%
indicating the certificate re
been successful.

6.2.17

The CA makes the new ce te
available to the end extity in"accordance
with the CP.

6.3

Certificate R

2

Webtéﬁr CA Criteria - The CA
mamtai

ing’controls to provide reasonable
ce that certificate rekey requests,
uding requests following certificate
revocation or expiration, are accurate,
authorised and complete.

6.3.1

A Certificate Rekey Request includes at
least the subscriber’s distinguished
name, the serial number of the
certificate, and the requested validity
period to allow the CA or the RA to
identify the certificate to rekey.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

6.3.2

The CA requires that the requesting
entity digitally sign, using the existing
private key, the Certificate Rekey
Request containing the new public key.

6.3.3

For authenticated certificates, the CA or
the RA processes the Certificate Rekey
Request to verify the identity of the
requesting entity and identify the
certificate to be rekeyed.

S

6.3.4

For domain validated certificates, the
CA or the RA process the Certificate
Rekey Request to re-validate the domain
in accordance with the requirements of
the CP.

6.3.5

The CA or the RA validates the
signature on the Certificate Rekey
Request.

6.3.6

The CA or the RA verifies the ex1stence
and validity of the certificate to be
rekeyed.

6.3.7

The CA or the RA verifies thaf the W

Certificate Rekey Reques
requirements defined infhe releyvant CP.

6.3.8

If an external RA is used, thyCA
requires that RAs suldmit the entity’s
certificate re tothe CAina
message sig RA.

6.3.9

If an external s used, the CA
requi t the RA secure that part of
the ¢ cate rekey process for which it

ires that external RAs record their
actions in an audit log.

(tj%) assumes responsibility.
6.3.10 ﬁ, xternal RA is used, the CA
re

6.3.1

If an external RA is used, the CA
verifies the RA’s signature on the
Certificate Rekey Request.

6.3.12

The CA or the RA checks the Certificate
Rekey Request for errors or omissions.

Insert report restriction

Page | 115




Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

6.3.13

The CA or RA notifies Subscribers prior
to the expiration of their certificate of
the need for rekey.

6.3.14

Prior to the generation and issuance of

rekeyed certificates, the CA or RA

verifies the following:

a) the signature on the certificate rekey
data submission;

b) the existence and validity supporting
the rekey request; and

c) that the request meets the
requirements defined in the CP.

S

6.4

Certificate Issuance

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that certificates are generated

and issued in accordance with the CA’e: )

disclosed business practices. A

6.4.1

accordance with ISO594/X.509 and
ISO 15782-1 in®rules as
disclosed withi P.

6.4.2

Validity periods$dre set in the CP and
are fi %9 in accordance with ISO
9594/X8509%and ISO 15782-1 as

within the CP.

dlfas
6.4.3 % ion fields are formatted in
a

t
ordance with ISO 9594/X.509 and
ISO 15782-1 as disclosed within the CP.

6.4.

The CA signs the end entity’s public key
and other relevant information with the
CA’s private signing key.

6.4.5

The CA publishes the certificate after
the certificate has been accepted by the
requesting entity as disclosed in the
CA’s business practices.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

6.4.6

When an RA is used, the CA notifies the
RA when a certificate is issued to a
subscriber for whom the RA submitted a
certificate request.

6.4.7

Certificates are issued based on
approved subscriber registration,
certificate renewal or certificate
rekey requests in accordance with the
CP.

D

6.4.8

The CA issues a signed notification to
the RA when a certificate is issued to a
subscriber for whom the RA submitted a
certificate request.

6.4.9

The CA issues an out-of-band
notification to the Subscriber when a
certificate is issued. Where this
notification includes initial activation
data, then control processes ensure safe
delivery to the Subscriber. o

6.4.10

or are suspended, copies of certi
&' of

are retained for the appropgi
time specified in the CP.

Whether certificates expire, are rev%w

6.5

Certificate Distribution

S

6.5.1

WebTrust fi iteria - The CA
makes the ce tes issued by the CA
avail e&\de ant parties using an
establighedmechanism (e.g., a
repesitory’such as a directory) in

nce with the CP.

6.5

y authorised CA personnel
administer the CA’s repository or
alternative distribution mechanism.

6.5.3

The performance of the CA’s repository
or alternative distribution mechanism is
monitored and managed.

6.5.4

The integrity of the repository or
alternative distribution mechanism is

maintained and administered.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

6.5.5

Where required under privacy
legislation, certificates are made
available for retrieval only in those cases
for which the subscriber’s consent is
obtained.

A

6.6

Certificate Revocation

)

WebTrust for CA Criteria - The CA
maintains controls to provide reasonable
assurance that certificates are revoked,
based on authorised and validated
certificate revocation requests within the
time frame in accordance with the CA’s
disclosed business practices.

O’Q

6.6.1

The CA provides a means of rapid
communication to facilitate the secure
and authenticated revocation of the
following:

a) one or more certificates of one
more subscribers; °
the set of all certificateggd %
CA based on a sing @ /private
key pair used by a o/ generate
certificates; and

all certificate &éd by a CA,
regardles

public/private key
pair used:

b)

@

%
RN

6.6.2

The
verify:
enf

Tt

ifies or requires that the RA
1dentity and authority of the
esting revocation of a
ate in accordance with the CP.

I external RA accepts revocation
requests, the CA requires that the RA
submit signed certificate revocation
requests to the CA in an authenticated
manner in accordance with the CP.

6.6.4

If an external RA accepts and forwards
revocation requests to the CA, the CA
provides a signed acknowledgement of
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Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests

the revocation request and confirmation
of actions to the requesting RA.

6.6.5 | The CA updates the Certificate

Revocation List (CRL) and other

certificate status mechanisms in the

timeframes specified within the CP and \

in accordance with the format defined in

ISO 9594/X.509 and ISO 15782-1.

6.6.6 The CA records all certificate revocation
requests and their outcome in an audit

log.
6.6.7 | The CA or RA may provide an Oel

authenticated acknowledgement o
(signature or similar) of the revocation x
to the entity who perpetrated the %
revocation request. Q

6.6.8 | Where certificate renewal is supported, ~
when a certificate is revoked, all valid

instances of the certificate are also O
revoked and are not reinstated.® aﬁ

6.6.9 The Subscriber of a revoked @

v
suspended certificate is @ 1 of the
change of status of its certifigate.

6.7 Certificate Suspensi&f supported)

WebTrust for Criteria - The CA
main controls to provide reasonable
assur%t certificates are suspended
based onjauthorised and validated
@te suspension requests within

time frame in accordance with the
CA’s disclosed business practices.

6.7. The CA provides a means of rapid

communication to facilitate the secure

and authenticated suspension of the

following:

a) one or more certificates of one or
more subscribers;
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Criteria

Controls specified by ABC-CA Tests of Controls Performed

Results of Tests

b) the set of all certificates issued by a
CA based on a single public/private
key pair used by a CA to generate
certificates; and

c) all certificates issued by a CA,
regardless of the public/private key
pair used.

6.7.2

The CA verifies or requires that the
external RA verify the identity and
authority of the entity requesting
suspension and reactivation of a

6.7.3

certificate in accordance with the CP. Q
If an external RA accepts suspension O
requests, the RA submits signed

certificate suspension requests to the CA c‘x

1n an authenticated manner in

6.7.4

accordance with the CP.
The CA or RA notifies the Subscriber in 0

the event of a certificate suspension.

o

6.7.5

@
Certificate suspension requests Xo
d

processed and validated ip7ac ce
with the requirements o C

6.7.6

The CA updates the Cgrtificate
Revocation List (C and other

certificate st 1sms upon
certificate su Changes in
certificate statu e completed in a time

fram ined by the CP.

6.7.7

$

Certifi are suspended only for the
al I¢ length of time in accordance

%{ e CP

Once a certificate suspension (hold) has
been issued, the suspension is handled in
one of the following three ways:

a) an entry for the suspended certificate
remains on the CRL with no further
action;

b) the CRL entry for the suspended
certificate is replaced by a revocation

entry for the same certificate; or

Insert rep

ort restriction

Page | 120




Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

c) the suspended certificate is explicitly
released and the entry removed from
the CRL.

6.7.9

A certificate suspension (hold) entry
remains on the CRL until the expiration
of the underlying certificate or the
expiration of the suspension, whichever
is first.

6.7.10

The CA updates the Certificate
Revocation List (CRL) and other
certificate status mechanisms upon the
lifting of a certificate suspension in
accordance with the CA’s CP.

D

6.7.11

The CA verifies or requires that the
external RA verify the identity and
authority of the entity requesting that the

6.7.12

suspension of a certificate be lifted.
Certificate suspensions and the lifting of 0

certificate suspensions are recorded in
an audit log.

6.8

Certificate Validation } \\:

maintains controls td'provide reasonable
assurance th. i mplete and
accurate certificatéstatus information
(including C&ate Revocation Lists
and o ificate status mechanisms)
is mad&available to relevant entities

(S ibers and Relying Parties or their
ents) in accordance with the CA’s

WebTrust for CA C:C'teria The CA

ﬁclosed business practices.

The CA makes certificate status

information available to relevant entities

(Relying Parties or their agents) using an

established mechanism in accordance

with the CP. This is achieved using:

a) Request Response Method — A
request signed by the Relying Party
to the Certificate Status Provider’s
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

responder. In turn, the Certificate
Status Provider’s responder responds
with the certificate status duly
signed. (OCSP is an example
protocol using this method.)

b) Delivery Method — A CRL signed by
the CA and published within the
policy’s time frame.

Certificate Revocation List (CRL)
Controls

S

6.8.2

The CA digitally signs each CRL that it
issues so that entities can validate the
integrity of the CRL and the date and
time of issuance.

>

6.8.3

no changes have occurred since the last
issuance.

o
The CA issues CRLs at regular v
intervals, as specified in the CP, even if 0
)

6.8.4

At a minimum, a CRL entry idgnti

a revoked certificate remains ong
CRL until the end of the ¢értifigate’s
validity period.

6.8.5

certificate suspensiofifthold) entry, with
its original a nd expiration
date remain on(the&RL until the normal
expiratign of&erﬁﬁca‘[e or until the
jon,is lifted.

If certificate suspensi%fs supported, a

6.8.6

CRLs"are archived in accordance with
t irements of the CP including the
et

d of retrieval.

CAs include a monotonically increasing
sequence number for each CRL issued
by that CA.

6.8.8

The CRL contains entries for all revoked
unexpired certificates issued by the CA.

6.8.9

Old CRLs are retained for the
appropriate period of time specified in
the CA’s CP.
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

6.8.10

Whether certificates expire, are revoked
or are suspended, copies of certificates

are retained for the appropriate period of

time as disclosed in the CP.

Online Certificate Status Protocol
(OCSP) (or other online status
mechanism) Controls

6.8.11

If an online certificate status collection
method (e.g., OCSP) is used, the CA
requires that certificate status inquiries
(e.g., OCSP requests) contain all
required data in accordance with the CP.

6.8.12

Upon the receipt of a certificate status
request (e.g., an OCSP request) from a
Relying Party or its agent, the CA
returns a definitive response to the
Relying Party or its agent if:

a) the request message is well formedz 0
e

b) the Certificate Status Proyi
responder is configured t® @

the requested service;
c) the request contain ‘@ drmation
(i.e., certificate identity/— Serial

number, OID, eté’) neéded by the

Certificate St vider responder
n accor the CP; and
d) the Ce e Status Provider’s

(@ 1s able to locate the
ficate and interpret its status.

se conditions are met, the CA
1ficate Status Provider produces a

&ed response message indicating the

certificate’s status in accordance with
the CP. If any of the above conditions
are not met then a status of unknown
may be returned.

A
%%

6.8.13

All response messages are digitally
signed and include all required data in
accordance with the CP.
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Criteria related to Subordinate CA and Cross Certificate Lifecycle Management Controls

maintains controls to provide reasonable

assurance that:

e subordinate CA and cross certificate
requests are accurate, authenticated
and approved;

e subordinate CA and cross certificate
replacement (renewal and rekey)
requests are accurate, authorised,
complete;

e new, renewed and rekeyed

in accordance with the
disclosed business practices;
e upon issuance, completg

Subordinate CA  and  cross
certificates are generated and issue
A‘ S )

2
ate

Subordinate CA Cross
certificates are available relevant
entities (Subscribers and Relying

Parties) in accordance with the CA’s
disclose '@ practices;

e subordin A and cross certificates

ar %ed ased on authorised and
V%{ certificate ~ revocation
ussts

; and
ly, complete and accurate
ertificate status information
(including CRLs and other certificate
status mechanisms) is made available
to any entity in accordance with the
CA’s disclosed business practices.

Criteria | Controls specified by ABC-CA Tests of Controls Performed | Results of Tests
Subordinate CA Certificate and Cross
Certificate Lifecycle Management

7.1 WebTrust for CA Criteria - The CA

Subordinate CA (Sub-CA) and Cross
Certificate Registration
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

7.1.1

The Parent CP specifies the
requirements for submission of Sub-CA
and cross certification requests.

The Parent CA authenticates the Sub-
CA or cross certificate request in
accordance with the Parent's CP.

The Parent CA performs an assessment
of the Sub-CA or cross certificate
applicant’s compliance with the
requirements of the Parent CA’s CP
before approving a Sub-CA or cross
certificate request, or alternatively the
Sub-CA or cross certificate applicant
presents its CPS for assessment.

Sub-CA and Cross Certificate Renewal

S

Where Sub-CA and cross certificate 0‘/
renewal is permitted, the Parent CA’s O

submission of Sub-CA or cros®

CP specifies the requirements for ;
certificate renewal requests

Parent CA authenticat@s the Sub-CA or
cross certificate r i
accordance e CA’s CP.

Sub-CA and Certificate Rekey

ents for submission of Sub-CA
y requests.

Tm%if CA’s CP specifies the

The Parent CA authenticates the Sub-
CA certificate rekey request in
accordance with the CP.

Sub-CA and Cross Certificate Issuance
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

7.1.8

The Parent CA generates certificates:

a) using the appropriate certificate
profile in accordance with the CP and
ISO 9594/X.509 and ISO 15782-1
formatting rules;

b) with the validity periods formatted in
accordance with ISO 9594/X.509,
ISO 15782-1 and the CP; and

c) where extensions are used, with
extension fields formatted in
accordance with ISO 9594/X.509,
ISO 15782-1 and the CP.

S

The Parent CA signs the Sub-CA or
cross certificate with the Parent CA's
private signing key.

Sub-CA and Cross Certificate
Distribution

7.1.10

The Parent CA makes Sub-CA and crdss
certificates available to relevalxt entiti

(e.g., Relying Parties) using an \’
established mechanism (e/g., 4
repository such as a dire %

accordance with the Parent @A’s CP.

Sub-CA and Cross Oﬁﬁcate
Revocation O

7.1.11

The Parent CA ;iﬁes the identity and

e entity requesting
a Sub-CA or cross
t€ in accordance with the Parent

A P.

Parent CA updates the Certificate
Revocation List (CRL) and other Sub-
CA or cross certificate status
mechanisms upon certificate revocation
in accordance with the Parent CA’s CP.

Sub-CA and Cross Certificate Status
Information Processing
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Criteria

Controls specified by ABC-CA

Tests of Controls Performed

Results of Tests

7.1.13

The Parent CA makes Sub-CA and cross
certificate status information available
to Relying Parties using an established
mechanism (e.g., CRL, OCSP, etc.) in
accordance with the Parent CA’s CP.

A

.\%

&

o
&
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COIltI’OlS based on WebTrust Principles and Criteria for Certiﬁcation
Authorities — S SL Baseline with Network Security

Criteria related to SSL Baseline Requirements Business Practices Disclosure

1ts website:

« SSL
Certificate
practices, policies
and procedures;

+  Cross
Certificates  that
identify the CA as
the Subject,
provided that the
CA arranged for or

accepted the
establishment of
the t

relationshi @
the S

Certificate at

C itment to
to the

&Iatest version of

the Baseline
Requirements for
the Issuance and
Management  of
Publicly-Trusted

Certificates issued
by the

Criteria | WebTrust Baseline Controls specified by ABC-CA | Tests of
Criteria Contrdls
Performaed
1 The CA discloses® on | Client ABC-CA's CPS is made

publicly available to subscribers Q
and any relying parties. It coversD

but is not limited to the topics in
RFC 3647. A

Client ABC-CA's CAs are
operated in accordance with the
WebTrust for Certificate
Authority criteria and the latest
version of the CA/Browser
Forum Baseline Requirements.
During each annual
.documentation review, the latest
versions of these standards are
reviewed, and internal
documentation is aligned with
updates that may apply.

Client ABC-CA makes its
Intermediate CA certificate
available from the Client A web

site. The exact location is linked
from the CPS.

On a monthly basis Client ABC-
CA monitors the requirements
set forth by relevant Root
programs and adapts its
procedures and practices as
necessary.
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Criteria | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests

Criteria Controls
Performed
CA/Browser
Forum.

2 The CA discloses in | Client ABC-CA's CPS is made
the Certificate Policy | publicly available to subscribers
(CP) and/or and any relying parties. It covers
Certification Practice | but is not limited to the topics in
Statement RFC 3647.
(CPS) that it includes
its limitations on
liability, if the CA
chooses to limit its Q
liability for . @
Certificates that are x
not issued or
managed in
compliance with these %
Requirements or its 0
Certificate Policy O
and/or Certification R %
Practice Statement. A

3 The Issuing CA Client ABC-CA's CPS is made
documents in its CP | publicly available to subscribers
or CPS that the and any relying parties. It covers
Certificates it issues%but is not limited to the topics in
containing th O RFC 3647.
specified pol
identifier(s) are
manage
accordagce With the
S ine

equifements.

4 Certificate The CPS is reviewed against the
Authority has controls | latest version of the Baseline
to provide reasonable | Requirements and is approved by
assurance that the CA | the CA Policy Authority and
CP and/or CPS that Client ABC-CA's legal team at
describes how the CA | least annually.
implements the latest
version of the
Baseline
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has controls to
provide reasonable
assurance that there is
public access to the
CP and/or CPS on a
24x7 basis, and the
content and structure
of the CP and/or CPS
are in accordance
with and include all
material required by
RFC 3647.

final authority and responsibility
for approving the Certification
Practices Statement, all
operational procedures, and the
Inventory documentation. All
revisions to the CPS are
numbered and relevant parties
are informed of updates through
Client ABC-CA's web site.q

O
O

Criteria | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
Criteria Controls
Performed
Requirements are
updated annually.
5 The CA and its Root | The CA Policy Authority has

4)

Client ABC-CA's CPS is made»
publicly available to subscribers
and any relying parties. It covers
but is not limited to the topics in

RFC 3647.  _INJY

The CPS is reviewed against the
latest version of the Baseline
Requirements and is approved by
the CA Policy Authority and

‘Client ABC-CA’s legal team at

least annually.

6 The CA discloses i

its Certificat 0@
(CP) and/or

Certifi

State

ion PraCtices

(CPEE T section
itsypolicy or
iac ce on processing
CAA (Certification
Authority
Authorisation) DNS
Records for Fully
Qualified Domain
Names that is
consistent with the

SSL Baseline
Requirements, and
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Client ABC-CA’s CPS discloses
under section 4.2 the CA's
practice for processing CAA
DNS records in adherence to the
latest version of the Baseline
Requirements.

Client A stores all issuance or
revocation events in an audit log.
Events are transferred from the
Certificate Authority server to a
log server over SSL, which then
writes the logs into the log
storage system. Certificate
Authority personnel do not have
write access to log storage
system entries. Audit logs
include certificate issuance and




WebTrust Baseline
Criteria

Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

specifies the set of
Issuer Domain Names
that that the CA
recognises in CAA
"issue" or "issuewild"
records as permitting
it to issue.

The CA maintains
controls to provide
reasonable assurance
that it logs all actions
taken, if any,
consistent with its
processing practice.

revocation, key generation and
logins by trusted personnel.

&

O

4>

7 The CA’s CP/CPS
provides a link to a
web page or an email
address for contacting
the person or persons
responsible for
operation of the CA.

Contact information for t x
Policy Authority is avgilab
within Client ABC-CA’s CPS
which made publicly available to
subscribers and any relying
parties., v}’

-

8 The CA has controls
to provide reasonable

access to its

All public versions of Client
ABC-CA’s CPS are available

website. Public access to the CPS
repository is read-only.

assurance that publicﬁonline on Client ABC-CA’s PKI

repository is (O
only.

Criteria related &aseline Requirements SSL Service Integrity

Cri Trust Baseline

riteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

Key Generation
Ceremonies

1.1 The CA maintains
controls to provide

reasonable assurance

ABC-CA key ceremonies follows
a formal key generation script in
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Pairs are created in
accordance with SSL
Baseline
Requirements Section
6.1.1.1.

ABC-CA engages a Qualified
Auditor to witness and opine on
its key generation ceremonies in
accordance with WebTrust for
CA 4.1

ABC-CA key pairs are generated
in a physically secured and
controlled environment in
accordance with WebTrust for
CA 3.4.

within secure cryptographic x
modules in accordance wi

ABC-CA key pairs are ge:ne-;ate@0

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
that Root CA and accordance with WebTrust for
Subordinate CA Key | CA 4.1

4>

Certificate Content
and Profile

WebTrust for CA 4.1. c‘

controls to provide
reasonable assurance
that the extensions,

2.1 The CA maintains ABC-CA C &ﬂyare is
controls to provide conﬁgwed%nemte serial
reasonable assurance e s% 1 than zero (0)
that Root, g at least 64 bits of
Subordinate, and output from a CSPRNG.
Subscriber certificates p
generated by the CA&
contain certifi tg
serial number%

iRinpSNat least 64
from a
2.2 e @A maintains ABC-CA CA software in
ofitrols to provide configured to generate x509 v3
easonable assurance | certificates.
that the version of
certificates issued are
of type x.509 v3.
2.3 The CA maintains ABC-CA CA software in

configured to generate x509 v3
certificates.
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Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

key sizes, and
certificate policy
identifiers (including
Reserved Certificate
Policy Identifiers) of
Root CA certificates
generated conform to
the Baseline
Requirements.

2.4 The CA maintains
controls to provide
reasonable assurance
that the extensions,
key sizes, and
certificate policy
identifiers (including
Reserved Certificate
Policy

Identifiers) of
Subordinate CA
certificates conform
to the Baseline
Requirements.

ABC-CA CA software in

x

00%
&

configured to generate x509 v3
certificates. ®

O

2.5 The CA maintains

controls to provide
reasonable asgtira
that the exten
key sizes, and
certifi icy
identi ncluding
Re@ﬂ ertificate
ﬂ dentifiers) of
criber certificates
enerated conform to
the Baseline
Requirements.

A CA software is

»AB
&onﬁgured to generate

certificates conforming to the
current versions of the Baseline
Requirements and its CP/CPS at
time of issuance, including
extensions, key sizes, and policy
identifiers.

2.6 The CA maintains
controls to provide
reasonable assurance
that with exception to

the requirements

ABC-CA CA software is
configured to generate RFC-5280
compliant certificates, except
where Baseline Requirements
specifies otherwise.
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Sections 7.1.2.1,
7.1.2.2,and 7.1.2.3,
all other fields and
extensions of
certificates generated
are set in accordance
with RFC 5280.

O

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
stipulated in the
Baseline
Requirements

4>

2.7 The CA maintains
controls to provide
reasonable assurance
that the validity
period of Subscriber
certificates issued
does not exceed the
maximum as
specified in the
Baseline

Requirements.

ABC-CA CA software is

certificates with a validity perio

longer than 825 days. x

s

X

2.8 The CA maintains

controls to provide

that it does not issue
certificates wi
extensions th

apply in the ¢
of the %&ntemet
unles
values
& within an OID
rc for which the
Applicant
demonstrates
ownership; or
b. The Applicant
can otherwise

demonstrate  the
right to assert the

configured to not issue subscribh&

A software is
ed to generate

current versions of the Baseline
equirements and its CP/CPS at
time of issuance.

reasonable assurance &.cierti cates conforming to the
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controls to provide
reasonable assurance
that it does not issue
certificates with
semantics that, if
included, will mislead
a Relying Party about
the certificate
information verified
by the CA

certificates are reviewed by a
Verification Specialist and
Manager for conformance to the
Baseline Requirements and its
CP/CPS prior to issuance.

&

O

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
data in public
context
2.9 The CA maintains The contents of ABC-CA

4>

ABC-CA CA software is \(

controls to provide
reasonable assurance
that for Subscriber
certificates issued:

2.10 | The CA maintains
controls to provide configured to not use t -1
reasonable assurance | hash algorithm.
that it does not issue 0
any new Subscriber or O
Subordinate CA ° %
certificates using the \'

SHA-1 hash
algorithm.

2.11 The CA maintains p ABCFCA CA software is
controls to provide %nﬁgured to compare the Issuer
reasonable as N of the generated certificate to
that the conte € | the subject DN of the issuing CA
Certificate Issue and only successfully issue the
Distingui Name | certificate if there is a match.
field s the
Su of the
@,i CA to support

ame chaining as
pecified in RFC
5280, section 4.1.2.4.
2.12 | The CA maintains ABC-CA CA software is

configured to ensure:

e The subjectAltName
extension 1is present and
contains at least one entry
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controls to provide
reasonable assurance
that it does not issue
certificates containing
a Reserved IP
Address or Internal
Name in the
subjectAltName
extension or

subject:com I\@
e field. §

automated verificati

determ'gle
Address

Verification Specialist and
anager for conformance to the

Baseline Requirements and its

CP/CPS prior to issuance.

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
e The e Each entry MUST be either: o
subjectAltName A dNSName containing the
extension is Fully-Qualified Domain
present and Name (Wildcard
contains at least| e FQDNs permitted); or o An
one entry iPAddress containing the IP
e Each entry MUST address of a server.
be either: o A
dNSName
containing the
Fully-Qualified ,Q
Domain ~ Name
(Wildcard e @
2.13 | The CA maintains ABC-CA CA software@ﬁs

7
The intains
contr

rovides

rea@ assurance
)@

All certificates
with a validity
period of more
than 30 days are
revoked as of 15

2.14

January 2019;

e Prior to 1
April 2019,
certificates

ABC-CA CA software is
configured to automatically reject
certificates containing underscore
characters in dNSNames.
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,g‘b’

domain labels in
dNSName entries
MAY be issued as
follows:
o dNSN
ame entries
may
include
underscore
characters
such that
replacing
all
underscore
characters
with
hyphen
characters
() would
result in a
valid

€rS

(0]
%&' racters
are not

placed in
the left
most

domain

label, and;
o Such
certificates
are not
valid  for

Zo

&

x

O
&

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
containing
underscore
characters  (“ )

,4)
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

longer than

30 days
« As of 1 April
2019, the CA does
not issue
certificates ~ with
underscore  (“_”)
characters in
dNSName entries;
and
« As of 1 May
2019, there are no
valid certificates
with  underscore
(“_”) characters in
dNSName entries.

4>

2.15

The CA maintains
controls to provide
reasonable assurance
that Subject
information of
Certificates conforms
to the Baseline

C
P
Requirements, %ﬁrtlﬁcates are reviewed by a

including:
« subje '0@
onName
. mﬁ::organi
zattOpNdme
@ ject:given
o

subject:surna
me

+ subject:street
Address

« subject:localit
yName

«  subject:stateO
rProvinceName

erification Specialist and
Manager for conformance to the
Baseline Requirements and its
CP/CPS prior to issuance.
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controls to provide
reasonable assurance

certificates O
technically
constrained usin®the

nameConStraints
exten conform to
the line

ments.

d that name-constrained

»
that Subordinate CA *{onform to the Baseline

equirements.

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
«  subject:postal
Code
«  subject:countr
yName
« subject:organi
zationalUnitName
«  Other Subject
Attributes
*  Subject field
requirements  if
Reserved
Certificate Policy
Identifiers are e ®
asserted x
«  Subject
Information  for %
Root and 0
Subordinate CA
certificates %O
)
2.16 | The CA maintains software is

ACq
2. iCA maintains

ontrols to provide
reasonable assurance
that it rejects a
certificate request if
the Public Key does
not meet the
requirements set forth
in Sections 6.1.5,

ABC-CA CA software is
configured to reject certificates
containing known weak keys and
other malformed keys.
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Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

6.1.6, orif it has a
weak Private Key
(such as a Debian
weak key).

Certificate Request
Requirements

3.1 The CA maintains
controls to provide
reasonable assurance
that the CA, prior to
the issuance of a
Certificate obtains the
following
documentation from
the Applicant:
1. A certificate
request, which
may be electronic;
2. An executed
Subscriber or
Terms of Use
Agreement, which
may be electronic;

and

3. Any addit

document

C dete ines

ne to meet
e Baseline

’@ flirements.

Subscribers are required to
submit a certificate signing
request and agree to the
Subscriber Agreement prior to
the issuance of a certificate.

R
&
o

.\%

&

O

e’ CA maintains
ontrols to provide
reasonable assurance
that the Certificate
Request is:

« obtained and
complete prior to
the issuance of
Certificates;

Certificate requests are obtained
and prior the issuance of the
certificate they are:

e signed by the authorized
individual (Certificate
Requestor)

e properly certified as to being
correct by the applicant
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Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

« signed by an
authorized
individual
(Certificate
Requester);

« properly
certified as to
being correct by
the applicant; and
« contains the
information
specified in
Section 4.2.1 of
the SSL Baseline
Requirements.

and contains the information
specified in Section 4.2.1 of the
SSL Baseline Requirements

»‘\

&

14)

Subscriber and
Subordinate CA
Private Keys

0‘7

33 The CA maintains
controls to provide
reasonable assurance
that it does not

archive the Subscriber
or Subordinate CA

Private Keys. O
Additionally:
- If the%( or
an f its
desigmated RAs
% ted the
&5 ate Key on
chalf of the
Subscriber or
Subordinate CA,
then the CA shall
encrypt the Private
Key for transport
to the Subscriber

or Subordinate
CA.

:'g

Private.key%a;y subscribers or
subordi s are encrypted
portation when generated
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

 If the CA or
any of its
designated RAs
become aware that
a Subscriber’s or
Subordinate CA’s
Private Key has
been
communicated to
an  unauthorized
person or  an
organization not
affiliated with the
Subscriber or
Subordinate CA,
then the CA shall
revoke all
certificates  that
include the Public
Key
corresponding  to
the communicated
Private Key.

« The CA onl&'
archives Q

Subscribe
Subordlnate

Q(ey if 1t
es
sation from

Subscriber or
ubordlnate CA.

A
&
¢

.\%

&

O

4>

Subscriber
Agreements and
Terms of Use

3.4

The CA maintains
controls to provide
reasonable assurance
that the CA, prior to
the issuance of a

Subscribers are required to agree
to the Subscriber Agreement
through the CA’s certificate
application process prior to the
issuance of a certificate. The

Insert report restriction

Page | 142




Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

Certificate, obtains a
Subscriber and/or
Terms of Use
agreement in
accordance with the
SSL Baseline
Requirements Section
9.6.3. That agreement
contains provisions
imposing obligations
and warranties on the

Application relating
to:
« the accuracy
of information
« protection of
Private Key
« acceptance of
certificate
« use of
certificate
« reporting and
revocation

. respo

%wl ge

« termination ofg
use of certificate *

Subscriber agreement contains
provisions imposing obligations
and warranties as stated in the
CA’s CP/CPS.

>
&5

&

O

atlon Practices

Veriﬁcation of
Domain Control

4.1 The CA maintains
controls to provide

reasonable assurance

Authorization for using Fully-
Qualified Domain Names
(FQDNS5s) in a certificate request
are validated by the CA in
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Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

that prior to issuing a
Certificate:
« the CA obtains

confirmation in

accordance with
the SSL Baseline
Requirements

Sections 3.2.2.4,
3.2.2.5,3.2.2.6 and
4.2.2 related to the
Fully- Qualified
Domain Name(s)
(including wildcard
domains and new
gTLDs

(generic top-level
domains)) and IP
address(es) listed in
the Certificate; and

« the CA
maintains records
of which
validation method,
including th
relevant

Baseline

Requirem%/

versi number,

us validate
main.

accordance with one of the
method listed in SSL Baseline
Requirements Sections related to
the Fully- Qualified Domain
Name(s) prior to issuance
(including wildcard domains and
new gTLDs (generic top-level
domains)) and IP address(es)
listed in the Certificate.

00%
&

x

&

O

4>

L J
erifi¢ation of
ject Identity

nformation

4.2 The CA maintains
controls to provide
reasonable assurance
that the following
information provided
by the Applicant is

verified directly by

Certificate requests are vetted in
accordance with SSL Baseline
Requirements — Subject Identity
requirements (SSL Baseline
Requirements Section 3.2.2.1),
including:
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

performing the steps
established by the
SSL Baseline
Requirements:
U
Identity (SSL
Baseline
Requirements Section
3.2.2.1)
+  DBA/Trade
name (SSL
Baseline
Requirements
Section 3.2.2.2)
«  Authenticity
of Certificate
Request (SSL
Baseline
Requirements
Section 3.2.5)
«  Verification of
Individual
Applicant
Baseline
Requirements
Section 3.2.3)
«  Verifieation of
Co

(SSL

Ba

%‘“& SSL

qu ents
on 3.2.2.3)

:'g

e DBA/Trade
Baseline
Section 3.2.2.2)

name

e Authenticity of Certificate
Baseline
Requirements Section 3.2.5)
Individual
(SSL  Baseline
Requirements Section 3.2.3)

Request  (SSL

e Verification of

Applicant

Verification of Country (SSL
Baseline Requirements Section
3.2.2.3)

00%
&

x

(SSL
Requirements

O
&

4>

CA maintains
ontrols to provide
reasonable assurance
that it inspects any
document relied upon
for identity
confirmation for
alteration or
falsification.

Identity information is vetted
against approved reliable data
sources.
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controls to provide
reasonable assurance
that it allows an
Applicant to specify
the individuals who
may request
Certificates. If an
Applicant specifies, in
writing, the
individuals who may
request a Certificate,
then the CA SHALL
NOT accept any
certificate requests
that are outside this
specification. The CA
SHALL provide an
Applicant with a list
of its authorized
certificate requesters
upon the Applicant’s
verified written
request.

requesters is obtained during the
subscriber registration
(application) process.

00%
&

<

x

&

O

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls

Performed
4.4 The CA maintains A list of authorized certificate

4>

controls to provide
reasonable assurance
that the CA does not

4.5 The CA maintains Qhe subjectcountryName field
controls to pr d@ hen present, is screened in order
reasonable asSufa to prevent reliance upon IP
that it screens p addresses assigned in countries
server; 1:@& to other than where the Applicant is
preve liafice upon | actually located.

IP esses assigned

i (Wies other than
e the Applicant

s actually located,

when the

subjectcountryName

field is present.

4.6 The CA maintains Initial identity validation

requirements (as defined the SSL
Baseline Requirements) used for
certificate requests are

Insert report restriction

Page | 146




Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

use any data or
document from a
source specified
under Section 3.2 of
SSL Baseline
Requirements to
validate a certificate
request, or re-use a
previously completed
validation conducted
by itself, if the data or
document was
obtained, or
validation completed
more than:
a) 39 months
prior to issuing the
certificate if the
certificate is
issued prior to 1

March 2018; and
b) 825 days prior
to issuing the
certificate if the
certificate S

issued on Or a @
March 20
And, %)ns
complgted Using
me s gpecified in
i 2.24.1 or
ion 3.2.2.4.5 are

ot re-used on or after
1 August 2018.

revalidated every 825 days prior
to issuing a certificate.

&

x

&

4>

4.7 The CA maintains
controls to provide
reasonable assurance
that the CA uses an
internal database of
all previously revoked

Certificate requests are checked
against an internal database of all
previously revoked certificates
and previously rejected
certificates due to suspected
phishing or other fraudulent
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Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
Certificates and usage or concerns to identify
previously rejected subsequent suspicious certificate
certificate requests requests.
due to suspected
phishing or other
fraudulent usage or
concerns to identify
subsequent suspicious O
certificate requests.
4.8 The CA maintains Documented procedures for High
controls to provide Risk Certificates are defined and
reasonable assurance | implemented that identify and Q
that the CA identifies | require additional verificatien
high risk certificate activity for High Risk Certi 1%
requests and conducts | Requests prior to the Cert'é S
additional verification | approval, as reasonabl% sary
activities in to ensure that such are
accordance with the | properly verifie G
SSL Baseline é
Requirements. e ( \?
4.9 The CA maintains Datz u& e evaluated for its
controls to provide ] , accuracy, and
reasonable assurance |re e to alteration or
that, prior to using a g falsification prior to being
data source, the CA &onsidered as a reliable data
evaluates the dat source by the CA.
source’s accu
reliability i
accor with the
requiréments set forth
in 3¢ 3.2.2.7 of
e Baseline
irements.
4, or certificates issued | CAA (Certificate Authority
on or after 8 Authorisation) records are
September 2017, the | checked, and, if present, the
CA maintains associated records are processed
controls to provide and the certificate(s) are issued in
reasonable assurance | accordance with the requirements
that as part of the set forth in Section 3.2.2.8 of the
issuance process, it SSL Baseline Requirements.

Insert report restriction

Page | 148




Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

checks for CAA
(Certificate Authority
Authorisation)
records, and, if
present, processes
these records and
issues certificates in
accordance with the
requirements set forth
in Section 3.2.2.8 of
the SSL Baseline
Requirements.

O

4.11 The CA maintains
controls to provide
reasonable assurance
that it documents
potential certificate
issuances that were
prevented by a CAA
record in sufficient
detail to provide
feedback to the
CA/Browser Forum

on the circumstances.

Potential certificate issuances t

were prevented by CAA re oﬁ

are logged with details to %\ e
S

feedback to the CA/Br%

Forum on the circw

.\%

Certificate Issuance
by a Root CA~”

4.12

The CA main&O
contro provide
reaso &,ﬂurance
that Ce ate

is % y the Root
g 1l require an

individual authorized

y the CA (i.e. the
CA system operator,
system officer, or PKI
administrator) to
deliberately issue a
direct command in
order for the Root CA
to perform a

Certificate issuance by a Root
CA follow a documented key
ceremony process, and is
administered by individual
authorized CA system operator
(with a witness) to deliberately
issue a direct command, in order
for the Root CA to perform a
certificate signing operation.

Insert report restriction

Page | 149




controls to provide
reasonable assurance
that a process is
available 24x7 that
the CA is abl Q
accept and respOn
revocation requ

and C ate
Probl equests,
t e CA

a process for
crlbers to request
evocation of their
own certificates.

orm that allows for
availability to accept
ertificate Problem Requests
and automated tickets are
created to respond to requests
timely.

e The CA provides subscribers
with a web-based application
to support authentication and
indicate revocation of
certificates.

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
certificate signing
operation.
4.13 The CA maintains Root CA private keys are used to
controls to provide sign certificates in the following
reasonable assurance | cases:
that Root CA Private |e Self-signed Certificates to
Keys are not used to represent the Root CA itself;
sign certificates, e Certificates for Subordinate
except as stipulated in CAs and Cross Certificates;
the Baseline e Certificates for infrastructure
Requirements. purposes (administrative role
certificates, internal C
operational 6evi®
certificates); and §
Certificates fo @ P
Response Ver'@n
Certificate 0
Revocation and Status O
Checking ‘_%
5.1 The CA maintains . C w maintains a web-

5.2 The CA maintains
controls to provide

reasonable assurance

that it:
+ has the
capability to

The CA maintains a web-based
form that allows for 24x7
availability to accept Certificate
Problem Requests and automated
tickets are created to respond to
requests timely.
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Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

Criteri | WebTrust Baseline

a Criteria
accept and
acknowledge
Certificate

Problem Reports
on a 24x7 basis;

+ identifies high
priority Certificate
Problem Reports;

« begin
investigation  of
Certificate
Problem Reports
within 24 hours
and provide a
preliminary report
on its findings to
both the
Subscriber and the
entity who filed
the Certificate
Problem Report:

« decides
whether
revocation or oth

appropriate, acti
1s warranted, 6
« ifrevocatipn is
de m the
ap%r/ e action,
% apsed time
receipt of the
&Certiﬁcate

Problem Report or
revocation request
and

revocation status
information does not
exceed the timelines
in SSL Baseline

The ticketing system assigns a
high priority to certificate
problem requests and notifies the
proper level of support to begin
an investigation within 24 hours
of receipt.

The CA begins investigations of
Certificate Problem Reports
within 24 hours and provides a
preliminary report on its findings
to both the Subscriber and the
entity who filed the Report when
it becomes available. °
Upon completion of a Certifi

Problem Report investigationg, i
revocation is deemed t
appropriate action, %sed
time from receipt@

Certificate Proplem Report or

>

O

4>
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

Requirements 4.9.1.1;
and

»  where
appropriate,
forwards such
complaints to law
enforcement.

53

The CA maintains
controls to provide
reasonable assurance
that Subscriber
Certificates are
revoked within 24
hours if any of the
following events
occurs:
1. The
Subscriber
requests in writing
that the CA revoke
the Certificate;
2. The
Subscriber notifies

authorize
do \[!; not
re&%‘u ly grant
zation;
he CA
btains evidence
that the
Subscriber’s
Private Key

corresponding  to
the Public Key in
the Certificate
suffered a Key
Compromise; or

the CA that th&

original cegtifj

request @
nd

The CA provides subscribers
with a web-based application to
support authentication and
indicate revocation of certificates.

Subscriber certificates are
revoked automatically wi

hours in the occurrenc
subscriber-initiated from

the web-based a

1bed in WTBR

In the Wenﬁc
2-5.3 ux' r revocations are

traCkedWin the ticketing system
andyevgked timely.

Subscriber certificates are
revoked within 5 days in the

‘D
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

4. The CA
obtains evidence
that the validation
of domain
authorization or
control for any
Fully-Qualified

Domain Name or
IP address in the
Certificate should
not be relied upon.

And, Subscriber
Certificates are
revoked within 5 days
if any of the
following events
occurs
1. The
Certificate no
longer complies
with the
requirements  of

2. The
obtains

&& rtlﬁcate
e aware that a
ubscriber has

violated one or
more of its
material
obligations under
the Subscriber
Agreement or
Terms of Use;

Sections 6.1.5 and(!
6.1.6; @

occurrence of any event
described in WTBR 2-5.3.

s

.\%

A
c)%

O
&

14)
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

4. The CA is
made aware of any

circumstance
indicating that use
of a
FullyQualified

Domain Name or
IP address in the
Certificate is no
longer legally
permitted (e.g. a
court or arbitrator
has revoked a
Domain Name
Registrant’s right
to use the Domain
Name, a relevant

licensing or
services
agreement
between the

Domain Name
Registrant and the
Applicant

Domain
Registrant has

fa renew the
ame)
e aware that a
ildcard

Certificate has
been used to
authenticate a
fraudulently
misleading
subordinate Fully-
Qualified Domain
Name;

%X
terminated, (])\@

A
&
¢

.\%

&

O

4)

Insert report restriction

Page | 154




Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

6. The CA is
made aware of a
material change in
the  information
contained in the
Certificate;

7. The CA is
made aware that
the Certificate was
not issued in
accordance with

these
Requirements or
the CA’s

Certificate Policy
or  Certification
Practice
Statement;

8. The CA
determines  that
any of the
information
appearing in the

Certificate is’
inaccurate;

9. The C

1&&5 under

1 ements

&evoked or

terminated, unless
the CA has made
arrangements  to
continue
maintaining  the
CRL/OCSP
Repository;

>
&5

&

O

.
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

10. Revocation is
required by the
CA’s Certificate
Policy and/or
Certification
Practice
Statement; or

11. The CA is
made aware of a
demonstrated  or
proven  method
that exposes the
Subscriber's
Private Key to
compromise,
methods have
been  developed
that can easily
calculate it based
on the Public Key
(such as a Debian
weak key, see
http://wiki.debian.

evidence
spec1ﬁc

& enerate
te Key

org/SSLkeys), &
if there i m

A
&
¢

.\%

&

O

4>

54

& A maintains
ontrols to provide
reasonable assurance
that Subordinate CA
Certificates are
revoked within 7 days
if any of the
following events
occurs:

Subordinate CA Certificates are
revoked within 7 days in the

occurrence of any event
described in WTBR 2-5.4.
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@ Issuing CA

CA notifies the
Issuing CA that
the original
certificate request
was not authorized
and does not
retroactively grant
authorization;

3) The Issuing CA
obtains evidence
that the
Subordinate CA’s
Private Key
corresponding  to
the Public Key in
the Certificate
suffered a Key
Compromise or no

longer complie&'
with

requirem @
SSL ine

R gnﬁents
Se% .1.5 and
btains evidence
that the Certificate
was misused;
5) The Issuing CA is

made aware that
the Certificate was

not issued in
accordance with
or that

00%
&

x

&

O

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
1) The Subordinate
CA requests
revocation in
writing;
2) The Subordinate %
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

Subordinate CA
has not complied
with these
Baseline
Requirements or
the applicable
Certificate Policy
or  Certification
Practice
Statement;

6) The Issuing CA
determines  that
any of the

information
appearing in the
Certificate is
inaccurate or
misleading;

7) The Issuing CA or
Subordinate CA
ceases operations
for any reason and
has not made

provide
revocation stpport

fo Certificate;
8) Thellsstiing CA’s
% ubordinate

s right to issue
ertificates under

these
Requirements
expires or s
revoked or
terminated, unless
the Issuing CA has
made

arrangements  to

P
arrangements  fi
another &

x

00%
&

&

O

.
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Criteri

WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

9)

continue
maintaining
CRL/OCSP
Repository; or
Revocation is
required by the
Issuing CA’s
Certificate Policy
and/or
Certification
Practice
Statement;

the

&>

4>

5.5

tic
&Requirements

The CA maintains
controls to provide

reasonable assurance
that the CA:

- makes
revocation
information
available via the
cRLDistributionP
oints and/or
authorityInformati
onAccess
certificate Q
extension&
Subordinate YCA
an bscriber
Cefttificates in

ance with
SSL Baseline

Section 7.1.2.
«  for high-traffic

FQDNS,
distributes its
OCSP responses

in accordance with

®
The CA makes revocation

i
information available via %

cRLDistributionPoints 1fjeate

extension for Subordi ﬁA

and Subscriber Ceftifi¢ates.

The CA makes(revocation

inform%tior% le via the

authority, ationAccess
%ﬂension for

late CA and Subscriber

gor high-traffic Fully Qualified

omain Names, the CA
distributes its OCSP responses in
accordance with SSL Baseline
Requirements.
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Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
SSL Baseline
Requirements.

5.6 The CA maintains
controls to provide
reasonable assurance
that an online 24x7
Repository is
provided that
application software
can use to
automatically check
the current status of
all unexpired
Certificates issued by
the CA, and:
« for the status
of Subscriber
Certificates: o If
the CA publishes a
CRL, then the CA
shall update and
reissue CRLs at

least once every

and the valu

the ne
field mus be
m @ten (10)
da% ond the
of  the
Wpdate field,
&and
o The
CA  shall
update
informatio
n provided
via an
Online
Certificate

The CA maintains an online
repository with 24x7 availability
that application software can use
to automatically check the current
status of all unexpired
Certificates issued by the CA.
For the status of Subscriber
Certificates, CRLs are configured
to update and reissue at least once
every seven (7) days, and the
value of the nextUpdate field
must not be more than ten

days beyond the value o %
thisUpdate field based

approved templates o pts.

For Subscriber ates,
information r@d via an
OCSP & C%Hed to updated at
leasteucTfotr (4) days and
esponses must have a
expiration time of ten

seven (7) daysyff(10) days.
r the status of Subscriber

Certificates, CRLs are configured
to update and reissue at least once
every seven (7) days, and the
value of the nextUpdate field
must not be more than ten (10)
days beyond the value of the
thisUpdate field based on
approved templates or scripts.
For Subscriber Certificates,
information provided via an
OCSP is configured to updated at
least every four (4) days and
OCSP responses must have a
maximum expiration time of ten
(10) days.

O
O

4)
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. the status

bordinate CA

ertificates o The

CA shall update

and reissue CRLs

at least (i) once

every twelve

(12) months and (ii)
within 24 hours after

revoking a
Subordinate CA

twelve (12) months and withi
hours after revoking a

subordinate CA Certif%
Revocation inférmation is
availab%e t n OCSP
capabilitju the GET method

fopCe %es issued in
i % ce with the SSL

asclirie Requirements.

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed

Status For subordinate CA Certificates,

Protocol CRLs are configured to update

(OCSP) at | and reissue at least once every

least every | twelve (12) months and within 24

four (4) | hours after revoking a

days  and | subordinate CA certificate. The >

OCSP value of the nextUpdate field

responses | Must not more than twelve O

must have a | months beyond the value of the

maximum thisUpdate 'ﬁeld. '

- For subordinate CA Certificates,

expiration |, . . .

time of ten 1nformgt1on provided via an Q

(10) days. OCSP is updated at least evgry
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

Certificate, and the
value of the
nextUpdate field must
not be more than
twelve months
beyond the value of
the thisUpdate field;
and
o The
CA  shall
update
informatio
n provided
via an
Online
Certificate
Status
Protocol at
least (1)
every
twelve (12)
months and
(i) within

24 hours
after :&

revioki
Su inat
CA

&’tiﬁcate.
. CA makes

ation

ormation
available through
an OCSP
capability  using
the GET method
for Certificates
issued in
accordance with

00%
&

x

&

O

4>
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Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
the SSL Baseline
Requirements.

5.7 The CA maintains The CRL operated by the CA are
controls to provide subject to automated monitoring
reasonable assurance | to test response times of ten
that the CA operates | seconds or less under normal
and maintains its CRL | operating conditions.
and OCSP capability
with resources
sufficient to provide a
response time of ten 0
seconds or less under
normal operating e ®
conditions. ,\3

The OCSP Responder *@l
by the CA is subjecto mated
monitoring to tes\@\se times
of ten seconds nder
normal ope i@mditions.

[

5.8 The CA maintains onfigures CRLs to
controls to provide re g/fevocation entries on a
reasonable assurance pCRL/until after the Expiry Date
that the CA does no &f the revoked certificate.
remove revo o¢
entries on a é&

OCSP Response ¥ntil

after t %’y Date

of the ed

b

& The CA configures CRLs to
remove revocation entries on a
CRL until after the Expiry Date
of the revoked certificate.

59 The CA maintains The CA maintains an OCSP
controls to provide responder to respond to OCSP
reasonable assurance | requests. The OCSP responder is
that OCSP responses | implemented by an RFC 5019-
conform to RFC6960 | compliant server, backed by a

local repository of known
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

and/or RFC5019, and
are signed either:
« by the CA that
issued the
Certificates whose
revocation status
is being checked,
or
« by an OCSP
Responder whose

Certificate 1S
signed by the CA
that issued the

Certificate whose
revocation status is
being checked (the
OCSP signing
Certificate must
contain an extension
of type id-pkix-ocsp-
nocheck, as defined
by RFC6960).

certificate serial numbers and
statuses. Responses to OCSP
requests are signed with an OCSP
certificate signed by the CA.

00%
&

x

&

O

4>

5.10

The CA maintains
controls to provide
reasonable ass

a
that OCSP re r@

by CA’s whic e
not be &hnic lly
constr% i

an

acc with SSL

%}Arements Section
.1.5 do not respond

with a “good” status
for Certificates that
have not been issued.

The' @CSP Responder software is

&gn igured to not respond with a

svood” for certificates which
have not been issued by the CA.

EMPLOYEES AND
THIRD PARTIES

6.1

The CA maintains
controls to verify the

ABC-CA maintains controls to
provide reasonable assurance that
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

6.2

identity and
trustworthiness of an
employee, agent, or
independent
contractor prior to
engagement of such
persons in the
Certificate
Management Process.

X
,{,‘Z?'

personnel and employment
practices enhance and support the
trustworthiness of the CA's
operations. On an annual basis,
personnel are trained, and
successful completion of the
training is registered.

Where legally permitted, ABC-
CA conducts background checks
on new employees. Employees
are continuously evaluated during
performance reviews.

O

ABC-CA provides CA specific
training information to new, )
employees who work in a trusted
role within the CA environment
to ensure they are aware of the
procedures and policies that
apply to their respective position.
Training is repeated annually,
and attendance is registered.
Engineers must complete an
examination prior to being able to
issue certificates.

Engineers must formally request
‘authorization to access CA
systems and the CA facilities, and
require approval from the CA
Policy Authority. Engineers must
be formally de-registered once
they no longer require access.
The departed user's account is
removed from the CA systems
and from relevant groups within
four (4) days of the date on which
the user has left the CA
Organization.

The CA maintains
controls to provide
reasonable assurance
that:
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ABC-CA maintains controls to
provide reasonable assurance that
personnel and employment
practices enhance and support the




Criteri

WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

;ﬁm

the CA provides
all personnel
performing
information
verification duties
(Validation
Specialists) with
skills-training that
covers basic
Public Key
Infrastructure
(PKI) knowledge,
authentication and
vetting  policies
and  procedures
(including the
CA’s Certificate
Policy and/or
Certification
Practice
Statement),
common threats to
the  information
verification
process (i

|
phishing “@

social enginégring
ta 1c&e}nd these
Requirements.

maintains
of such

raining and
ensures that
personnel
entrusted with
Validation
Specialist ~ duties

maintain a skill
level that enables
them to perform

trustworthiness of the CA's
operations. On an annual basis,
personnel are trained, and
successful completion of the
training is registered.

Where legally permitted, ABC-
CA conducts background checks
on new employees. Employees
are continuously evaluated during
performance reviews.

O

ABC-CA provides CA specific
training information to new
employees who work in a truste
role within the CA environmenty
to ensure they are aware of the
procedures and policies that™”
apply to their respective position.
Training is repeated annually,
and attendance is registered.
Engineers must complete an
examination prior to being able to
issue certificates.

>

Engineers must formally request

*'authorization to access CA

systems and the CA facilities, and
require approval from the CA
Policy Authority. Engineers must
be formally de-registered once
they no longer require access.
The departed user's account is
removed from the CA systems
and from relevant groups within
four (4) days of the date on which
the user has left the CA
Organization.
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Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

Criteri | WebTrust Baseline

a Criteria
such duties
satisfactorily.

e the CA documents
each  Validation

Specialist
possesses the
skills required by
a task before
allowing the
Validation
Specialist to
perform that task.
e the CA requires all
Validation

Specialists to pass
an  examination
provided by the

AY
&

&

O

4>

controls to provide
reasonable assurance
that before the CA
authorizes a
Delegated Third Party
to perform a
delegated function,

Client A CA Environment as
Client A does not use delegated
third party personnel to issue
certificates.

CA on the O
information
verification e %
requirements \'
outlined in the
Baseline I
Requirements. *

e all perso @
Trusted
maintain kill
leyels'§, consistent
with e CA’s
w g and

&p formance

rograms.
6. The CA maintains N/A - Not Applicable for the N/A N/A
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

&mem or (b)

the CA contractually

require the Delegated

party to:

e meet
qualification
requirements  of
the Baseline
Requirements
Section 5.3.1,
when applicable to
the delegated
function;

e retain
documentation in
accordance  with
the Baseline
Requirements
Section 5.5.2;

e abide by the other
provisions of the
Baseline
Requirements that
are applicable to
the delegate&
function;

e comply Wi hQ

the A’s

R
P /Certificatio
Practice

the

he Delegated
Third Party’s
practice statement
that the CA has
verified complies
with these
Requirements.

00%
&

x

&

O

.
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

6.4

The CA maintains
controls to provide
reasonable assurance
that the CA verifies
that the Delegated
Third Party’s
personnel involved in
the issuance of a
Certificate meet the
training and skills
requirements of
Section 5.3.3 and the
document retention
and event logging
requirements of
Section 5.4.1.

N/A - Not Applicable for the
Client A Trust Services CA
Environment as Client A does not
use delegated third party
personnel to issue certificates.

x

Cn

&

N/A

O

N/A

4)

6.5

For High Risk
Certificate Requests,
the CA maintains
controls to provide
reasonable assurance
that the CA verifies
that the Delegated
Third Party’s

P
processes to identify &
and further vegi y@

High Risk Cettifi
Requests meets

requir mﬁof the

CA’s processes

for 1sk
r%te Requests.

N/A - Not Applicable for the
Client A Trust Services CA
Environment as Client A does not
use delegated third party
personnel to issue certificates.

N/A

N/A

CA maintains
ontrols to provide
reasonable assurance
that the CA internally
audits each Delegated
Third Party’s
compliance with the
Baseline

N/A - Not Applicable for the
Client A Trust Services CA
Environment as Client A does not
use delegated third party
personnel to issue certificates.

N/A

N/A
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controls to provide
reasonable assurance
that the CA records
details of the acti
taken to proc D
certificate req nd
to iss ertificate,
inclu a

infommation generated

ohnection with the
certificate request; the
time and date; and the
personnel involved.
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validated according to certificate
issuance procedures, which

*’includes validating ownership of

the Common Name, and the
authority of the requester.
Certificates issued can be tracked
back to a ticket in the ticketing
system. Requests must be made
in compliance with the CPS.

/

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
Requirements on an
annual basis.
6.7 The CA maintains Client ABC-CA’s CAs are
controls to provide operated in accordance with the
reasonable assurance | WebTrust for Certificate
that the CA does not | Authority criteria and the latest
accept certificate version of the CA/Browser
requests authorized Forum Baseline Requirements.
by an Enterprise RA | During each annual
unless the documentation review, the latest
requirements in SSL | versions of these standards are
Baseline reviewed, and internal Q
Requirements Section | documentation is aligned with
1.3.2 are met, and the | updates that may apply. x
CA imposes these %
requirements on the %
Enterprise RA, and
monitors compliance ‘0
by the Enterprise RA. Q
DATA RECORDS .AOJ
7.1 The CA maintains Any certificate request is

Client A stores all issuance or
revocation events in an audit log.
Events are transferred from the
Certificate Authority server to a
log server over SSL, which then
writes the logs into the log
storage system. Certificate
Authority personnel do not have
write access to log storage system
entries. Audit logs include
certificate issuance and




Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
revocation, key generation and
logins by trusted personnel.
All tickets and log records related
to the request verification,
issuance or revocation of a
certificate is kept for a total of at
least seven (7) years after the
expiration time of that certificate.
7.2 The CA maintains Client A stores key lifecycle
controls to provide management, CA and Subscriber
reasonable assurance | Certificate lifecycle management
that the following events, and security events in an
events are recorded: | audit log that is retained for at ®
e CA key lifecycle | least seven years. Certificate
management Authority personnel do not have
events, including: | Write access to log egtries.,‘/
o key An audit trail of all access to the
generation | CA facilities is maintained which
, backup, | is tracked in an audit log. All
storage, access to the CA systems is
recovery, | recorded in both physical access
archival, |logs and in the formal approval
and process signed off by the CA
destructio aff Policy Authority and are retained
n *’for at least seven years.
-
hic ice
&ff:cycle
nageme
nt events.
@ and
&Subscriber
Certificate
lifecycle
management
events, including:
o Certificate
Requests,
renewal
and re-key
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

requests,
and
revocation
o all
verificatio
n activities
stipulated
in the
Baseline
Requireme
nts and the
CA’s
Certificati
on Practice
Statement
o date, time,
phone
number
used,
persons
spoken to,
and end
results of

te
calls

@ceptance
d
rejection

(D of
& certificate
requests
o issuance of
Certificate

S

o generation
of
Certificate
Revocatio

verificatioal]
lghbas)

00%
&

A\

O
&
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a Criteria

Criteri | WebTrust Baseline

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

n
and

e security
including:

and

ul

o PKI

fai
an
ano

d

and

include
following
elements:

Lists

(CRLs)

OCSP

entries.

events,

o successful

unsuccessf

PKI

system
access
attempts

and

security
system
actions
performed

o security
profile
changes

O system
crashes,
hardware

=

ies

oM firewall

router

activities

@) entries  to

exits

from CA
facility.
e Log entries must

the

A\

00%
&

&

O

.
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controls to provide
reasonable assurance
that all documentation
relating to certificate
requests and the
verification thereof,
and all Certifi
and revocatio
thereof, is retai for

at lea en years
after Cettificate
bas n fhat

C ntation ceases
t valid.

2N

to the request verification,
issuance or revocation of a
certificate is kept for a total of at
least seven years after the

.expir,ation time of that certificate.

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
o Date and
time of
entry
o Identity of
the person
making the
journal
entry
o Descriptio
n of entry
7.3 The CA maintains All tickets and log records related Q
controls to provide to the request verification, ®
reasonable assurance | issuance or revocation ofa A,
that audit logs certificate is kept for a total of at”
generated are retained | least seven years after the_v
for at least seven expiration time of that certificate.
years. ‘/\) i
7.4 The CA maintains All tickets and log records related

UDIT

&S

The CA maintains
controls to provide
reasonable assurance
that for Subordinate
CAs that are
considered technically
constrained in

N/A - Not Applicable for the
Client A Trust Services CA
environment as Client A does not
have any Subordinate CAs that
are considered technically
constrained in accordance with

N/A

N/A
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Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

accordance with SSL

Baseline
Requirements Section
7.1.5, the CA:

e monitors the

Subordinate CA’s
adherence to the
CA’s Certificate
Policy and the
Subordinate CA’s
Certification
Practices
Statement; and

e performs quarterly
assessments
against a
randomly selected
sample of at least
three percent (3%)
of the Certificates
issued by the
Subordinate CA in
the period
beginning
immediate
the last
was  take to

e r& all
e
@irements are

et.

o

SSL Baseline Requirements
Section 7.1.5

00%
&

x

&

O

4>

8. he CA maintains
controls to provide
reasonable assurance
that for Subordinate
CAs that are NOT
considered technically
constrained in
accordance with SSL
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The CA infrastructure is audited
annually against the WebTrust
Principles and Criteria for
Certification Authorities as well
as the CA/Browser Forum SSL
Baseline Requirements. Client A
publishes the audit report in a
public repository and shares it




Requirements Section
7.1.5, the CA verifies
that Subordinate CAs
that are not
technically
constrained are
audited in accordance
with SSL Baseline
Requirements 8.4.

required or contractually agreed
upon.

Criteri | WebTrust Baseline Controls specified by ABC-CA | Tests of Results of Tests
a Criteria Controls
Performed
Baseline with external stakeholders where

On an annual basis Client A
requests the latest audit report
from all externally operated
subordinate CAs which are cross-
signed by a Client A CA. Based
on the report, Client A validates
that the concerned subordinate
CAs meet the relevant
compliance requirements.

O

4>

8.3

For certificates issued
before 11 August
2017, the CA
maintains controls to
provide reasonable
assurance that if the
CA uses a Delegated
Third Party that is not
an Enterprise and is
not currently audited,
prior the certificate
issuance, the CA
ensures the domain

Requi ts Section
3.2.2. address
ver ion under
ection 3.2.2.5 has
performed by
he Delegated Third
Party by either:

e using an out-of-
band mechanism
involving at least
one human who is
acting on either on
behalf of the CA

S
control valid ro
process requi

under SSL Baseliite

N/A - Not Applicable for the
ABC-CA CA Environment as
client does not use delegated
third party personnel to issue
certificates. gl

.\%

/A

N/A
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Criteri

WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

or on behalf of the
Delegated Third
Party to confirm
the authenticity of
the certificate
request or the
information
supporting the
certificate request;
or

performing  the
domain  control
validation process
itself.

A

&

O

8.4

The CA maintains
controls to provide
reasonable assurance
that:

it performs
ongoing self-
assessments on at
least a quarterly
basis against a
randomly select

sample of#at
three perc
of ertifi€ates

is ring the

ri
f&nencing
Q mediately after

the previous self-

assessment
samples was
taken,

Except for

Delegated Third
Parties that
undergo an annual
audit that meets

On a quarterly basis, ABC-CA
assigns an auditor who verifies at
least 10% of all certificates
issued during the period
commencing immediately after
the previous audit for compliance
with the CA/Browser Forum
requirements. In addition, the
,auditor reviews all certificate
requests by CA personnel to
'ensure that the requests are valid
and appropriate. Audit results are
tracked in a ticket, and approved
by the CA Policy Authority, who
decides on the need for remedial
action if needed.
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Criteri
a

WebTrust Baseline
Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

the criteria
specified in the
Baseline
Requirements, the
CA performs
ongoing quarterly
assessments
against a
randomly selected
sample of at least
three percent (3%)
of the Certificates
verified by the
Delegated Third
Party in the period
beginning
immediately after
the last samples
was taken

The CA reviews
each  Delegated
Third Party’s
practices and

Delegate
Party 1S

nce w1th
th
ements and

t relevant
ertificate Policy

and/or
Certification
Practice
Statement.

procedures t&'
assess t @

>
&5

&

O

4>

8.5

The CA maintains
controls to provide
reasonable assurance
that it complies with:

Changes to ABC-CA’s control
documentation and CPS are

reviewed and approved by Client
ABC-CA’s legal team and the
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Criteri | WebTrust Baseline
a Criteria

Controls specified by ABC-CA

Tests of
Controls
Performed

Results of Tests

laws applicable to
its business and
the certificates it
issues in each
jurisdiction where
it operates, and
licensing
requirements  in
each jurisdiction
where it issues
SSL certificates.

CA Policy Authority to ensure
they meet relevant statutory, legal
and contractual requirements. All
contracts relevant to CA
operations are reviewed by ABC-
CA’s legal team prior to signing.

O

.

o
&
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Criteria Related to CA Environmental Security

to provide reasonable
assurance that it develops,
implements, and maintains
a comprehensive security
program designed to:

e protect the
confidentiality,
integrity, and
availability of
Certificate Data and
Certificate
Management Processes;

e protect against
anticipated threats or
hazards to the
confidentiality,
integrity, and
availability  of
Certificate Data
Certificate
Management Pr%ses;

e protect Q ainst
unautho or
unlawful cess, use,
1 ure, alteration, or

tion of any

ificate Data or
ertificate

Management Processes;

e protect against
accidental  loss  or
destruction  of, or
damage to, any
Certificate Data  or
Certificate
Management Processes;
and

implements, and
maintains a
comprehensive security
program designed to:

e protect the
confidentiality,
integrity, and
availability of ;Q
Certificate Data an@
Certificate ¢
Management x
Processes; %
e protect %gainst
ici reats or
the
ntiality,
and

N
\(railability of the

Certificate Data and
Certificate

Management
Processes;

e protect against
unauthorized or

unlawful access, use,
disclosure, alteration,
or destruction of any
Certificate Data or
Certificate

Management
Processes;

e protect against
accidental loss or
destruction of, or
damage to, any

Certificate Data or
Certificate

O

Criteria | WebTrust Baseline Criteria | Controls specified by Tests of Results
ABC-CA Controls of Tests
Performed
1 The CA maintains controls | ABC-CA develops,
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to provide reasonable

assurance that it performs a

risk assessment at least

annually which:

e Identifies foreseeable
internal and external
threats that could result
in unauthorized access,

disclosure, misuse,
alteration,
destruction  of
Certificate  Data
Certificate
Management €s;

e Assesse lihood
and pote amage of
t mat , taking into
c%f tion the
nsiivity  of  the

ificate Data and

Certificate
Management Processes;
and

e Assesses the sufficiency
of the policies,
procedures, information
systems,  technology,

and other arrangements

annual risk assessment
which:

[ ]
e Identifies forese %
internal and e%a
threats th uld
resultin u orized

access, 1sclosure,
iS alteration, or

g ction of any
rtificate Data or
Certificate
Management
Processes;
e Assesses the
likelihood and

potential damage of
these threats, taking
into consideration the
sensitivity of the
Certificate Data and
Certificate
Management
Processes; and

Assesses the sufficiency
of the policies,
procedures, information
systems, technology, and
other arrangements that

&

Criteria | WebTrust Baseline Criteria | Controls specified by Tests of Results
ABC-CA Controls of Tests
Performed
e comply with all other Management
security  requirements Processes; and
applicable to the CA by | e comply with all other
law. security requirements
applicable to the CA
by law.
ABC-CA reviews and
updates its security O
program at least
annually.
2 The CA maintains controls | ABC-CA performs an
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to provide reasonable

assurance that it develops,

implements, and maintains

a Security Plan consisting

of security procedures,

measures, and products
designed to reasonably
manage and control the
risks identified during the

Risk Assessment,

commensurate with the

sensitivity of the Certificate

Data and Certificate

Management Processes.

The security plan:

e includes administrative,
organizational,
technical, and physical
safeguards appropria
to the sensitivity of

Certificate Data, and
Certificate g

Manage n@c sses.

e takes into¥acCéunt then-

ayailable echnology

the cost of

im enting the
[ E}ciﬁc measures, and
S designed to

implement a reasonable
level of  security
appropriate to the harm
that might result from a
breach of security and
the nature of the data to
be protected.

implements, and
maintains a Security Plan
consisting of security
procedures, measures,
and products designed to
reasonably manage and
control the risks
identified during the
Risk Assessment,
commensurate with the
sensitivity of the x
Certificate Data a
Certificate Ma t

Processes. Thg secdrity
plan:

Strative,

& nizational,
chnical, and

physical safeguards
appropriate to the
sensitivity of the
Certificate Data and
Certificate
Management
Processes.

e takes into account
then-available
technology and the
cost of implementing
the specific
measures, and

is designed to implement
a reasonable level of
security appropriate to
the harm that might
result from a breach of

&

Criteria | WebTrust Baseline Criteria | Controls specified by Tests of Results
ABC-CA Controls of Tests
Performed
that the CA has in place | the CA has in place to
to counter such threats. | counter such threats.
3 The CA maintains controls | ABC-CA develops,
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to provide reasonable
assurance that it develops,
implements, and maintains
a Business Continuity Plan
that includes at a
minimum:

0’4

the  conditions for
activating the plan;
emergency procedures;
fall-back procedures;
resumption procedures;
a maintenance schedule
for the plan;

awareness and
education requirements;
the responsibilities of
the individuals;

recovery time objecti
(RTO);

regular  testing
contingency plan§,
the CAZ & to
maintainyor re the
CA’s business

%ns in a timely
ne following
t

ption to or failure
critical
processes;
a requirement to store
critical  cryptographic
materials (i.e., secure
cryptographic  device
and activation
materials) at an
alternate location;

business

implements, and

maintains a Business

Continuity Plan that

includes:

e the conditions for
activating the plan;

e ecmergency

procedures;
e fall-back procedures;
e resumption °
procedures; %
e a maint%
schedule fo% an;
e aware and
educatio

ents;

reqii
® esponsibilities of
N:gindividuals;

recovery time
objective (RTO);
e regular testing of

contingency plans;

e the CA’s plan to
maintain or restore
the CA’s business
operations in a timely

manner  following
interruption to or
failure of critical

business processes;

e arequirement to store
critical cryptographic
materials (i.e., secure
cryptographic device
and activation
materials) at an
alternate location;

&

O

Criteria | WebTrust Baseline Criteria | Controls specified by Tests of Results
ABC-CA Controls of Tests
Performed
security and the nature of
the data to be protected.
4 The CA maintains controls | ABC-CA develops,
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Criteria | WebTrust Baseline Criteria | Controls specified by Tests of Results

ABC-CA Controls of Tests
Performed

e what constitutes an | e what constitutes an
acceptable system acceptable  system
outage and recovery outage and recovery
time; time;

e how frequently backup | ¢ how frequently
copies of essential backup copies of
business  information essential business
and software are taken; information and

e the distance of recovery software are taken;
facilities to the CA’s | e the  distance  of
main site; and recovery facilities to

e procedures for securing the CA’s main site; 0
its facility to the extent and o @
possible  during the | ¢ procedures &,
period of time securing its f; @to
following a disaster and the extent% ible
prior to restoring a during riod of
secure environment tim wing a
either at the original or a i m and prior to
remote site. e ring a secure

The Business Continuity vironment either at

Plan is tested at least the original or a

annually, reviewed, and remote site.
updated.® The ABC-CA Business
Continuity Plan is tested
O at least annually,
reviewed, and updated.
5 The aintains controls | ABC-CA’s Certificate
to previde ftasonable Management Process
a that its conforms to WebTrust
mate Management for CA, including:

cess includes: e physical security and

e physical security and environmental
environmental controls controls (see WTCA
(see WTCA 2.0 Section 2.0 Section 3.4);

3.4); e system integrity
controls, including

8 For organizations that are undergoing a WebTrust for CA audit (examination), all of the above are required and
already tested with the exception of the disclosure of the distance of recovery facilities to the CA’s main site.
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Criteria | WebTrust Baseline Criteria | Controls specified by Tests of Results
ABC-CA Controls of Tests
Performed
e system integrity configuration
controls, including management,
configuration integrity maintenance
management, integrity of trusted code, and
maintenance of trusted malware
code, and malware detection/prevention
detection/prevention (see WTCA 2.0
(see WTCA 2.0 Section Section 3.7);
3.7); e network security and O
e network security and firewall
firewall management, management,
including port including port 0
restrictions and IP restrictions  and Il@
address filtering (see address filterin %
WTCA 2.0 Section| WTCA 2.0 %D
3.6); 3.6); %
e user management, | ® user @ ement,
separate  trusted-role separate sted-role
assignments, education, a s@ents,
awareness, and training |® ation,
(see WTCA 2.0 Secti areness, and
3.3); and training (see WTCA
e logical access contro 2.0 Section 3.3); and
activity 10ggi"ﬁ:n logical access controls,
inactivity  ti to | activity logging, and
provide %;@Vidual inactivity time-outs to
accountabili (see | provide individual
%2.0 ection 3.6). | accountability (see
‘R“ WTCA 2.0 Section 3.6).
6 T Admaintains controls | Refer to WTCA 3.4
%ide reasonable Mlustrative Controls
urance that:
e physical access to CA
facilities and equipment
is limited to authorized
individuals, protected
through restricted
security perimeters, and
is  operated  under
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Criteria

WebTrust Baseline Criteria

Controls specified by
ABC-CA

Tests of
Controls
Performed

Results
of Tests

multiple person (at least
dual custody) control;

e CA  facilities and
equipment are protected
from environmental
hazards;

o loss, damage or
compromise of assets
and interruption to
business activities are
prevented; and

e compromise of
information and
information processing
facilities is prevented.

&

&

O

The CA maintains controls
to provide reasonable
assurance that CA systems
development and
maintenance activities are
documented, tested,
authorized, and proper
implemented to maintain

Refer to WT .
IlustrativeeCongrols

.\%

CA system integrity,
The CA maintainssgofitrols

operating system and
database  access s
limited to authorized
individuals with
predetermined task
privileges;
e access to network
segments housing CA
systems is limited to

Refer to WTCA 3.6
Ilustrative Controls
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Criteria

WebTrust Baseline Criteria

Controls specified by
ABC-CA

Tests of
Controls
Performed

Results
of Tests

authorized individuals,
applications and
services; and

e CA application use is
limited to authorized
individuals.

Such controls must include,

but are not limited to:

e network security and
firewall management,
including port
restrictions and IP
address filtering;

e Jogical access controls,
activity logging
(WTCA 2.0 Section
3.10), and inactivity
time-outs to provide
individual
accountability.

The CA maintains contr
to provide reasonable

assurance that personpel
and employment prﬁes

enhance and ;@t
trustworthin% e CA’s

operations.

S
D
R

x

&

O

14)

efer to WTCA 3.3
ustrative Controls

10

The aintains controls
to previde Teasonable

a that:
%iﬁcant CA

environmental, key
management, and
certificate management
events are accurately
and appropriately
logged;

e the confidentiality and
integrity of current and

Refer to WTCA 3.10
Ilustrative Controls
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Criteria

WebTrust Baseline Criteria

Controls specified by
ABC-CA

Tests of
Controls
Performed

Results
of Tests

archived audit logs are
maintained;

e audit logs are
completely and
confidentially archived
in accordance with
disclosed business
practices; and

e audit logs are reviewed
periodically by
authorized personnel

O

14)

11

The CA maintains controls
to provide reasonable
assurance that:

e CA private keys are
protected in a system or
device that has been
validated as meeting at
least FIPS 140[-2] level
3 or an appropriate
Common Criteri
Protection Profil
Security Target, EAL
(or  higher), @ﬁch
includes o req@igeiients
to prot e@Priva‘[e
Key and er assets

%(nown threats;
o rivate keys outside
alidated system or
vice specified above
are  protected  with
physical security,
encryption, or a
combination of both in a
manner that prevents
disclosure of the private

keys;

e CA private keys are

encrypted with an

Refer to WTCA 3.4 and
4.2 Tlustrative Contfols

S
-
00

.\%

<
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Criteria

WebTrust Baseline Criteria

Controls specified by
ABC-CA

Tests of
Controls
Performed

Results
of Tests

algorithm and key-
length  that  meets
current strength
requirements (2048-bit
minimum);

e CA private keys are
backed up, stored, and
recovered only by
personnel in trusted
roles using, at least,
dual control in a
physically secured
environment; and

e physical and logical
safeguards to prevent
unauthorized certificate
issuance.

x

&

O

12

The CA maintains controls
to provide reasonable
assurance that it enforces
multi-factor authenticatio
for all accounts capabl
directly causing certificat

ABC-C@ are
configu o0 require

-1gctor
uthentication for all
counts capable of
directly causing

issuance. & certificate issuance

&&&

,g‘b’
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Criteria Related to Network and Certificate System Security Requirements

Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
1.1 The CA maintains controls to | CA systems are
provide reasonable assurance | segregated into high
that certificate Systems are and medium security \
segmented into networks zones. Logical
based on their functional, or | segregation is 0
logical relationship. achieved through
network segregation,
using virtual
segregation 0
(VLAN), and by
controlling network O
access through
firewall rules. ,
1.2 The CA maintains controls to | Security har(%g
provide reasonable assurance | and baselin
that equivalent security configara
controls for Certificate sta d@ for PKI
Systems apply to all systems @ s% have been
co-located in the same 39 ished
network. according to
industry standards
and are reviewed
& and updated
O periodically.
& Mechanisms to
detect deviations
& from baseline
configurations are
(by applied on PKI
servers. Deviations
are tracked to
resolution.
1.3 The CA maintains controls to | Root CA systems
provide reasonable assurance | that do not issue
that Root CA Systems are end-entity
located in a High Security certificates or that do
Zone and in an offline state not have business
or air-gapped from all other | need to be online are
networks. air gapped from any
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Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
corporate or public
network.
1.4 The CA maintains controls to | CA systems at
provide reasonable assurance | primary and backup
that Issuing Systems, CA facilities are
Certificate Management hosted in a \
Systems, and Security physically isolated
Support Systems are secure rack with 0
maintained and protected in | dual-control and O
at least a Secure Zone. multi-factor
authentication.
1.5 The CA maintains controls to | PKI systems are Q
provide reasonable assurance | segregated into hi%h O
that Security Support and medium securit
Systems are implemented and | zones. Logical
configured to protect systems | segregation is %
and communications between | achieved t @
systems inside Secure Zones | networkgegregation,
and High Security Zones, and | usin
communications with non- segregation
Certificate Systems outside © (%\!), and by
those zones (including th N rolling network
with organizational busi access through
units that do not provide firewall rules.
related services) and those on
public networks.
1.6 The CA ma'ntrols to | Network traffic to
provide reasOofgble assurance | and from untrusted
that rks are configured | networks passes
with WgleS\thiat support only through a policy
thegervises, protocols, ports, | enforcement point;
@nmunications that the | firewall rules are
A'has identified as established in
cessary to its operations. accordance to
identified security
requirements and
business
justifications.
1.7 The CA maintains controls to | Default
provide reasonable assurance | administrator
that Issuing Systems, accounts and guests’
Certificate Management accounts are
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Criteria

WebTrust Baseline Criteria

Tests of
Controls

Controls specified
by ABC-CA

Performed

Results of
Tests

Systems, Security Support
Systems, and Front-End /
Internal-Support Systems are
configured by removing or
disabling all accounts,
applications, services,
protocols, and ports that are
not used in the CA’s or
Delegated Third Party’s
operations and allowing only
those that are approved by
the CA or Delegated Third
Party.

disabled or renamed
prior to deployment
in production.

O

i

1.8

The CA maintains controls to
provide reasonable assurance
that configurations of Issuing
Systems, Certificate
Management Systems,
Security Support Systems,
and Front-End / Internal-
Support Systems are
reviewed on at least a we
basis to determine whe

any changes violated the
CA’s security pohcl

o
&&

Security hardening

®
and baseline &
configuration %
standards fi r%
servers née n
establ

ac m to
ir%ry standards

are reviewed
and updated
periodically.
Mechanisms to
detect deviations
from baseline
configurations are
applied on PKI
servers. Deviations
are tracked to
resolution.

1.9

he'CA maintains controls to
ovide reasonable assurance
that administration access to
Certificate Systems is granted
only to persons acting in
Trusted Roles and require
their accountability for the
Certificate System’s security.

Privileged access to
the certificate
system hosts is
restricted to
authorized
individuals and
reviewed quarterly.

1.10

The CA maintains controls to
provide reasonable assurance

Multi-factor
authentication to CA
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Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
that Multi-Factor systems is enforced
Authentication is via Smartcard and
implemented to each PIN.
component of the Certificate
System that supports Multi-
Factor Authentication.
1.11 The CA maintain controls to | Privileged access to
provide reasonable assurance | certificate systems is 0
that authentication keys and | revoked within 24 O
passwords for any privileged | hours. Access
account or service account on | revocation is
a Certificate System are documented and any Q
changed, when a person’s CA assets are
authorization to collected upon ¢ O
administratively access that termination of &
account on the Certificate employment gurole
System is changed or change. %
revoked. g
1.12 The CA maintains controls to | Secunify- ant
provide reasonable assurance | p mcluding
that recommended security © %re or firmware
patches are applied to & tes are applied
Certificate Systems wi to Certificate
six (6) months of the secu systems on periodic
patch’s availability, afless cadence. Security
the CA documen &he patches that
security pat w@ introduce additional
introduce add#iona vulnerabilities or
vuln ilities or instabilities | instabilities that
that &h the benefits of | outweigh the
applyi e security patch. benefits of applying
the security patch
are documented.
USTED ROLES,
DELEGATED THIRD
PARTIES, AND SYSTEM
ACCOUNTS
2.1 The CA maintains controls to | Trusted and
provide reasonable assurance | authorized roles are
that a documented procedure | defined and
for appointing individuals to | documented in the
Trusted Roles and assigning | CP/CPS. A formal
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provide reasonable assurance
that employees and
contractors observe the
principle of “least privilege”
when accessing, or when
configuring access privileges
on, Certificate Systems.

provisioning to
Certificate systems
requires approval
from appropriate
personnel. Access
privileges are based
on the job

Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
responsibilities to them is review of
followed. membership of
trusted and
authorized roles is
performed annually.
2.2 The CA maintains controls to | Management has
provide reasonable assurance | defined and
that the responsibilities and implemented an 0
tasks assigned to Trusted organization division O
Roles are documented and of Trusted Roles and
“separation of duties” for Responsibilities,
such Trusted Roles based on | which reduces the Q
the risk assessment of the risk of a single
functions to be performed is | individual having ¢ O
implemented. the opportunity t &
subvert critic
processes. &
2.3 The CA maintains controls to Physicalﬁtiis
provide reasonable assurance | restri nly
that only personnel assigned | a o@i
to Trusted Roles have access ® ':@uals in
to Secure Zones and Hig %r ical data center
Security Zones. environments.
2.4 The CA maintains contro Roles and
provide reasonable agSurance | responsibilities for
that individuals 1 %sted the governance of
Role act onl he CAs PKlI are
scope of such%le when formally
perfomming administrative documented within
tasks\assigned to that role. the Trusted Roles
and Responsibilities
(b Standard and
communicated on
the intranet.
2. The CA maintains controls to | Logical access
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provide reasonable assurance ®
that Trusted Roles using
username and passwor
authenticate shall configu

accounts to include not be
limited to:

e For acdoyn cessible
only withfh,Secure Zones
orsHigh Security Zones:

o WPasswords have at
least twelve (12)

(b' characters
For authentications which
cross a zone boundary
into a Secure Zone or

High Security Zone:
o Require  Multi-
Factor
Authentication

e For accounts accessible
from outside a Secure

Passweid policies
%een
emented to

enforce applicable
length and
complexity based on
the assessed security
of the zone.

Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
responsibility for the
Trust Role prior to
assigning access
privileges. p
2.6 The CA maintains controls to | The use of "Non-
provide reasonable assurance | user domain \
that Trusted Roles use a accounts" or "shared
unique credential created by | accounts" for 0
or assigned to that person for | certificate O
authentication to Certificate enrollment and/or
Systems, and group accounts | interactive logon,
or shared role credentials are | shall go through a 0
not used. risk acceptance
signoff. ¢ O
Authentication *
credentials fo %
shared and
accountsear et
every/90 day's.
2.7 The CA maintains controls to
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Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
Zone or High Security
Zone:
o Passwords to have
at least eight (8)
characters, not be
one of the user’s \
previous four (4)
passwords;  and
implement O
account  lockout
for failed access
attempts in 0
accordance with ® O
requirement 2.k &
(Criterion 2.11);
o Effective 1 April 2020, %
routine password changes 0
are completed no more
frequently than once C)
every two years. o %
2.8 The CA maintains controls8 ti-Factor
provide reasonable assu @ Authentication is
that it has a policy for implemented for all
Trusted Roles to logbut of or | CA systems based
lock workstatio gg«no on the applicable
longer in us zone.
2.8 The CA mai controls to | The CA maintains a
provi asonable assurance | written policy
that % olicy for requiring Trusted
TrustedRoles to log out of or | Roles to log out of
rkstations when no or lock workstations
ger in use when no longer in
use.
The CA maintains controls to | CA domain policy is
provide reasonable assurance | configured enforce
that it reviews all system inactivity timeout
accounts at least every three | features.
(3) months and deactivates
any accounts that are no
longer necessary for
operations.
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Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
2.9 e The CA  maintains | Workstations are
controls  to  provide | configured with
reasonable assurance that | Inactivity timeouts
it has a procedure to | thatlock
configure  workstations | Workstations after a
with inactivity time-outs | S¢t period of \
that log the user off or | Inactivity.
lock the workstation after
a set time of inactivity O
without input from the
user, and that
workstations are 0
configured in accordance ) O
with the policy. ,x$
2.12 The CA maintains controls to | CA domain p 8@
provide reasonable assurance | configured e%e
that it disables all privileged | inactivityti t
access of an individual to features.
Certificate Systems within CJ
twenty-four (24) hours upon @ %
termination of the \,
individual’s employmen Q
contracting relationship with
the CA or Delegated @hird
Party.
2.10 The CA ma ntrols to | All system accounts
provide reasonablC assurance | are reviewed and
that 1 iews all system documented every
accounts at Jeast every three | three months by the
(3)mo and deactivates network
\&éounts that are no administrator and
onger necessary for accounts no longer
erations. necessary for
operations are
deactivated.
2.11 The CA maintains controls to | The certificate
provide reasonable assurance | systems domain are
that it revokes account access | configured with
to Certificate Systems after prescribed lockout
no more than five (5) failed settings based on an
approved number of
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Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
access attempts, provided unsuccess attempts
that: based on security
e This security measure is | assessments.
supported by the
Certificate System; and
Does not weaken the security \
of this authentication control.
2.12 The CA maintains controls to | Upon a change in
provide reasonable assurance | role a ticket is
that it disables all privileged | created to document
access of an individual to access to Certificate
Certificate Systems within Systems being 0
twenty-four (24) hours upon | revoked within 24 O
termination of the hours of role chan &
individual’s employment or é
contracting relationship with %
the CA or Delegated Third
Party.
2.13 The CA maintains controls to
provide reasonable assurance , cation is
that it enforces Multi-Factor & ented for all
Authentication OR multi systems based
party authentication fo on the applicable
administrator access t zone.
Issuing Systems an
Certificate n@e
Systems.
3.1 The CA maint controls to | Multi-party
provi %onable assurance | authentication is
that Segurity Support required to gain
S nder the control of | physical or logical
elegated Third Party | access directly to the
sted Roles are CA.
implemented to monitor,
detect, and report any
security-related configuration
change to Certificate
Systems.
2.14 The CA maintains controls to | Multi-Factor
provide reasonable assurance | Authentication is
that it enforces Multi-Factor | implemented for all
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that it restricts remote

administration or access to an

Issuing System, Certificate

Management System, or

Security Support System

except when:

e The remote connection
originates from a device
owned or controlled by
the CA or Delegated‘
Third Party;

e The remote conne
through a temporary, n
persistent crypted

channel t@ orted
t1 Factor
Authentlca

° ote connectlon is
o a designated

@ ediary device
eeting the following:

o Located within the
CA’s network;

o Secured in
accordance with
the Network and
Certificate System
Security
Requirements;
and

access to Issuing
Systems, Certificate
Management
Systems, and
Security Sup

ed,

Systems is
except f@
situatj cribed

ing 4-2.15.

N

Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
Authentication for all Trusted | CA systems based
Role accounts for both itself | on the applicable
and Delegated Third Parties | zone.
on Certificate Systems
(including those approving
the issuance of a Certificate) \
that are accessible from
outside a Secure Zone or 0
High Security Zone. ‘ ,
2.15 The CA maintains controls to | Remote
provide reasonable assurance | administration

>
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Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
Mediates the remote
connection to the Issuing
System.
LOGGING, MONITORING,
AND ALERTING
3.1 e The CA  maintains | Security Support
controls to  provide | Systems are
reasonable assurance that | implemented to 0
Security Support Systems | monitor, detect, and O
under the control of CA or | Feport any security-
Delegated Third Party related configuration
Trusted  Roles  are | changes on 0
implemented to monitor, Certificate System.s : O
detect, and report any &
security-related %
configuration change to %
Certificate Systems. a
3.2 The CA maintains controls to | Certifieate®Systems
provide reasonable assurance | ca I@f
that Certificate Systems o ring and
under the control of CA o ing system
Delegated Third Party activity are
Trusted Roles capable of configured to
monitoring and logging continuously
system activity arg monitor and log
configured @ 1ously system activity.
monitor and4@g SYStem
activ
3.3 The jntains controls to | Monitoring and
asonable assurance | alarming are
tomated mechanisms | configured by
the control of CA or Service Owners to
clegated Third Party identify and notify
Trusted Roles are configured | operational and
to process logged system management
activity and alert personnel, personnel of
using notices provided to incidents when
multiple destinations, of defined thresholds
possible Critical Security are reached.
Events.
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Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
4.1 The CA maintains controls to | Electronic intrusion
provide reasonable assurance | detection systems
that intrusion detection and are configured to
prevention controls under the | monitor, detect, and
control of CA or Delegated automatically alert
Third Party Trusted Roles are | appropriate \
implemented to protect personnel of Critical
Certificate Systems against Security Incidents. 0
common network and system
threats.
3.4 The CA maintains controls to | Incidents are logged
provide reasonable assurance | within a ticketing 0
that Trusted Role personnel system, assigned
follows up on alerts of severity rating and’ O
possible Critical Security tracked to resolut r&
Events. A
4.3 The CA maintains controls to | Trusted Ro, ev N
provide reasonable assurance | personngl follew up
that a Vulnerability Scan is on al Q(;sible
performed on public and Cri 'mcurity
private IP addresses e within
identified by the CA or ed timelines.
Delegated Third Party a @
CA’s or Delegated Third
Party’s Certificate SyStems
based on the foll
e Within week of
receivin request from
t /Browser Forum;
o % ny system or
twork changes that the
determines  are
significant; and
e At least every three (3)
months
3.5 The CA maintains controls to | A human review of
provide reasonable assurance | application and
that a human review of system logs is
application and system logs performed and
is performed at least monthly | documented in the
and includes: ticketing system
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provide reasonable assurance
that it performs one of the
following within ninety-six
(96) hours of discovery o
Critical Vulnerability
previously addressed by t

CA’s vulnerability ection
process: &
e Remedidte Critical
Vulnerability;
o | %:di tion of the
(% Vulnerability
t

i 96 hours is not
sible,

create  and
implement a plan to
mitigate  the  Critical
Vulnerability, giving
priority to the following:
o Vulnerabilities
with high CVSS
scores,  starting
with the
vulnerabilities the

Monthl@mvlog
review® incide

periods.

Criteria | WebTrust Baseline Criteria Controls specified Tests of Results of
by ABC-CA Controls Tests
Performed
e Validating the integrity of | monthly and
logging processes; and includes Validating
Testing the monitoring, the 1ptegr1ty of
logging, alerting, and log- logging Processes
integrity-verification and t'estl‘ng that )
functions are operating momtormg, logging, \
properly. alerting, and log- 0
integrity-verification
functions are
operating properly.
3.6 The CA maintains controls to | Logs are configured
provide reasonable assurance | to be maintained, 0
that it maintains, archives, archived, and
and retains logs in retained in ¢ O
accordance with its disclosed | accordance with &
business practices. disclosed busi
practices. &’
4.6 The CA maintains controls to
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Criteria

WebTrust Baseline Criteria

Controls specified
by ABC-CA

Tests of
Controls
Performed

Results of
Tests

CA determines are
the most critical
(such as those
with a CVSS score
of 10.0); and

o Systems that lack
sufficient
compensating
controls that, if the
vulnerability were
left unmitigated,

would allow
external  system
control, code
execution,
privilege
escalation, or
system

compromise; OR

e Document the factuale %
basis for the CAZ \,

determination tha
vulnerability  does
require repfediation
because of &f the
following: g
disagrees

the NVD
tlng,
The identification

is a false positive;

o The exploit of the
vulnerability s
prevented by
compensating
controls or an
absence of threats;
or

o Other similar
reasons.

&

O
N
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Section 5

Other Information Provided by ABC-CA That Is Not Covered by the
Service Auditor's Report

This section will discuss issues that were identified in the audit (or reported to Bugzilla)

which management wants to discuss the remediation that has been undertaken or is plafiged to)be
undertaken. Q

X Q

s

.\%
&
S‘{}a
,g‘b’
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