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Where we started with certificate testing 
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 About achelos 
 Manufacturer-independent consulting and software development company 

 Focus: software testing and conformance testing 

 Segments: Health, Public, Mobility, IoT, Security 

 

 The origin of certificate testing at achelos 
 German health telematics infrastructure 

 Test PKI (2015) 

 Problem: compliance of certificates to the specifications 

 



Motivation: Requests from customers from 
different PKI domains 

 

→ EU regulation 910/2014 
→ Payment Service Directive 

 

Technical specifications 
 ETSI EN 319 412, parts 2 to 5 

 ETSI TR 119 495 (PSD2) 

Where we started with certificate testing 
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Tool requirements for compliance testing 
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Conformance test tool requirements 
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 Objectives of using a compliance test tool 
 Prove compliance to the standards and requirements 

 Improve interoperability 

 

 Traceability of test results to requirements (RFC 2119) 

 Auditability by means of reporting 

 Validated test case implementation 

 Completeness of test coverage 

 Adaptability to changing standards 



Conformity assessment 

 Check samples of certificates 
generated 

 Adherence to standards, 
guidelines or specifications 

 Adherence to CPS 

Certificate production 

 In-the-loop validator 

 Quality control 

 Check certificates in database 

Use cases 
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Request Create Verify Provide 

  



 Assessment of Certification 
Practice Statement 

 RFC 3647 → Certificate Profile  

 Requirements described in 
chapter 7.1 
 Certificate extensions 

 Algorithm OIDs 

 Name forms and constraints 

 … 

Additional requirements from QTSPs 
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Public standards,  
guidelines and  
specifications (ETSI, RFC) 

TSP specific 
requirements 
(CPS) 



Traceability of requirements 
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Specification 
Specification 
Requirement 

1..n Test Case 
Specifications 

Test Case 
Implementation 

Test result (1..n 
verdicts) 

C
U

T 

Traceability 

Each test results traces back to a requirement (transparency) 
Each specification requirement is met (completeness) 
Every test is automatically reproducable. 
 
Test report maps every test result to a specification requirement (with an ID, e.g. chapter) 



 Report Summary 
 Certificate under Test 

 Time/Date of test run 

 Test cases performed (passed, 
failed, NA, inconclusive) 

 Specification incl. spec version 

 Report per test case 

 

 Options 
 Report may be signed 

 Report checks if test case 
implementation has been 
unchanged (signature) 

 

Auditability / Reporting 
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Specification 
Requirement 

(ID or chapter) 

Test case specification 

(description) 

Test result 
Actual value 



Test coverage and completeness 
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 Structured creation of a test specification 
 Decompose specification into single identifiable requirements 

 Create at least one testcase per requirements 

 Mapping from requirement to test 

 

 Not all requirements can be checked by certificate linters 
(Organisational requirements) 

 Checks by means of assessment/audits or proprietary tests (CPS) 
 



Validation of test implementation (Correctness) 
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Specification 
Specification 
Requirement 

1..n Test Case 
Specifications 

Test Case 
Implementation 

1 

• Quality assurance 

• Internal software testing 

2 

• Test validation 

• Test tool report by 3rd party test lab 

3 

• Official tool qualification 

• Certificate by compliance program 

Validation by 3rd party 
 
Validation with working samples 
 
Common to many compliance programs 
 
Defined processes for errors found in  
the field and error corrections 



Tool design 
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 Extensibility 
 Create custom test cases (e.g. to 

implement CPS, chapter 7.1) 

 Modify standard test cases 

 Modularity 
 Tool -> performance, reporting, 

robustness, test case mgmt 

 Test case (policy) -> certificate 
compliance 

 Versioning of tests 

 Easy to integrate into 
automated processes 
 Service (REST) 

 Scriptable (CLI) 

 Light weight 

 Independent of a platform 
 Java 

 XML 

 

Some tool design decisions 

© 2020 achelos GmbH eIDAS Inspector | CA/Browser Forum Presentation 15 



System Integration 
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custom policies 

Trust Center 
Policy Engine 

custom policies 

Data- 
base HSM 

 
 

GUI 

Next processing step 

Predefined policies 

Policy 
Database 

Monitoring & 
Logging 

Result  

reporting 
Reporting 

Engine 

REST API 

REST API 

 
 

CLI 

CLI API 

custom policies 

Results 
Database 

 
 

CLI 

Statistics & 
Analysis 



 Separation of tool and test 
cases (policy) 
 XML based language to specify 

requirements and test cases 

 XML: human and software 
readable 

 Generation of reports as PDF 
files for archiving 

 

Modularity 
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XML based test case (report) implementation 
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Reporting – test information 
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Reporting – certificate information 
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Reporting – report by test case 
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Traceability 

C
o

m
p

leten
ess 

Versioning 



Quality Assurance 
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 QA during build process (500+ Tests incl corrupted certificates) 

 

 Validation of test case implementation 
 Through customer projects with respect to eIDAS 

 Based on Zlint test certificates for BR and EV Guideline 

 Comparison of Zlint and eIDAS Inspector results 

 

 Automatic generation of test specifications for each policy 
 Can be used by 3rd party for tool validation 

 
 

 



Discussion 
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Discussion 
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 Validation of test case implementations 

 

 Use of the eIDAS Inspector for CA/Browser Forum guidelines 

 

 Open Source of the certificateVerifier for the Forum 

 



Vielen Dank | Thank you 

achelos GmbH 
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