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ZLint 
ZLint is a X.509 certificate linter written in Go that 
checks for consistency with:


• RFCs (e.g. RFC 6818, RFC 4055, RFC 8399)

• CABF Baseline Requirements

• CABF EV SSL Certificate Guidelines 

• Mozilla's PKI policy

• Apple's CT policy

• ETSI ESI (Limited)


It can be used as a command line tool or as a library 
integrated into CA software.


Maintained under Apache 2.0 License on Github



Origin of ZLint Project
ZLint was originally developed as part of an 
academic research paper to quantify CA 
adherence to RFCs and CA/B Forum BRs



Project Evolution
After release, we initially did well keeping up 
with changing BRs and solidifying both code 
base and testing (h/t Daniel McCarney @cpu)


Beyond BRs + RFCs, we added support for:

• CABF EV SSL Certificate Guidelines

• ETSI ESI (Partial)

• Mozilla's PKI policy

• Apple's CT policy

 
Today, most development is best effort work 
from Chris Henderson (supported by Digicert) 
and ad-hoc contributions from others Pull  

Requests



Project Challenges
We have fallen behind in several important areas:


• Baseline Requirements 2.0+ and Certificate Profiles

• ASN.1-Based Lints

• ETSI Requirements


We have several broader project challenges as well:

• We don’t have on-time-releases corresponding to policy changes

• Most code contributions are below bar and require significant effort to merge


• Many PRs don’t match policies, are broken, and are poorly implemented

• Led to burnout from many of the community maintainers



Where do we go from here?
A strong open source community has yet to emerge 
to maintain ZLint at the standard that we suspect is 
needed by the WebPKI 

If we want continuously released up-to-date linter for 
the ecosystem:


• ZMap Foundation is happy to serve as an 
organizational home, but we cannot support 
continued development by ourselves


• There would need to be funding from CAs to 
support an FTE resource and/or significantly 
different level of engagement


Evolution to additionally support lints for CPS?
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We are seeking feedback from 
this community on how you 
would like to see ZLint evolve


