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A layered approach

Baseline Requirements (BR)

Level of Assurance

Domain Validated (DV)

Level of Assurance

 Extended Validated (EV)

Profile Requirements

TLS, Code Signing, S/MIME, etc.

Level of Assurance

Organization Validated (OV)

Network and Certificate System 

Security Requirements

Extended Validation Certificate
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• Repository: https://github.com/vanbroup/brofbrs 

• Interface: https://vanbroup.github.io/brofbrs/ 

• The repository above is intended to support document alignment and can easily show all current 

documents, section by section in a multi column view.

• Previous versions were based on a fork of TSL BRs which needed to be updated each time any CA/Browser 

Forum document was updated.

⎼ When documents have been better aligned, we can switch and commit to the structured form.

⎼ https://github.com/vanbroup/documents/tree/brofbr

New repository using current document version

https://github.com/vanbroup/brofbrs
https://vanbroup.github.io/brofbrs/
https://github.com/vanbroup/documents/tree/brofbr
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• Identify and list each requirement within the given text.

• Describe the differences per section between different documents.

⎼ Explicitly listing each difference to make it easier to verify.

• Generate a generic version of the common requirements across each section of the documents.

⎼ Create one or more paragraphs per document (TLS, EV, CS, S/MIME) to appended to the 

generic version, containing the specific policy requirements not covered in the generic one.

• Check if the new combined version (e.g., BR + S/MIME)

⎼ covers at least the same requirements as the current text.

⎼ includes any new requirements, which might not have been explicitly part of this document 

but are generic and included in the other documents.

⎼ complies with the CA/Browser Forum style guidelines.

• Draft a ballot based on the above information.

Using some help from AI
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• [000] If the Subject Identity Information includes the name or address of an organization, the CA 

SHALL verify the identity and address of the organization, ensuring that the address is the 

Applicant's address of existence or operation.

• [001] The CA SHALL verify the identity and address of the Applicant using documentation or 

communication with at least one of the following: a government agency in the jurisdiction of the 

Applicant's legal creation, existence, or recognition; a third party database that is periodically 

updated and considered a Reliable Data Source; a site visit by the CA or a third party acting as 

an agent for the CA; or an Attestation Letter.

• [002] The CA MAY use the documentation or communication described in the previous 

requirement to verify both the Applicant's identity and address.

• [003] The CA MAY verify the address of the Applicant using a utility bill, bank statement, credit 

card statement, government-issued tax document, or another form of identification that the CA 

determines to be reliable, without verifying the identity of the Applicant.

Identify and list requirements (3.2.2.1)
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• Differences between sections 3.2.2.1 of the CA/Browser Forum documents

⎼ This section outlines the identity verification requirements across different types of certificates 

as proposed in various documents. While the fundamental intention is the same across these 

documents, the context and specifics of the verification methods differ significantly.

⎼ The TLS document specifies verification requirements for an organization's identity and 

address, using various methods such as agency verification and site visits.

⎼ The Code Signing document emphasizes the necessity of verifying the legal identity and 

address of the organization, as well as authority to request the certificate with additional 

specific steps, such as checking the registration identifier and authority verification.

⎼ The Extended Validation Guidelines document introduces general verification requirements 

but lacks specific methods of verifications, as per the other documents.

⎼ The S/MIME document focuses on verifying authority concerning domain control, using 

specific methods outlined in another section of the TLS Baseline Requirements.

Describe the differences
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To issue a certificate to an organizational applicant, a Certification Authority (CA) must verify the legal identity 

of the organization and confirm that the organization's address is accurate. This verification may be 

accomplished through various methods, including documentation from recognized legal entities, authorized 

databases, direct communication, or site visits. The CA may also use alternative reliable forms of identification 

to confirm the address. Additionally, measures must be in place to verify the authority of individuals requesting 

the certificate on behalf of the organization, ensuring that the request is valid and authenticated through 

reliable communication methods.

Not covered by this generic version

• Specific verification methods and their requirements unique to each document type (e.g., bank statements 

for TLS, registration identifiers for Code Signing, domain control for S/MIME).

• Contextual requirements that may vary depending on certificate usage, which are not defined in the generic 

policy.

• Differences in timeframes and additional checks introduced in special cases based on varying document 

requirements.

Generic version of the policy covering all documents (3.2.2.1)
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Sections can be combined from multiple layers (documents)
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• A style guide for how we write CA/Browser Forum documents might help to humans and 

AI to create more consistent and aligned documents.

• https://github.com/cabforum/servercert/issues/432 

• https://wiki.cabforum.org/books/infrastructure/page/document-markdown-guidelines 

• https://datatracker.ietf.org/doc/html/rfc7322 

Style Guide

https://github.com/cabforum/servercert/issues/432
https://wiki.cabforum.org/books/infrastructure/page/document-markdown-guidelines
https://datatracker.ietf.org/doc/html/rfc7322
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Alignment of sub-sections across documents
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• https://vanbroup.github.io/brofbrs/ 

Supporting Interface

https://vanbroup.github.io/brofbrs/
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