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ETSI & CEN Standards supporting eIDAS – the overall picture

Trust application
service providers

x19 5xx
TSPs supporting 

digital signatures

x19 4xx

Trust service status lists
119 6xx

General Framework

Trust services:
TSP Audit
Issuing certificates
Time Stamping 
Signature creation services
Signature validation services
Identity proofing 
Open Banking
Support for NIS 2 (new)
S/MIME
Attribute Attestations (new)

Trust services for:
Registered eDelivery / eMail
Long term preservation

Interop tests

Signing Devices

419 2xx
CC Protection Profiles

QSCD - Smart Cards
HSM used as QSCD
HSM used by TSPs
Remote QSCD

Signature Creation 
& Validation

x19 1xx

AdES creation & validation
Part 1: procedures
Part 2: signature validation report

Formats + Interop test:
XAdES (XML)
CAdES (CMS)
PAdES (PDF)
ASiC (containers)
JAdES (JSON)
CB-AdES (CBOR) (new)

Cryptographic  suites

119 3xx
Signature suites

     - Hash
     - Asymmetric crypto
     - Key generation
     - Lifetime

Schema for algorithm catalogues (new)

Standards framework
Common definitions
Guides

Trusted list
Using & interpreting trusted list 
Validation policy using trusted list 

119 0xx

(Upd)

Published
Recently revised
Update in progress
New

(Rev)
(Upd)
(New)

(rev)
(rev)

(rev)
(rev)

(upd)

(rev)

(upd)(Upd)

(upd)

(Upd)



3

TSP issuing certificates – Most Significant Activities

 Alignment of all trust services with NIS2 Directive

 Identity proofing under eIDAS 2

 Changes requested to EN 319 411-x & EN 319 412-x
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Directive (EU) 2022/2555 – “NIS 2”
Measures for a high common level of cybersecurity across the EU

Applies to all EU based trust services

Enforced from October 2024 

EN 319 401 v3.1.0 “General Policy Requirements for Trust Service Providers”

 Major revision for NIS2 including new requirements for supply chain security

 Aim to be recognised as sector specific application of NIS 2 for trust services

 Under approval ballot until 31st May

 https://www.etsi.org/standards-search#search=EN319401
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Identity Proofing 
eIDAS 2 - Regulation (EU) 2024/1183 Alignment

TS 119 461: Policy and security requirements for trust service components providing 
identity proofing of trust service subjects

Published : July 2021: https://www.etsi.org/standards-search#search=TS119461

Update to meet new eIDAS 2 requirements
 High level of assurance
 Support for upgrading existing baseline checks to “Extended” level
 Reference CEN standard on biometric injection attack detection for remote registration

    

https://www.etsi.org/standards-search#search=TS119461
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Changes requested to EN 319 411-1 
General requirement TSPs issuing certificates

CR1: Update for Report of Key Ceremonies including pre-grenerated leys

CR2: Referencing external documentation that are subject to change

CR3: Editorial on requirement numbering

Ongoing discussion 

 “Validity assured certificates” and revocation

Alignment with CA/B forum EV re-structure
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Changes requested to EN 319 412-1 
Certificate Profiles – common data structures

CR#1 – Editorial update to ASN.1 module definition

CR#2 – Identifier based on Digital ID (equivalent to ID Card)

CR#3 – Allow for regional identifier with National Trade Register (aligned with CA/B EV)

CR#4 – Record in certificate means of ID Proofing to avoid depending on chain of 
previously issued certificate
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eIDAS 2

 Architectural Reference Framework v1.4.0 available

 Project let to produce open source implementation of Wallet

 4 * Pilot projects implementing wallets

 ETSI Leading standardisation of TSP related aspects:
 Attribute attestation formats, 
 Attribute attestation policies, 
 Wallet to TSP interface
 Use of remote signing services



9https://www.etsi.org/events/2353-cen-etsi-workshop
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Further information

Information on available standards and current activities: 
https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx

ETSI standards: available for free download 
http://www.etsi.org/standards-search

CEN standards: available through National Standards Organisations

Updates on standardisation: 
https://list.etsi.org/scripts/wa.exe?SUBED1=e-signatures_news&A=1

   arno.fiedler@nimbus.berlin

   nick.pope@secstanassoc.com
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