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ETSI — European Standards Organisation with Global Reach  ersyi_))

» 900 member organizations worldwide, drawn from over 60 countries and five continents

» Cooperation with India via:

Telecommunications Standards Development Society https://tsdsi.in/
» Global PKI related partnerships: ‘

= CA/Browser Forum - ﬂ

= Asia PKI Consortium w 3‘#

= Japan Network Security Association | v

= Arab-African e-CA Network
= Cloud Signature Consortium

» Recent Signature Interoperability event:
= 100+ organisations inside and outside



ETSI & CEN Standards supporting eIDAS — the overall pictur%Ls’// —)
;ru:;;i\l:i:;s: 4 \ 119 6xx , [ Trusted Iist*/
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© Time Stamping _ Validation policy using trusted list
© Signature creation services f %19 Axx %19 5xx
: fégeﬁ:.tt"ri:(’)a(:'f‘.’::‘":;-e([}gﬁ?s TSPs supporting Trust application | [ Trust services for:
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© OpenBanking  + (upd) digital signatures service providers |{ Lsrg‘:t':; :re::’:;:'iéne ail ¢ (upd)
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© XAdES (XN (rev)
© CAdES (CN/ (rev)

©

AdES creation & validation

. . J © PAdES (PL upd
© Part1l: p.rocedureﬂ_upd.) Signature Creation © ASiC (cont::nérs?j (upd)
© Part 2: signature validation repouf(rev) & Validation © JAdES (JSON) f (upd)

© CB-AdES (CBOR) (new)

" © Signature suites « (upd)
419 2xx 119 3xx  —— - Hash
CC Protection Profiles v Sienine Devices Crvptogranhic suit - - Asymmetric.crypto
© QSCD - Smart Cards V4 gning yptographic suites - K'ey generation
© HSM used as QSCD < S - Lifetime
© HSM used by TSPs j = © Schema for algorithm catalogues (new) \/
©® R te QSCD
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(Rev)  Recently revised
(Upd) Update in progress




Trust services issuing certificates

Trust services: » EN 319 411-x Cert Policies: ETSI Approved —

o lssing corticstes /s * Part 1: 16 changes to policies for issuing certificates

© Time Stamping

o Signature c,eationf; e Part 2: 5 changes to policies for issuing qualified certificates

© Signature validation se

o Identity proofing o * Alignment with CA/Browser Forum

© Open Banking
© Support for NIS 2 (new)

el > EN 319 412-x Cert Profiles: ETSI Approved —
1 changesto EN 319 412-1 (General)

© AdES creation & validation

© Part L procedures I_{*. & 7 changes EN 319 412-2 (Certificates issued to natural persons)
¢ art 2: signature validatio
 EN 319 412-4 (Website authentication) CA/Browser Forum alignment

sl > TR 119 411-5 Co-existence Browser Root store and EU Trust List (QWAC)
© HSMused as QSCD ’g Discussions continue on 2 certificate approach

© HSM used by TSPs

© Remote QSCD

VRNl > TS 119 411-6 alighnment with CA/Browser forum S/MIME certificates

*  Update in pro@®Published

(new)' New
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Trust Services — ID Proofing

Trust services: — —
TSP Audit 113 6xx Trusted list J
Issuing certificates J * Trust service status lists Using & interpreting trusted list f
Time Stamping -

Signature creation services

©
©
©
AN TS 119 461 |dentity Proofing v1.1.1
z
©
©

Identity proofing « ¥

Open Banking v > PUb||Shed JUIY 2021 | /¥

Support for NIS 2 (ney i

Attribute Attestations > |nc0rp0rated N |ate5t EN 319 411'1/2
» Widely adopted

» Being used a general basis for ID Proofing

© AdES creation & validation
© Part 1: procedures (*
© Part 2: signature validation

CC Protection Profiles
©® QSCD - Smart Cards J
©® HSM used as QSCD i{
© HSMused by TSPs  +
©® Remote QSCD \/

v Completed
* Update in progress
(new) New ADD SECTION NAME 5



Trust Services & NIS 2

Trust services:

© TSP Audit

© Issuing certificates J*

© Time Stamping

© Signature creation services

© Signature validation service H .
o oty orenting NIS2 and Trust Services:
© Open Banking

©

©

Support for NIS 2 (new) : . .
Attribute Attestations (ne » Revised EN 319 401: General Policy Requirements for Trust

Service Providers, Aim to specify in a way which does not require

© AdES creation & validation update to existing trust service standards

© Part 1: procedures + %k
© Part 2: signature validation

under National EN approval until May 2024
CC Protection Profiles
©® QSCD - Smart Cards J
© HSMused by TSPs  +
© Remote QSCD \/

v Completed
* Update in prog
(new) New




Use of Trusted Lists ETSI(__))

Trusted list J

Using & interpreting trusted list f
Revised TS 119 615: Procedures for using and interpreting v Validation policy using trusted list
European Union Member States national trusted lists ‘ -

Trust services for:

© Registered eDelivery / eMail ‘/*
© Long term preservation J

>
>

Formats:

© XAdES (xmL) ¥ ¥
© CAdES (CMS)

© PAdES (PDF) v

© ASIC (containers) J

Revised TS 119 172-4: Validation policy for European e ’cﬁf\fjéisfcﬁi)(new)
qualified electronic signatures/seals using trusted lists

[ © Signature suites J
- Hash

- Asymmetric crypto
- Key generation

- Lifetime

= © Schema for algorithm catalogues (new) \/

~ © Standards framework‘/*
v Completed General Framework 1 @ common definitions
x  Update in progress | © Guides V'
(new) New ADD SECTION NAME
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See you:

TSF Forum 25.09.24
CA-Day 26.09.24

Heraklion, Crete
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Further information

Information on available standards and current activities: \\‘K
https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx /(HA

ETSI standards: available for free download
http://www.etsi.org/standards-search



https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx
http://www.etsi.org/standards-search
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elDAS 2024 related activities
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National elD

TSPs

attestation attributes

EU elD Wallet

National elD A=

Driving License §-=EQ

Diploma
SELECTIVE

DISCLOSURE

Insurance proofs of identity / attributes
Travel

Payment

SERVICE

PROVIDERS
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EUelD - Ecosystem

Trusted Sources Credentials

l’ """"""""""" R mmm iR e VeSS SRRSO AN
|
1 ® I
Jstintch ! B contro/ YR Access to eGov /
/Access : EU elD Wallet 1 Release eHeaIth App|lcatlon
1 :
= 1 | U 3 ccccccecececssasscsnsnasisesasacacesesasesesssesssesasssasasant’
'@3 i NatonaTalD e
'/ ' i riving License [B5) : Prove Professional /
Identity / Credential 1 e 1 8 it .
Brovideri ! — ! i Academic Qualification
| Diploma = S 8 1 1 ] e
| e e ———
1 5 |
1 Insurance @ 1
X | - l Access to Platforms
Member State/ B s : Travel < ! ' |
National Register e 1 i o 9 E .................................................................
: o ! Demonstrate Business
P : - ﬂ : Role / Interests
) ¢ 1 .
& ' : ................................................................
: : .................................................................
. I Age, gender, owner of a driving 1 Access to Financial
Professional : or fishing licence, engineer, : Services
Role : notary, doctor, architect, student, :
I teacher‘ aUditOr, aCCOUntant, . T
: journalist, tax, recidency... :
W e e e o e e _—




Standards & EU Digital Identity Wallet

Regulation on
EU Digital Identity Framework
Replacing 910/2014 (elDAS 2)

EU Digital Identity Wallet
Architecture and Reference
Framework

ETSI Standards
for Trust services
Supporting EUDIW

CEN Standards
for
EUDIW

Standards for
Mobile Identities

Internationally Recognised

ETSI7___\\
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Main components and Interfaces for EUDI Wallet

Authentic Wallet

Source Provider
2 1

Attribute Attestation

Provider y g s
National elD .
S e BT ‘ Relying party
Person Identification -y | =
. Insurance @
Data Provider —
yme! /(2

Electronic Signature 7’
Provider ’

Trust anchor
provider
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ETSI Standards for Electronic Attestation of Attributes

Authentic
Source

Wallet
Provider

Attribute Attestation
Provider

Person Identification
Data Provider

nnnnnnn

Electronic Signature
Provider

Trust anchor
provider

Relying party

ETSI7___\\

Existing TSP standards

¥ EN 319 401: General TSP policy &
security requirement (NIS2)

V' EN 319 403:TSP conformity
assessment

To be specified
V¥ Policy and security requirements

V' Profile of internationally recognised
standards

V' Support for selective disclosure

¥ Interface to wallet .



ETSI Standards for Electronic signature

Authentic
Source

Wallet
Provider

Attribute Attestation
Provider

Person Identification
Data Provider

nnnnnnn

Electronic Signature 7
Provider ’

Trust anchor
provider

Relying party

ETSI7___\\

Existing standards

¥ EN 319411-1 & -2: Policy &
security standards

V' EN 319 412-x: Certificate profiles
vV TS 119431 & 432: Remote sighing

To be specified
V' Wallet interface
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ETSI Standards for Trust anchors

Authentic
Source

I 5

Wallet
Provider

Attribute Attestation
Provider

Person ldentification
Data Provider

‘ llllll =
@

nnnnnnn

Electronic Signature
Provider

&

Trust anchor
provider

y\l;

Relying party

ETSI7___\\

Existing
¥ TS 119 612: Trusted list
¥ TS 119 615: Using trusted lists

To be specified:
V' Support for new trust services

V' Support for other trust anchors

22



ETSI Standards for Trust anchors

Authentic
Source

I 5

Wallet
Provider

Attribute Attestation
Provider

Person ldentification
Data Provider

‘ llllll =
@

nnnnnnn

Electronic Signature
Provider

&

Trust anchor
provider

y\l;

Relying party
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Existing
¥ TS 119 612: Trusted list
¥ TS 119 615: Using trusted lists

To be specified:
V' Support for new trust services

V' Support for other trust anchors
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elDAS Audit Framework (Art 17, 18, 19) ~

European [
co-operation for :
Accreditation :

I

*
AY

|
/ E.g. EN 319 403

’
Y
v Assessment s Assessment

\‘\ request
Criteria
E.g. EN319411-2

Assessment W

-
- _
P

(EA)
R - — ==

-r—————— Trusted ————i—:————————
[———————| us —— =
I TSP o | |
Assessment T ¥ |

| Sch National |
| cheme Accreditation I |
I Supervisory Body | |

Body

I | |
| I
I A:\ Assessment I |
| ' Report I I

: . ]
\ Conformity L ' |
: Notification “.\ Assessment Body Assessors : |
I ||
I ||
I |
I 1|

TSP+CAB+SB=>TSL
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ETSI Standards for relying party use of wallet

To be specified:

Authentic Wallet
Source Provlider V¥ Relying party authentication

Attribute Attestation . .
. . ¥ Wallet authentication
Provider ) G v welet
....... Relvi " . ]
nnnnnnnnn w0 B%) elyin ar
Person [dentification | way | : ying party V' Presentation of wallet held
Data Provider o attributes as selected by the wallet
Electronic Signature 7 holder
Provider ’

Trust anchor Profile of internationally recognised
provider standards

25



CEN Standardisation and ETSI overlap

Authentic
Source

Attribute Attestation
Provider

Person Identification
Data Provider

Electronic Signature
Provider

Wallet
Provider

&

Relying party

Trust anchor
provider

ETSI7Z O\

| }

CEN=Draft TS-Guidelinesfor-the
onboarding of user personal
identification data within European
Digital Identity Wallets

Overlap:

¥V Common syntax:
o CEN: Personal identification data

o ETSI: electronic attestation of attributes

¥V Common identity proofing
requirements:
o CEN: Personal identification data
o ETSI: electronic attestation of attributes

o ETSI: Signing certificates
26
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ETSI Further information

Information on Signatures and Trust Services standards :
https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx

ETSI standards: available for free download: http://www.etsi.org/standards-search

News list on Signatures and trust services:
https://list.etsi.org/scripts/wa.exe?SUBED1=e-signhatures news&A=1

EU Pilot for the International Compatibility of Trust Services
https://esignature.ec.europa.eu/efda/intl-pilot/

&
ArANK
e
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https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx
http://www.etsi.org/standards-search
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